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O6Go3Ha4YeHna n cokpalleHus

B HaCTO}IIHCﬁ JacTh PYKOBOACTBA II0 OKCIIyaTalWH IIPHUHATBI CICAYIOIIHEC
COKpalICHMA:

MD3K — MEXIYyHapOoaHas dJIEKTPOTEXHUYECKAST KOMUCCHS;
IIK — IIEPCOHAJIBHBIA KOMIIBIOTED;

no — TpOrpaMMHOE 0OecreueHue;

my? — IIPaBUJIa YCTPOMCTBA JIEKTPOYCTAHOBOK;

Pd — PYKOBOJCTBO I10 3KCILUTyaTalluu;

TK — TEXHOJIOrMYeCcKas Kapra,

TO — TEXHHYECKOEe 00CITy)KHBaHUE;

OTK — OTJEJI TEXHUYECKOI'O KOHTPOJIA.
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B nactosiiem PO npuHSATHI CleAyIONINE ONPEIeTICHHUS:

Baiit (Byte)

bur (Bit)

bur yernoctu (Parity Bit)

I'out/c (I'nradur B ceKyHay,
Gbps — Gigabits per second)

JAunarnocruxka (Diagnostics)

JTomen (Domain)

Nuxkancyasuus (Encapsulation)

Enuanmna xpaneanss u  o0paboTku  1mudpoBoi
uHpopMaruu. Yaie Bcero OalT CUUTAETCS] paBHBIM
8 ouraMm. B Takom ciydyae OallT MOXET MPUHUMATD

omHo wu3z 256 (28) pa3iauyYHbIX 3HaueHuu. B
Cllydasix, KOrJla UMeeTcs B BHJIY BOCHMHOHTHBIN
O0aliT, B  ONHCAaHUM  CETEBHIX  IPOTOKOJIOB
UCTIONIB3YETCS] TEPMUH «OKTETY.

Haumenbias eguHuiia vHGoOpMaIMu B JIBOMYHOU
CHUCTEME HCYHUCJICHUS, MPUHUMAIOIAs 3HAYCHUE
«1» wm «0».

JlonoJIHUTENbHBIM OUT, J00ABJISIEMBI B TPYIIY
JUIsl TOTO, 4TOOBI OOIee YKCIIO SAWHUI] B TPYMIE
OBLIO YETHBIM WJIM HEYETHBIM (B 3aBUCUMOCTH OT
IPOTOKOJIA).

EnuHnna u3MepeHus IOJ0Chl NPOIYCKaHUsS WIH
CKOpPOCTH mepenaun AanHbixX. [Ipencrasuser coboi
CKOpOCTh IMepelayd B OJUH MWuMapa OuT B
CEeKyHIy (CMOTPHUTE TaKe€ OMNpEeNEJCHUE TEepMHUHA
«buty).

OOnHapykeHue | JIOKaJIu3alus HEUCIPABHOCTEM,
OIHUOOK B KOMMYTAlIMOHHBIX YCTPOMCTBaX, CETSIX
WM CUCTEMaX.

VY3en B JepeBe HMEH BMECT€ CO BCEMH
NOJYMHEHHBIMU €My y371aMu (€Clu TaKOBBIE
UMEIOTCS), TO €CTh HMMEHOBAaHHAs BETBb WIIU
nojasepeBo B aepeBe uMeH. CTpyKTypa JOMEHHOTO
UMEHU OTPAXKaeT TMOPSAOK CIEIOBaHUS Y3JIOB B
Uepapxuu; TOMEHHOE UM YATAETCS CJIEBAa HAIIPaBO
OT MJIQ/IIUX IOMEHOB K JIOMEHAM BBICILIETO YPOBHS
(B mopsiAKE MOBBIIEHUS 3HAYUMOCTH), KOPHEBBIM
JJOMEHOM BCEl CHUCTEMBI SIBIIETCS TOYKa («.»),
HUKE  WAYT  JOMEHBbl  MEPBOIO  YpPOBHS
(reorpaduueckue WIA TEeMaTUYECKHE), 3aTeM —
JIOMEHBI BTOPOT'O YPOBHS, TPETHETO U T. A.

MeTton ~ mOCTpOeHHS ~ MOAYJIBHBIX  CETEBBIX
IIPOTOKOJIOB, npu KOTOPOM JOTUYECKH
HEe3aBUCHUMbIe (DYHKIUU CETU aOCTParupyroTcss OT
HIDKENIeXKAIMX MEXaHW3MOB IyTeM BKIIIOUCHUS
17001 MHKAICYJINPOBAHUS B Oosee
BBICOKOYPOBHEBBIE OOBEKTHI.
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HNurepdeiic (Interface)

Kour (KusoouT, Kilobit)

Kour/c (Knoour B
cexyHay, Kbps — Kilobits
per second)

Mapumpyruszarop (Router)

Macka cetu (Network
Mask)

Mout (Meradur, Megabit)

Mbout/c (Meradour B
cekyHay, Mbps — Megabits
per second)

Menemxep (Manager)

Mopaean OSI (Open Systems

Interconnection)
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CTbIK, coeuHEHUe, 00IIasi TpaHulla JBYX YCTPOWCTB
WIH cpen, onpeensieMas buznuecKuMu
XapaKTEepUCTUKAMU  COEJIMHUTENECH,  IapaMeTpamu
CUTHAJIOB U UX 3HAUCHHEM.

Onna ThicI4a OUT (CMOTPHUTE TakXke OIpeAcICHUE
TepMuHa «buT»).

EnuHnna  w3mepeHus 1ONOCHL  NPOIYCKaHUS WU
CKOpOCTH mepedaud AaHHbIX. [IpeacraBnser coOoif
CKOPOCTh Tepeaud B OJHY ThICSUy OUT B CEKyHIY
(cmoTpuTe Takke onpeaeneHue TepMuHa «bury).

Cucrtema, oTBeHaromias 3a NPUHATAE PEUICHUNA O
BBIOOpE OJHOTO W3 HECKOJBKHX TyTeW Tepenayn
cereBoro Tpaduka. {1 BBIMOJHEHHUS JAHHOW 3ajayu
WCHOJIB3YIOTCA ~ MapUIPYTU3UPYEMBIE  MPOTOKOJIBI,
cojepxamue HWHOOPMALMI0O O CETHU W  aJITOPUTMBI
BBHIOOpAa HAWJIYYIIETO IyTH Ha OCHOBE HECKOJIBKUX
KPUTEPUEB, HA3BIBAEMBIX METPUKOW MaplIpyTHU3ALUU
(«routing metrics»). B Tepmunax OSI mapmpyTtuzatop

ABJISICTCSL  TIPOMEXyTouHOM  cuctemorr  CeTeBoro
YPOBHSI.
32-0MTOBOE  YHMCJIO, TMPEJACTABISIONICe  JUAMa30H

IP-anpecos, naxonsmuxcs B onnoi [P-cetn/moncern.

O MWUTMOH OUT (CMOTPUTE TAKXKE OIPECICHHE
TepMuHa «buTy).

Enuauna w3MepeHws TMOJIOCH  TMPOIYCKAHWS — WIU
CKOpOCTH Tepefaud AaHHbIX. [IpeacraBnser coOoii
CKOPOCTh Tepefaud B OJWH MUJUIMOH OUT B CEKyHIY
(cMOTpUTE TakKe onpeacsieHrue TepMuHa «buty).

[IporpammHoe obecrieueHue, BBIITIOJIHSIOLIIEE
ONPENCIICHHBIE  YNPABISAIOIMIME W KOHTPOJbHBIE
nerictBus. Hanpumep, SNMP-meHemxep mN03BOISET
YIOPABJIATH YCTpOCcTBaMU 10 nMpoTokoiry SNMP.

Mopenb KOMMYHUKAIIMOHHBIX CHUCTEM, HMEOIIas
CEMUYpPOBHEBYIO apxuTekTypy. Momens OSI Obuta
CO3/laHa  MEXKJIYHapOJHOU opraHu3anuen 1o
craggaptuzaruu ~ [SO  (International ~ Standards
Organization).
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Mocrt (Bridge)

OnTtuueckoe BOJIOKHO
(Optical Fiber)

IMTaker (Packet)

Momnoxymnexkcubiid (Full
Duplex)

IToJioca nponyckanus
(Bandwidth)

Honyaynuexcusbrii (Half
duplex)

IHopt (Port)

IIporoxoua (Protocol)

Cetpb (Network)

CeTtb ¢ KOMMyTaLIMEH
naketoB (Packet Switched
Network)

bIJIITA.465255.076 P2

CereBoe o0OopynoBaHue st OOBEIUHEHHUST CETMEHTOB
JokaiabHOM cetu. CeTeBOil MOCT paboTaeT Ha KaHAJIIbHOM
ypoBHe mojenu OS], obGecrieunBasi orpaHUYEHUE IOMEHA
KoJutu3uil (B ciydae cetu Ethernet). MocThl HanpapisitoT
¢dpeliMbpl  JaHHBIX B cooTBeTcTBUU ¢ MAC-aapecamu
¢bpeitmoB. dopmanbHOE OMHCAaHUE CETEBOTO MOCTa
npuseneHo B craaapre IEEE 802.1D.

CrexisiHHasT WIM TOJMMEpHas cpela s Mepenayu
CBETOBBIX ITy4KOB, I'€HEPUPYEMBIX CBETOAMOJIOM WU
Ja3€poM.

VYnopsimoueHHass COBOKYNMHOCTh JaHHBIX M CHUTHAJIOB
yIOpaBlieHHs, TepefaBaeMasi 4Yepe3 CeTh KaK 4YacTb
coobuienusi. CTpyKTypa akeTa 3aBUCUT OT MIPOTOKOJIA.

Kanan wnm ycTpolCTBO, BBINOJIHSIONIEE OJHOBPEMEHHO
nmpueM ©  Tepeaady  JaHHBIX — (CMOTPUTE  TakKe
onpenaesieHre TepmuHa «llomy1ymineKcHbIn ).

KonmuuectBo uHbopmanuu, mnepegaBaeMoil B €IUHUILY
BpemeHu. [lonoca mpomyckanusi 0ObIYHO HU3MEPSETCS B

Outax B CEKyHAy WM KpaTHeix eaununax (Kowurt/c,
Mo6ut/c, I'6ut/c).

YerpoiicTBO MM KaHAI, CTIOCOOHBIN B KaXKIABIA MOMEHT
TOJIBKO TIIepelaBaTh WM MPUHHMATh HHQPOPMAITHUIO.
Ilpuem wu mepemaya, TakuM 00Opa3oM, JIOJDKHBI
BBIITOJIHATHCS MIOOYEPETHO (cMoTpuTE TaKXKe
onpenesieHre TepMuHa «l0JTHOTYIIIEKCHBIIN ).

Touka pmocryma K YCTPOMCTBY WM INpPOrpamme.
Paznmuuaror ¢usnueckue mOpPTHl (HAmpUMep, MOPTHI
Ethernet, RS-232) u noruveckwe mnopThl (HampuMmep,
noptel TCP umu UDP).

dopMa30BaHHbBIC MpaBuia, OTIpeICIIAIONTUE
MOBeJICHUE (PYHKIIMOHAJIBHBIX OJIOKOB TIpU Mepeaaye
JTAHHBIX.

I'pynna y310B, CBA3aHHBIX TEJIEKOMMYHHUKAIMOHHBIMU
KaHaJlaMH.

KoMMyHHKaIIMOHHAS CETh, MCIIOJIB3YIOIIAs TEXHOJIOTHIO
KOMMYTAIIUX MaKeToB. {1 mepenadn JaHHBIX IO TaKOW
CETH COCJIMHCHHE MEKY OTIPABUTEICM M TOJydaTeaeM
Ha BCE BpeMsS TIPOBEICHHUS CeaHca CBSI3W HE
yCTaHaBIMBaeTcsa. Bwmecto »3Toro 0e3  yCTaHOBKH
MOCTOSTHHOTO COCJMHCHHS JaHHBIC MEepPEAaroTCs B BHIE
0J10KOB, Ha3bIBAEMBIX ITAKETAMHM.
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CucremMa IMeH IOMEHOB

(DNS — Domain Name
System)

Tpauncusep (Transceiver)

YnpasiieHue NOTOKOM
(Flow Control)

Du3uyecKuil ypoBeHb
(Physical Layer)

®peiim (Frame)

a3 (Gateway)

AAA (Authentication,
Authorization,
Accounting)

Authentication
(ayrenTudukamms)

Peoaxyus 1.0.1 om 01.07.2022 2.

Pacnpenenennslii MEXaHU3M UMEH/aJIpeCcoB,
UCTIONB3YIOUIMICA JUIsl TIpeoOpa3oBaHus JIOTMYECKHUX
nmeH B [P-angpeca. DNS npumensiercst B cetu Internet,
obecrieynBasi BO3MOXHOCTb PabOThl C TOHSATHBIMU U
JIETKO 3allOMHUHAIOIIMMHUCS HMMEHAMU BMECTO YHUCE
IP-ampeca.

dusnueckoe yCTpoOMCTBO, KOTOpOE COBMENIAET B cebe
PUEMHUK U MepeIaTIuK.

MexaHu3M, KOTOpBIM KOMIIEHCUPYET pas3jaudus B
CKOpPOCTH IIepelaTyhKa M MpPUEMHUKA. YIIpaBJICHUE
notokoM B cetu Ethernet peammsyercs ¢ momorsio
dpeiiMoB  Tay3bl  (PEeKUM TOJTHOTO JAyIUIEKCa) WU
reHepalyy KOJUTM3UH (PEXKUM TOJTYyTUICKCa).

[lepBriit  ypoBenb wmoaenu OSIl, npeaHazHAUYCHHBIH
HETMOCPEACTBEHHO JJIsi Tepefayd TMOTOKa JIaHHBIX.
OcymiectBisier  mepenayy — DJEKTPUYECKUX  WIU
ONTHUYECKUX CUTHAJIOB, UX MPUEM U MpPeoOpa3oBaHHE B
OUTHI TAHHBIX B COOTBETCTBUM C METOJAaMHU KOJUPOBAHUS
1U(POBBIX CUTHAIOB. J[pyruMu cioBamu, OCYIIECTBISET
uHTEephEerc MEXIy CETeBbIM HOCHUTEIIEM U CETEeBBIM
YCTPOHCTBOM.

Jlornyeckas enunuiia uHGOpPMAIMK, TIEpeiaBaeMas Kak
€MHHUIIA KaHAJBHOIO YPOBHS YE€pEe3 CPEACTBO MEPEAAUH.
@pelMbl coAepKaT aapec OTIPABUTENSI U IOJydaTels
uHdoOpMaIuKU, yKa3aHUs Ha HadaJlo U KOHel (peiima,
nHpopMaIuio 0 TIEJIOCTHOCTH (peiima, TMOJIe3HYIO
Harpy3ky.  TepMHHBI  «IIakeT»,  «JAeHUTarpaMmmar,
«CETMEHT» U «COOOILEHHE» TaKKE HCIONb3YIOTCA IS
OTIMCAHUSI JIOTUYECKON €TMHUITBI UH(POPMAITUH.

Toukn Ha BXOJ€ M Ha BBIXOJAE M3 KOMMYTaIIMOHHBIX
cered. Ilpencrapnstonuit coboil Pu3nueckuii OOBEKT,
IUTI03 €CTh BEpIIMHA, KOTOpas TPaHCIUPYET JaHHbBIC
MEXIY ABYMsI Pa3HbIMM HECOBMECTHBIMH CETSIMH WIIU
cerMeHTaMu ceTu. [1Imi03bl OCYIIECTBIISIIOT KOHBEPCHIO
KoJla M TIPOTOKOJia, oOecreunBas Tpapuk MeExIy
MarucTpaasiMi JaHHBIX Pa3IMYHON apXUTEKTYPHI.

HaGop cepBucOoB ceTeBoii 0€30MacHOCTH, KOTOPHIE
OMPENCIAIOT IOAXOA JUIA OpraHu3alud  KOHTPOJISI
JI0CTYIIa K CETH.

ITpouecc TIOJITBEPKACHUS CyOBEKTOM CBOEH
MO/UIMHHOCTU 0  WACHTU(UKAIMOHHBIM  JIaHHBIM
(Hanpumep, 1O JIOTHHY).
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Authorization
(aBTOpPH3aNMS)

Accounting (yuer)

ACL (Access Control List)

ARP (Address Resolution
Protocol — IIpoToko.
onpeiesieHUs aapeca)

DHCP (Dynamic Host
Configuration Protocol -
IIporoko/ fUHAMUYECKO
KOH(pUrypauuu y3Jja)

Ethernet

Fast Ethernet

FTP (File Transfer
Protocol — IIpoTokoa
nepenavn aiiyion)

IGMP (Internet Group

Management Protocol —
IIporokoa ynpasjieHus
rpynnamu Internet)

IP - Internet Protocol

IIpomecc OIpELICIICHUS TTOJIHOMOYU I
UACHTU(UIMPOBAHHOTO  CyOBEKTa Ha  JIOCTYN K
OnpeeIeHHbIM 00bEKTaM HIJIH CEPBUCAM.

[Ipouiecc cOopa cBefeHuit 00 UCTIOIB30BAHHBIX CETEBBIX
pecypcax.

Crucok KOHTPOJIS JOCTYIIA, KOTOPBIA UCTIONB3YETCS IS
N30MPaTeILHOTO YIIPABICHUS JOCTYIIOM K KOHKPETHOMY
00BEKTY.

[IpoTokoi, mpeaHa3HauYeHHbIN I ONPEICIICHUs aapeca
KaHAJIbBHOTO YPOBHS MO WM3BECTHOMY aJIpECy CETEBOIO
YPOBHS.

CereBoii MPOTOKOJI, KOTOPBIN MMO3BOJIAET KOMIIBIOTEPAM
aBromaTudyecku  noxaydarb IP-agpec u  apyrue
napaMmeTpsl, HeoOXoauMble Juis padotel B cetn TCP/IP.
JlaHHBI MPOTOKOJI HMCIHOJB3YEeT MPUHLMI «KJIUEHT-
CEpBEPY.

TexHonoruss oOpraHu3alyyd JIOKAJIbHBIX CETeH, MpHU
KOTOpPOH JOCTYI K Cpele mepenayu OCYUIECTBISETCS IO
metonry CSMA/CD (Carrier Sense Multiple Access with
Collision Detection — MHOXECTBEHHBIA JOCTYIT C
KOHTPOJIEM HeCyllled H OOHapyXEHHWEeM KOJUIM3UM),
onpeneneHHomy B crierupukanuu IEEES02.3.

Cranpapt 111 JIOKaJbHBIX CETEH, HCHONb3YIOUIUI
nosiocy 100 MoOurt/c. SIBnsiercss pa3BUTHEM CTaHIapTa
Ethernet. PacnpocTpaneHHol peanuzaiued JaHHOTO
crannapta sipisiercs: 100Base-T.

[Iporokos, mpeaHa3HAYeHHBIN A nepenadyn (ailyioB B
KOMITBIOTEpHBIX ceTsaX. FTP mo3Bossier nmoakmtodarses K
cepepaM FTP, nmpocmarpuBaTth Conep:KUMOE KaTajaoOroB
U 3arpyath (haiiiiel ¢ cepBepa WM Ha CEpPBED.

[Mpotokon  ympaBiaenus  rpymmoBoi  (multicast)
nepegayeil JaHHbIX B CETAX, OCHOBAHHBIX HA MPOTOKOJIE
IP. JlaHHBIN IIPOTOKOJI VCIIOJIB3YETCs
Mapuipytu3aropamu U |P-y3mamu mis  opraHuzanuu
CETEBBIX YCTPOUCTB B I'PYIIIIHI.

[IpoTokon cereBoro ypoBHs, UCIOJIb3yeMblid B Internet u
IpYruX KOMIbIOTEpHBIX ceTsix. ObecrneunBaer nepegavy
MakeToB 0e3 OpraHu3aluyd COCJUHEHUH U TapaHTUHU
JOCTABKHU.

Peoaxyus 1.0.1 om 01.07.2022 2.
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IP-anpec (IP Address)

LACP (Link Aggregation
Control Protocol)

LAN (Local Area
Network —
JlokajbHasi ceTh)

LLDP (Link Layer
Discovery Protocol)

MAC (Media Access
Control -

YupasjeHue 10CTYyIIOM K
cpene)

MLD (Multicast Listener
Discovery)

MSTP (Multiple Spanning
Tree Protocol)

Peoaxyus 1.0.1 om 01.07.2022 2.

CereBoii aapec y3ma B KOMIIBIOTEPHOWM  CETH,
IOCTPOEHHOU 10 mpoTokosy IP. B derBepron Bepcuu
npotokosna IP-anpec mpexacrasnser coboit 32-OutoBOE
JBOWYHOE 4uciio. Yo0Hou (opmoii 3ammcu IP-anpeca
(IPv4) saBnsieTcs 3amuch B BUJIE YETHIPEX JECITUYHBIX

yucen (ot 0 7o 255), pa3neneHHbIX TOYKaMU, HAIPUMED,
192.168.0.1.

IIpoToxou, HCIIOJIb3YEMBIN 1A arperauuu
(oObenuHEHUSI) HECKOJBKUX  (PU3NYECKUX  KaHAJIOB
Ethernet B omun. OObeaunenusle kaHansl LACP
MPUMEHSIOTCS  JIJI1  TIOBBIMICHUS KAaK MPOIYCKHOU
CIIOCOOHOCTH, TaK M OTKa30yCTONYHBOCTH.

Komneroreprast CETbh, MOKPBIBAIOIIAS 0OBIYHO
OTHOCHUTEIILHO HEOOIBIITYIO TEPPUTOPHIO 17001
HeOONBINYIO Tpynny 3aaHuii  (moMm, oduc, dupmy,
UHCTUTYT).

[IpoTOKOJI KaHAIIBHOTO YPOBHS, MO3BOJISIOIINN CETEBOMY
00Opy/IOBaHUIO OIOBEMIATh JIOKATBHYIO CETh O CBOEM
CYIIECTBOBAaHHH M XapaKTEPHCTUKAX, a TaKKe COOMpPAaTh
MOJIOOHBIE OMOBEIEHUSI OT COCEAHEro O00OpPYAOBAHMUSL.
[Iporokon onucan B crannapte |EEE 802.1 AB-2009.

[IpoTokos, HCMONb3yeMbI Ui ompeAeneHust crocoda
MOJyYeHUs] JIOCTyNa pabodmx CTaHIMA K Cpele
nepeaadn, Hanboee YacTo UCIOIb3yeMbIN B JTIOKAThHBIX
cersax. JUIs JOKalbHBIX CETEHW, COOTBETCTBYIOLINX
cranaapram IEEE, MAC-ypoBeHb SBISE€TCS HHKHUM
MOJypOBHEM KaHaJIa nepenayuu JanHbix (data link layer).

OnvH W3 TMPOTOKOJIOB, HWCIONB3YIOMIUXCS B CTEKE
npoTokoioB IPV6. JIaHHBIM MPOTOKOI UCTIONB3YETCS IS
ompejeNieHUsl  mojy4aTtened rpymmoBeix  (multicast)
nanHbix. B crexke mpotokonoB IPv4 Bmectro MLD -
npoTtokon IGMP.

Passutne nporokona STP. [To3BosseT KOHGUTYPHUPOBATH
HEOOXOJUMOE KOJIMYECTBO SK3EMIUISIPOB CBA3YIOLIETO
aepeBa (spanning tree) BHE 3aBHCHMOCTH OT 4YHCIIA

VLAN Ha kommyTtatope. [IpoTokois onucan B ctanaapte
IEEE 802.1s (IEEE 802.1Q-2003).

10
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Multicasting

MVRP (Multiple VLAN
Registration Protocol)

QoS (Quality of Service)

RADIUS (Remote
Authentication in Dial-in
User Service)

RIP (Routing Information
Protocol — ITpoToko.a
MapUIPYTHOM
nHdopmanun)

RMON (Remote
monitoring)

CreuuanbHast ¢opMa MIMPOKOBEUIAHMS, NPU KOTOPOM
KOIMM  IIAKETOB  HANPABIAIOTCS  OINPEAEICHHOMY
NOJIMHOXKECTBY ajpecaTtoB. OCHOBHasl uiesl IpyHIOBOH
MapIIpPYTU3ALHUNA COCTOUT B TOM, YTO MApLIPyTH3ATOPHI,
oOMEHMBasICh ApPYyr € ApyroM HH(OpManuen, CTpOsT
MyTHU PACIPOCTPAHEHUsI TAKETOB KO BCEM HEOOXOAUMbBIM
nojaceTssM 0e3 ayOnmupoBaHusS W TeTenb. Kaxaeii w3
MapIIpyTU3aTOPOB TMeEpelaeT MPUHUMAEMBbId MMaKeT Ha
OIMH WM HECKOJbKO JApPYTUX MAapLIpyTH3aTOPOB,
u30erasi TeM CaMbIM MOBTOPHOM Mepeaaun 0JTHOTO U TOTO
K€ IMaKeTa MO OJHOMY KaHaly M JIOCTaBJss €ro BCEM
noyiydatessiM rpynmnbl. [lockonibKy cocTaB Tpynmbl CO
BPEMEHEM MOXET MEHSTbCS, BHOBb IIOSIBUBLIMECS U
BBIOBIBIINE YJIEHBI TPYIIBI IUHAMUYECKH YUUTBHIBAKOTCS
B IIOCTPOCHUHU IIyTEN MapLIpyTU3aLUU.

[TpoTokon mHoxecTBeHHBIX peructparuii VLAN. Panee
m3Becren kak GVRP (GARP VLAN Registration
Protocol). MVRP sBisercs ceTeBbIM  ITPOTOKOJIOM
BTOPOTO YPOBHS JIi ABTOMAaTHYECKON KOH(UTYyparuu
unpopmanuu VLAN B koMmmyTaTOpax.

KagectBo oOcmyxuBanusi. QoS ompenenser Habop
QITOPUTMOB, TI0O KOTOPHIM MPOUCXOJUT pa3rpaHUUCHUE
MPOXOJISIIIET0 TpaguKa M BHITIOJIHEHUE TPeOOBAaHUU IO
MPOITYCKHOM CIIOCOOHOCTH, 3a/IEPKKE U MOTEpPE MAKETOB
JUISL KaKJIOTO THIa TpaduKa.

[IpoTokon  js  peanu3anud  ayTeHTU(DUKALINH,
aBTopH3alMu M cOopa CBeNEeHUM 00 MCHOJb30BaHHBIX
pecypcax (CMOTpUTE TakXKe OINpeAesieHne TEepMHUHA
«AAAY).

OnuH W3 TOPOCTBIX MPOTOKOJOB  MapIIpyTHU3AIUU.
[Ipumensiercs B HEOOJBIIMX KOMIIBIOTEPHBIX CETSIX,
MO3BOJISIET MapUIpyTU3aTOpaM JHUHAMHUYECKH OOHOBJISITh
MapHIpyTHYIO HH(POpMAIIUIO, MOdy4asi €€ OT COCEIHUX
MapuIpyTU3aTOpOB.

[IpoTOKOJI  MOHUTOpPHMHIa  KOMIBIOTEPHBIX  CETEW,
MPEACTaBIAIONINN  cOO0M  paclMpeHue MpPOTOKOJa
SNMP. B ocHoBe mpoTOKOJa JISKUAT COOp W aHaIM3
uH(pOpMaIIUK 0 XapakTepe UHPpOpMalUU, repeaaBaeMoi
mo cetu. Ormmurie RMON or SNMP 3akmouaercs: B
xapaktepe cobupaemoit uHpopmammu (B SNMP
uHbopMalusl  XapakTepu3yeT  TOJIbKO  COOBITHSA,
MPOUCXO/SIINE HAa YCTPOHCTBE, B KOTOPOM YCTaHOBJIEH
areHT, a RMON Tpebyer, 4uT0OBI MOJIydaeMble JTaHHbBIC

Peoaxyus 1.0.1 om 01.07.2022 2.
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XapaKTEpU30BAIIU Tpaduk MEXIY CETEBbIMU
YCTPONCTBAMH).

RSTP (Rapid Spanning
Tree Protocol — BeicTpbrii
MPOTOKOJI
NMOKPBHIBAKOIIETO0 JIepeBa)

SNMP (Simple Network
Management Protocol —
IIpocToit npoToKoI
CeTeBOro ynpaBJIeHH )

SSH (Secure Shell —
3amuineHHasi 000;104Ka
ylpaBJeHUs1)

SSL (Secure Sockets
Layer — YpoBeHn
3alIMIIEHHBIX COKETOB)

STP (Spanning Tree
Protocol — IpoToko.a
NMOKPBHIBAKOIIIETO JIepeBa)

TACACS+ (Terminal
Access Controller Access
Control System — Cucrema
YHIpaBJIeHUs JOCTYIIOM K
KOHTPOJLIEPY
TEPMHHAJIBLHOIO J0CTYIA)

TCP/IP (Transmission
Control Protocol/Internet
Protocol —

IIpoTokoJa ynpasjieHus1
nepeaaveii/ mpoToKoJ
Internet)

Peoaxyus 1.0.1 om 01.07.2022 2.

PasButne mporokona STP, kotopoe obecrneunBaer
MEHBIIEE BpPEMS BOCCTAaHOBJIECHUS TOIOJOIMU CETH.
[Mpotokon ommcan B crangapre IEEE 802.1w (IEEE
802.1D-2004).

IIporokon cereBoro aamMuHUCTpuUpoBaHusi. SNMP
IIMPOKO UCIIOJIb3YETCS B HACTOSAIIEE BpEMs. Y IPABICHUE
CEThIO BXOJUT B cTeK nmpoTokosoB TCP/IP.

CeTeBoOl IPOTOKOJI CEAHCOBOTO YPOBHS JIJIsl YIaJICHHOTO
ynpasieHus: U TyHHenupoBanusi TCP-coenunenuii. SSH
JIOITYCKAeT BHIOOP Pa3INYHBIX AJITOPUTMOB IMTU(GPOBAHUSI.

[IpoToKOn, TO3BOJSIOIIMKA  YCTAaHOBUTH O€30MACHOE
COCAMHEHNE MEXIy KIHEHTOM U cepBepoM. JlaHHBIN
MPOTOKOJI 00ecTeunBaeT KOH(MUICHIIMATLHOCTh OOMEHa
JAHHBIMU MEXIY KJIMEHTOM U CEpPBEPOM,
HCTIOJIB3YOIIUMU TCP/IP. s I poBaHUs
UCIIOJIb3YETCSl ACCUMETPUYHBINA AITOPUTM C OTKPBITHIM
KIJIFOUOM.

CeteBoli TIPOTOKOJI, pabOTAIOMIUA Ha BTOPOM YPOBHE
moneann OSI. OcuoBHoit 3amaueit STP gaBnsgercs
npuBeneHne cetu Ethernet ¢ MHOXKECTBEHHBIMH CBS3SIMU
K JPEBOBUIHON TOIMOJIOTMH, MCKIIOYAIOIIEH IUKIIBI
nakeTroB. VICKIIOUYEHHWE IUMKIOB MAaKETOB IPOUCXOIUT
yTeM aBTOMATHYECKOT'0 OJOKUPOBAHMS M3OBITOUYHBIX B
JAHHBII MOMEHT ISl TIOJJHOW CBA3HOCTH THOPTOB.
IIporokon onucan B crannapte IEEE 802.1D.

CeaHCOBBIN MTPOTOKOJI, peaTU3yIOIINNA ayTeHTU(DUKAIIIO
Y aBTOPHU3ALINIO (CMOTPUTE TAKXKE ONpeAeNICHUEe TepMUHA
«AAAy). IIporokon TACACS+ He mpemycmaTpuBaer
cOOp CTaTUCTHKHU.

N3BecTeH Takke Kak cTek npotokosos Internet (Internet
Protocol Suite). JlaHHBII cTeK MPOTOKOJIOB UCIIOJIB3YETCS
B ceMmeiictBe cereil Internet um s oObenMHEHUS
IE€TEPOTrEeHHBIX CETEH.

12
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Telnet

TFTP (Trivial File
Transfer Protocol)

VLAN (Virtual Local Area
Network)

WAN (Wide-Area
Network —
I'ao06anbHast ceThb)

WDM (Wavelength-
division multiplexing)

[IpoTokonm BUPTyalnbHOTO TEpMHHAjda B  Habope
npoTtokosoB Internet. [T03BoJsET MOTB30BATENSIM OJTHOTO
X0CTa TOJKIIOYAThCSI K JIPYroMy YIAJICHHOMY XOCTY U
paboTaTh C HUM Kak yepe3 OObIYHBIM TepMUHA.

[IpocTor mpPOTOKOJ TEepenayvd NaHHbBIX, SBJISIOLUIANCA
3HAQYUTENBHO YIPOUIEHHBIM BapHaHTOM nportokona FTP.
TFTP noxnepxuBaeT npocTyro nepenady JaHHbIX MEXAY
AByMs cucteMamu Oe3 ayreHTH¢uKauuu. Mcnonb3yercs
IUIA  3arpy3KH  IPOrPaMMHOTO  oOecreyeHus B
KOMMYTAaTop.

BuptyanpHass ~ nokanpHas ~— BBIYMCIUTENBHAS  CETh,
MIPEACTABIISIONIAs COO0N TPYIITy CETEBBIX JJEMEHTOB C
o01mum HabopoM TpeOOBaHUH, KOTOPBIC
B3aMMOJICUCTBYIOT TaK, KaK e€ciu Obl OHHU ObUIH
MOAKIIOYEHBl K  HIMPOKOBEIIATEILHOMY  JIOMEHY,
HE3aBUCUMO OT HUX (PU3UYECKOTO MECTOHAXOXKJICHUA.
VLAN wumeer Te e CBOWCTBa, 4yTO U (U3MYECKas
JIOKajbHasl CETh, HO ITO3BOJISIET KOHEYHBIM CTaHITUSM
TPYNIUPOBATHCS BMECTE, Ta)Ke €CITM OHU HE HaXOMATCS B

omHou (m3nueckoit cetn. Onucanne VLAN mpuBeneHo
B cragaapre IEEE 802.1Q.

Cerp, oOecreumBaromias mnepenadyy HHQOpMAIUK Ha
3HAYUTENIbHbIE  PAcCTOSHHUA  C  HCIOJB30BaHUEM
KOMMYTHUPYEMbIX M BBIACJICHHBIX  JIMHUM WU
CHEIHAIbHBIX KaHAJIOB CBSI3U.

CnektpanbHO€ YIUIOTHEHHE KaHAJOB  (TEXHOJIOTHS,
MO3BOJISIONIAS  OJHOBPEMEHHO TIepe/iaBaThb HECKOJIbKO
MH(POPMAITMOHHBIX KaHAJOB IO OJHOMY OINTHYECKOMY
BOJIOKHY Ha Pa3HBIX HECYIIUX YaCTOTaX).

Peoaxyus 1.0.1 om 01.07.2022 2.
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O6wue ceedeHus

Hacrosimee PO mpegHaszHayeHo Ui MepCcoOHama, OCYIIECTBIISIONIETO
OKCIUTyaTallil0 M TEXHUYECKOe  OOCITy)KMBaHHE  KOMMYTATOD
Axmanaii-2XXX BJITTA.465255.076 (najiee «ammapaTtypa).

BapuanTs! ucnonsenus anmnapaTtypbl Akmanai-2XXX:

o Axmanaii-2448PGE-S: L3, 48x10/100/1000BASE-T, PoE/PoE+,
4x10G SFP+;

o Axmanaii-2424PGE-S: L3, 24x10/100/1000BASE-T, PoE/PoE+,
4x10G SFP+;

e Axmanaii-2052PGE-S: L2/L2+, 48x10/100/1000BASE-T,
POE/PoE+, 4x10G SFP+;

o Axmanaii-2028PGE-S: L2/L2+, 24x10/100/1000BASE-T,
POE/PoE+, 4x10G SFP+;

e Axmanaii-2448GE-S: L3, 48x10/100/1000BASE-T, 4x10G SFP+;
o Axmanaii-2424GE-S: L3, 24x10/100/1000BASE-T, 4x10G SFP+;

o Axmanaii-2052GE-S: L2/L2+, 48x10/100/1000BASE-T,
4x10G SFP+;

o Axmanaii-2028GE-S: L2/L2+, 24x10/100/1000BASE-T, 4x10G
SFP+;

o Axmanail-2448GE-FS: L3, 48x1000BASE-X, 4x10G SFP+;

e Axmanaii-2424GE-FS: L3, 16x1000BASE-X, 8xCombo
10/100/1000BASE-T + 1000BASE-X, 4x10G SFP+;

Anmapatypa AkmaHai-2XXX B 3aBUCUMOCTH OT MOJICNIA WCIIOJTHCHHS
npeaHasHadeH s nepenadn 10 4 morokoB 10G SFP+, no 48 moTokoB
10/100/1000BASE-T u gmo 48 moroxkoB 1000BASE-X. Ha
monupuxamusax «PGE» oaHOBpeMeHHO ¢ mepenadyeil AaHHBIX Ha
noprax 10/100/1000BASE-T nopnepxuBaetrcst TexHojorusi POE
(Power over Ethernet Plus) nmns obOecrnedeHus MOIKIIOYSHHBIX
YCTPOMCTB 3JIEKTPOIHEPTUEH.

[TapameTpsl KOMMyTaTOpa COOTBETCTBYIOT TPEOOBAHUSIM TEXHUUYECKUX
ycioBuii BJITTA.465255.076TY.

Aemopckue npasa

ABTOpcKHME TpaBa Ha anmaparypy AxkmaHai-2XXX, BkiIo4as
amnmapaTtHoe W MporpammHoe oOecneuenue, npunamiaexar OAO HIII
«ITonmurony.

[lonHoe nMOO YacTUYHOE WCIMOJIB30BaHHE MarepuaioB PO B

KOMMEPUYECKUX  IEJSIX  JOMYCKaeTcs TOJIBKO ¢  MHUCBMEHHOTO
pazpemienuss OAO HIIII «Ilomurony.

Peoaxyus 1.0.1 om 01.07.2022 2. 14
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1.2.3

1.24

1.3
131

1.3.2

1.3.3

1.34

1.3.5

1.3.6

[Tpu U THPOBAHUH MATEPHUATIOB PYKOBOJICTBA 11O AKCIUTyaTaI[MH CChLIKA
Ha HEro o0sg3arepHa.

[TonHOE MM YAaCTUYHOE MCMOJIb30BAHHME MPOTPAMMHOI0 oOecTeUeHus
IomycKaeTcs ToJIbKo ¢ nmucbMeHHoro coryiacust OAO HIIIT «ITonurony.

Mepbi1 6e3onacHocmu

K pabote ¢ anmapartypoit pornyckatorcs juia, uydusiiue yactu | u 1l
PD.

[Ipu pabote ¢ ammaparypoii HEOOXOAMMO PYKOBOJICTBOBATHCS
ykazanusamu aeictByomux [IOT PO-45-007-96 «IlpaBuia mo oxpane
Tpy/Ja npu paborax Ha TeaePOHHBIX CTAHIUAX U TeJerpadax», a TaKxKe
co0I01aTh Mephl O€30MMACHOCTH, TPUBEICHHBIE B JAHHOM I10/Ipa3/elie.

Bo uzbexxanue nmopaxeHusi JIEKTPUUYECKUM TOKOM HWJIU TOBPEXKICHUS
anmapaTtypsl HEOOXOJIMMO HAJEXKHO 3a3eMJIUTh amnmaparypy H
WUCTOYHUK TUTaHUSA. DTO HEOOXOJMMO BBHITIOJHUTH MPEXKAEC, YeM K
anmapatype OylieT mokiItoueHa nutaromias cetb. [IpaBuiia ycrpoiicTBa
3a36€MJIEHHSI M CEYEHHE  3a3€MJDIIOLIEr0  IPOBOJAA  JOJIKHBI
COOTBETCTBOBATH TpeOoBaHusiM [1Y .

[Ipu  monmkmrouenmm  Kabemed wu  yctaHoBke  SFP-momymeit
pEKOMEHIyeTcsl  M30aBUTHCA  OT  CTAaTUYECKOTO  HaIpsKEHUS,
MPUKOCHYBIIKMCH K 3alIUTHOMY 3a3€MJICHHIO JINOO HAJIEB 3a3EMIISIFOIITUI
Opaciier.

Ecnu npenmonaraercs MOAKIIOYEHUE —alapaTypbl WM MHOTO
000py0BaHUs K KOHCOJIBHBIM MOPTaM anmnaparypsbl, 3T0 000pyA0BaHHE
TaK)Ke JOJDKHO OBbITh HaJexHO 3azemiieHo. [lepen moakmroueHuEM
ka0enell peKOMEHIyeTcsl 00ECTOUYUTh almapaTypy U IMOJKI0YaeMoe
obopyioBaHuE.

B SFP-Momymsix, ycTaHaBiIMBaeMbIX B ammaparypy, HPUMEHSIETCS
MOJIYITPOBOJJHUKOBBIM JIa3ep MO Kiaccy O€30MacHOCTU «1» coriiacHo
craanapty MOK-825.

Baumanue!

Kiacc 6e3onacnoctu «1» no crangapty MOK-825 o3nauaer, uto nazep
0e30maceH B YCJIOBUSIX €ro MCIHOJb30BaHUs 110 HA3HAYEHUIO, T.€. JIa3ep
Oe3omaceH, €clid €ro M3JIy4eHUEe OTBOJUTCA IO CBETOBOAY B TOYKY
npuema.

B uHBIX cnydadgx (Hampumep, NOpH  OTKIIOYEHUH BOJIOKOHHO-
ONTHYECKOTO Kadensl B KaKOW-TMOO U3 TOYEK COCIUHEHHUS) U3IIyUCHHUE
Ja3epa MOXKET IIPENCTaBIATh ONACHOCTD IS 310POBBSI.

3anpemaeTcs1 HCII0JIB30BaTh ONTHYECKHE Kaben 0€3 OKOHEYHHUKOB.

3anpemniaercsi OCTaBJISITH ONTUYECKUE pa3beMbl 0€3 3alIUTHBIX
KOJITAYKOB, a Tak)K€ CMOTPETh Ha pa3beM OINTUYECKOrOo TpaHCUBEpa
(mpuemMo-miepe1aTInKa).

Peoaxyus 1.0.1 om 01.07.2022 2.
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1.4 KoHcmpykmueHoOe ucriosiHeHue
14.1 Anmaparypa AxmMaHaii-2XXX mnpeactaBisieT co00Oll  aBTOHOMHOE

YCTPOMCTBO B METANIMYECKOM KOpITyCe.

1.4.2 KOMIIIEKT MOHTaXHBIX 4acTei MO3BOJIAET yCTAaHABIMBATH allapaTypy
B MeTajnueckue 19” mkadbl 1 CTOMKY.

15 ®PYyHKUUOHasIbHOe onucaHue

151 Ha3Ha4yeHue nopToB

1.5.1.1 Amnmapatypa ucnoib3yercs s nepeaadud notokoB Ethernet wepes
noptel 10G SFP+, 10/100/1000BASE-T, u 1000BASE-X.

1.5.1.2 AmnmapaTypa MO3BOJIIET CTPOUTH CETH C (PU3NIECCKUMH TOIOJIOTUSIMU
TUTIA «JIUHUS» U «KOJIBI0». HeckobKko anmapaTtoB OOBEAUHSIOTCS B
KOJIBIIEBYIO WJIM JIMHEHHYIO TOTOJIOTHIO ¢ TIOMOIIsI0 opToB Ethernet
(10G SFP+, 10/100/1000BASE-T, 1000BASE-X). Ha pucynke 2
MPUBEICH NpPUMEP BKJIIOUEHHS almaparypbl B CETh C KOJIBIIEBOM
TOTMOJIOTHEH, Ha pUCYHKE 3 — C TUHEHHON TOMOJIOTHEH.

KommyTato
y P KommyTatop
Ethermet Etharmit

COMBO 106G{RI-45/SFP+ COMBO 106G([RI-45,/SFP+)
10/100/1000BASE-T 10/100/1000BASE-T

106G SFP+
106G SFP+

Komm yramp KommyTaTop
Ethernet

COMBO 10G[RI-45/5FP+)

Ethernet

COMBO 10G{RI-45/5FP+}
- 10/100/1 000 BASE-T

104G SFP+

10WV1001000BASE-T

104G S5FP+

Pucynok 2 — BxirroueHne KOMMYTaTOPOB B KOJIBIIEBYIO TOIIOJIOTHIO

KommyTtartop KommyTtatop KommyTtatop

10G SFP+ 10G SFP+ 10G SFP+

Ethernet
COMBO 10G(RJ-45/SFP+)

Ethernet

COMBO 10G(RJ-45/
SFP+)
10/100/1000BASE-T 10/100/1000BASE-T

Ethernet
COMBO 10G(RJ-45/SFP+)

10/100/1000BASE-T

Pucynoxk 3 — BxitoueHue annaparypsl B IUHEHHYIO TOTOJIOTHIO

15.1.3 [Jna tpaduxa Ethernet mpu mr000¥ (Pu3MUECKON TOIOJIOTHU CETH C
nomonipto  mpotrokosioB STP (RSTP, MSTP) aBromaruuecku

peain3yeCTCs JIOTrN4YCCKasd TOIOJIOTHA TUIIA «ICPCBO>.
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1514

1.5.2
1521

1.5.2.2

1.5.2.3

YnpasneHue annapatypou OCyLIECTBISIETCS Y€pe3 KOHCOJIbHBIN MOPT,
a takxe udepes mrodoit mopt Ethernet, mo mpotokomam Telnet, SSH,
SNMP, a taxxe uepe3 web-uarepdeiic (SSL). [lonpobnoe ommcanme
YIPABJICHMS anmnaparypsl npuBeaeHo B yactu II PO.

MpuHUMN paboTbl annapaTypbl

AnmnapaTtypa npeaHasHaueHa IS nepefadd moTokoB Ethernet gepes
noptel 10G SFP+, 10/100/1000BASE-T, u 1000BASE-X.

Amnmaparypa padortaer mo mnpuHiuny «store-and-forward», To ecthb
BXOJISIIIMNA TaKeT MOJHOCTbIO COXpaHsSieTCsl BO BHyTpeHHeM Oydepe
nepen nepegauen. [IlpueM u mepenada makeToB OCYIIECTBISETCS HA
MTOJIHOM CKOPOCTH rnopra Osarogaps HEOJIOKUpyeMOit
KOMMYTAIllMOHHON MaTpulLE.

Anmnapatypa oOecrneurBaeT mepeaady MHakeToB Ha ocHoBe MAC-
aapecoB HazHaueHus (L2, L2+ ) ¢ MmakcumanbHBIM KoudecTBoM 16 K,
a TakKXe BO3MOXXHOCTM MapLIpyTU3alud Ha OcHOBe I[P-angpecos
HasHaueHus (L3).

1.5.3 KoHTponb v ynpaBrieHue annapatypou

1531

1.53.2

be3  wucnonb3zoBanus  IIK  ympaBieHue — anmapaTypod  HE
oOecrieunBaercs, PEKUMBI ONPEACIISIIOTCS yCTaHOBKaMHU,
MPOU3BEACHHBIMU TPEANPUATUEM-U3TOTOBUTEIEM aMmaparypsl (1o
YMOJIYAHUIO WM MO COTJIACOBAaHHOMY 3aKa3y) WM HEMOCPEICTBEHHO
3aKa34yukoM ¢ ucnosb3oBanueM IIK. B ngaHHOM cityyae KOHTpPOJIb
COCTOSIHUSL ~ anmapaTrypbl  OCYLIECTBJISIETCA II0  WHJIHUKATOpaM,
PACHOJIOKEHHBIM HA JIMIIEBOW U 3a/IHEH TTAHENSX.

[Ipu ucnonwszoBanuu IIK ocymecTBisercss yriayOJeHHBIM KOHTPOJb
COCTOSIHMSI anmapaTyphl, a TakKe ynpasiieHue. s ocyliecTBieHus
dbyakuuii KoHTpos U ynpasienus [IK mogkmrouaercs k anmaparype
110 KOHCOJIBHOMY TIOPTY (TepMHHAIBHOE MOAKIIoUeHHE Yepe3 RS-232)
wiM o omHoMy u3 optoB Ethernet (ceTeBoe nmonkitoueHmue).

1.5.4 Cnucku ynpasneHus goctynom (ACL)

1541

1.54.2

Crncku KOHTPOJII A0CTyIlla HCIHOJIB3YKOTCS B KaAa4YCCTBC JIBYX
CIICAYHOIIUX MCXaHU3MOB!:

e B KauyeCTBE ME€XaHH3Ma 0€30MacHOCTH, 00ecreurBasi BO3MOKHOCTb
M30MpATENbHOTO  YOPABJIECHUS JOCTYIIOM IIYTEM YCTAHOBKHU
3aIPETOB U pa3peLICHUN;

e B KayecTBE MeXaHu3Ma Kiaccuukanuu makeToB. JlaHHBIM

MEXaHU3M HCMOoJIb3yeTcsi B pacmmpeHHoM (advanced) pexume
QoS.

ACL npuMeHSI0oTCS K CIASAYIONTUM BXOAIIUM HHTEpdericam:
® TIOPTHI;
e port channel (trunk/LAG).
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1543

ACL =e moryT ObITh IprMeHeHbl K VLAN.
ACL ucnosp3yrorcs B ABYX CIEAYIOIUX peXUMax:

e pacumpeHHbll pexuMm QoS. B maHHOM peXuMMe MO0JIb30BaTENb
moxker Tpynnupoatb ACL B 0oisiee CIOXHYIO CTPYKTYpY,
Ha3bIBAEMYIO MMOJUTUKOMN, U IPUMEHSTh MOJUTUKY K UHTEp(ENCy;

e pexuMm Oe3omacHocTH. B nmanHOM pexume Tonbko oguH ACL
MOeT ObITh MpuMeHeH K untepgericy: MAC ACL unu [P ACL.

155 QoS

1551

1552

1553

Amnmaparypa moAAepXuBaeT (YHKIMH YCTAaHOBJICHUS MPUOPUTETOB U
OTPAaHUYEHUS CKOPOCTH.

AnmnapaTypa noJAepKUBaeT BOCEMb OYepelei NMPUOPUTETOB Ha MOPT
Ethernet. Tpapuk MoxxkeT ObITH KIaCCUPHUIMPOBAH MO MPUOPUTETY
802.1p (VLAN), IP DSCP/ToS, a taxxe mo 6a3oBOMy MNPHOPUTETY
nopra. Amnmaparypa Takke MpeJoCTaBIseT BO3MOXXHOCTb Ha3HAYCHHUS
nonutuk nopram Ethernet ¢ knaccudukanuein Tpaduka Ha yposHe L2,
L3 u mo nomepam nmopros UDP/TCP.

Arnmnaparypa MO3BOJSET YCTAaHABIMBATH OIPAHUYEHUE CKOPOCTH Ha
BXO/JISILIIEM U UCXOSIIEM HaIMPaBJICHUU IS JIFOOOT0 U3 OPTOB.

1.5.6 IGMP Snooping n MLD Snooping

1.56.1

1.5.6.2

1.5.6.3

1.56.4

Anmapatypa  MOOJJEpKMBAeT  aHAIM3  MpOXoAsuiero  Tpaduka
IGMP/MLD nns  opranuzanuud  3()QPEKTUBHOM  MYJIbTUKACTOBOM
pacchUIKM nakeToB (Hanpumep, 1 [PTV).

Anmnaparypa noazaepxupaeT 10 1024 craTMUecKUX W JUHAMHUYECKHUX
MYJIBTHKACTOBBIX rpymi. CTaTHYeCKHe MYJIbTHKACTOBBIC T'PYIIITHI
Ha3HAYAIOTCS TI0JIb30BATEIEM, a JIMHAMHYECKUE OMPEICISIIOTCS B
nporecce ananusa tpadpuka IGMP/MLD.

Jliisa obecrieyeHus HOpMaJIbHOM paboThl HEOOXOAMMO HA3HAYUTH OJMH
U3 TOpPTOB KaKk IMOPT MOAKIKYEHUS K  MYJIBTUKACTOBOMY
MapuipyTtuzaropy. Ha gannsiii mopt Oyner oTnpaBisTbes UHGoOpMaIus
O YJIEHAaX MYJIbTUKACTOBBIX PYIIII.

B mensx ymeHbIIeHHS MyJIbTHKACTOBOTO Tpaduka ammaparypa
nogaepxkuBaeT Multicast-TV  VLAN, dro mno3BoiseT IepeaaBaTh
MYJIBTHKACTOBBIN Tpaduk oT MapiipyTuszaropa B oqaoMm VLAN.

1.5.7 VLAN

1571

1.5.7.2

Amnmapatypa moaaepKuBaeT u3oisiuio Tpaduka Ethernet ¢ momonipro
802.1Q VLAN. OpgHOBpeMEHHO MOXET OBITb aKTUBHO [0
4094 cratnueckux u quHamuuecknx VLAN.,

Anmnapatypa noazepxuBaeT pexumbl mnoptoB Ethernet: «accessy,
«customer», «general» u «trunk».
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1.5.7.3

1.5.7.4

1.5.7.5

1.5.7.6

1.5.7.7

B pexume «access» nopt Ethernet moxet ObiTh uenom onnoro VLAN
U OTIpPaBJIATH/MONy4YaTh MakeThl 0e3 Tera. Ha mopT xomMmyTupyroTcs
TOJIKO MaKeThl ¢ HoMepoM Tera access-VLAN nopra Ethernet.

Pexum «customer» npegHazHayeH 11 CETEN MPOBarIepa U MO3BOJISIET
no6aBisaTh BTopoit Ter VLAN 1pu BXoJie makeTa B CeTh MpoBaiiiepa:

e cciu nakeT ¢ TeroM VLAN BXOIUT B IOPT B PEKUME «customer,
TO MPHU BBIXOJIE €r0o 4Yepe3 MopT «trunk» kK Hemy Oyner gob6aBieH
Bropoii Ter VLAN ¢ Homepom customer-VLAN;

e ccium nakeT 6e3 Tera VLAN BXOAHUT B IOPT B PEKUME «customer,
TO MPHU BBIXOJIE €ro yepe3 MmopT «trunk» kK Hemy Oyner go0OaBieH
ter VLAN ¢ Homepom customer-VLAN;

® [IpU BBIXOJIC MAKETa U3 MOPTa B PEKHUME «customer» MPOUCXOAUT
yaanenue BHemHero tera VLAN.

3nauenue TPID Bcerma paBno 0x8100.

B pexume «general» nmopTt nogaepxuBaet Bce (PyHKIUHU, ONUCAHHBIE B
IEEE 802.1q.

B pexume «trunk» mopt moxker ObITh wieHOM Heckoiabkux VLAN.
Omun u3 VLAN, nHazwsiBaeMmbiii «native VLAN», mepenaer/monydaet
naketbl 0e3 tera, Apyrue VLAN nepeaaroT/monyqaror MakeThbl C TETOM.
Native VLAN mokeT ObITh HACTPOEH Ha OTMPABKY/TIOJIyYEHHE MMAKETOB
C TETOM.

st obneruenust ynpapienus VLAN B CIOXHBIX CeTsX ammaparypa
nognepxkuaer npotokodl GVRP. IIportokon GVRP mnosBomsier
pacmpoctpansaTh uHbopmanuio 00 akTuBHbBIX VLAN wmexny Bcemu
arnraparypamu CeTH.

1.5.8 TMpoTtokonbl Spanning Tree

1.58.1

1.5.8.2

Amnmapatypa noanepxubaet npotokosisl STP (Spanning Tree Protocol),
RSTP (Rapid Spanning Tree Protocol) u MSTP (Multiple Spanning
Tree Protocol), npeanasnadennbie 111 GYHKIIMOHUPOBAHUS B CETIX CO
cioxxkHo  rtomosiorumend. Ilpotokonmsr STP, RSTP u MSTP
IIPEIOTBPAIIalOT 00pa30BaHNE TIETENb B CETH.

OcHoBHble mapamerpsl STP, HacTpauBaeMble Ha anmaparype:
OTHOCHUTENbHBIM mpuoputrer Mocta B cetu (bridge priority),
OTHOCHUTEJIbHBIN MpUOPUTET MopTa (port priority), CTOUMOCTb IIyTH IS
Kaxxaoro nopta (port path cost). Ha ocHoBaHMM NaHHBIX MapaMeTpoB
IPOUCXOANT (POPMHUpPOBAHHUE TPEBOBHUIHOMN TOTIOJOTHUH CETH.

1.5.9 Ta6nuuya MAC-agpecoB

1591

Amnmapatrypa  oOecreuynBaeT  HACTPOWKY W BBIBOJ  TaOJIUIIBI
MAC-anpecoB. Pasmep Tabmuist MAC-agpecoB coctaBiaser 16
K 3anuceii.
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1.5.9.2 Amnmaparypa mnosBomsier a00aBisATh crtatuueckue MAC-ampeca B
TaOJIMIly C TPUBA3KOM K KOHKpeTHOMY mnopTy Ethernet. [lannas
BO3MOKHOCTB IIO3BOJISIET HACTPAMBATh MPOCTEUIIYIO MAPLIPYTU3ALMIO
no MAC-agpecy, a Takke CO37aBaThb TaK Ha3bIBAEMbIE «UYEpPHbIC

criuckn» MAC-anpecos.

1.5.10 Astopusauusa 802.1x

1.5.10.1 Amnmapatypa moanep:kuBaeT HabOp CEpBHCOB CETEBOW 0Oe30MacHOCTU
(rak Ha3piBaembli  AAA: authentication - ayrenTudukanus,
authorization - aBropuszamus, accounting — cOop cBeneHmid 00
UCIIOJIb30BAHHBIX PECypcax), KOTOPhIE ONPEACISIOT TOAXOA s
OpraHH3aluy KOHTPOJISI JOCTYIA K CETH.

1.5.10.2 TIIpotoxomsr RADIUS u TACACS+ oOCyIecTBISIOT peaTu3aiuio
ayTeHTU(PUKAIIMM W aBTOpW3alMu B ammapatype. Kpome Toro,
npotokoid RADIUS oGecnieunBaet cOop cBelieHU 00 NCTOIB30BAHHBIX
pecypcax B amnmnaparype.

15.10.3 Jnsa obOecrieuyeHuss OE30MAaCHOCTH  ammaparypa MO JACP>KUBAET
apropuzaiuio  802.1x myTem OrpaHWyYeHUs] HEABTOPU30BAHHOTO
IOCTyTaA. Metonbl aBTOpU3ALIUU 802.1x, HCMOJIb3YEMBIE
KOMMYTaTOPOM:

e ayreHtudukanus 802.1x no nopry;
e ayreHtudukanus 802.1x mo nopty u MAC-anpecy;

e ayreHtudukanus 8§02.1x Mo BpeMeHHU.

1.5.11 MapuwpyTusauusa
1.5.11.1 Anmnaparypa nogaep’uBaeT CTaTUYECKY0 MapIIPyTU3ALHUIO.

1.5.12 Arperauusa noptoB LACP

1.5.12.1 B anmapatype arperamusi kaHaioB FEthernet ocymecTBusercs ¢
nomouipto nporokona LACP (Link Aggregation Control Protocol).
O6benunennsle kKaHanbl LACP ucmonb3yroTcsi Kak AJisi HOBBIIICHUS
MPOITYCKHOM CITIOCOOHOCTH, TaK U MOBBIIIEHUS OTKa30yCTOWYNBOCTH.

15.12.2 Ilpu oOwvenuHenun kKaHamoB FEthernet ammapaTypbl C MOMOIIBIO

npotokoia LACP moxer ObITh cO3MaHO 10 8 TPyMN, B KaKIOH W3
KOTOPBIX — J0 8 MOPTOB.

1.6 TexHu4Yeckue xapakmepucmuku
16.1 Anmapatypa cooTBeTCTByeT nmpaBuiam «lIpaBuna mnpuMeHEHUs
o0opynoBaHUsS  KOMMYTalldd W MapHIpyTH3allMd  I1aKeTOB

unpopmanum» (ytB. Ilpukazom Mununpopmcsasu Poccunm ot
06.12.2007 r. Ne 144, peructpanus B8 Muntocte Poccun 21.12.2007 .
Ne 10795).

16.2 [Tapametpst nopta 10G SFP+:

® KOJMYECTBO MOPTOB — 4,
Peoaxyus 1.0.1 om 01.07.2022 2. 20



21

Annaparypa Axkmanaii-2XXX

Pyxosoocmeo no sxcnayamayuu. Yacmeo | bJIITA.465255.076P2

1.6.3

1.6.4

1.65

CKOpocTh Tiepenaun curdana — 1 wnm 10 ['6ut/c B 3aBUCUMOCTH OT
HACTPOEK anmnaparypsbl;

MaKCHUMaJbHBIN pa3mep ppeitma — 9,6 Koaiir;

TOZJIEpKKa OTPaHUYCHUs] CKOPOCTH Tepeaud TaHHBIX Ha KaXIOM
nopty — ¢ marom 64 Kour/c;

TN COCAUHUTEINS IS MOAKIIOUEHHS K KaHainy — SFP unu SFP+.

[Tapamerpsr mopra Ethernet 10/100/1000BASE-T:

KOJIMYECTBO MOPTOB — 110 48;

ckopocth mepemaun curHama — 10, 100 wm 1000 MoOut/c B
3aBHCHMOCTH OT HACTPOEK ammapaTyphl;

HacTpauBaeMblil kpoccoep — auto, MDI, MDI-X;

MakcuMmanbHas otaaBaemas MomtHocTh POE — 30 Bt (Tombko miis
mMoaudukanuii ¢ noaaepxkoi POE);

MaKCHUMaJbHBIN pa3mep ¢ppeitma — 9,6 Koaiir;

ynpasienue nmotokoMm — IEEE 802.3x, B pexxuMe MOIyayIUIeKca;
Head of Line (HOL) Blocking Prevention;

MOJIJICPYKKA OTPAaHUYCHHUSI CKOPOCTH Tiepe/iaun JaHHBIX Ha KakKIOM
nopTy — ¢ marom 64 Kour/c;

THUI COSAUHUTENIA I OAKIIoueHuS K kKanainy — RJ45 (8P8C).

[Tapamerpsr mopra Ethernet 1000BASE-X (SFP):

KOJIMYECTBO MOPTOB — 0 48;

CKOpocTh mepeaaun curHama — 100 wm 1000 Mo6ut/c B
3aBUCHUMOCTH OT HACTPOEK anmnapaTyphl;

HacTpauMBaeMbIil kpoccoBep — auto, MDI, MDI-X;
MaKCHUMaJIbHBIN pazmep ¢peitma — 9,6 Koaii;,

NOJIZICPKKA OTPaHUYCHHSI CKOPOCTH Tepelayr JaHHBIX Ha KaXIOM
nopty — ¢ marom 64 Kout/c;

THUII COSAMHUTEIIS JJIsl TIOJKIIIOUeHUs K KaHaimy — SFP.

[TapameTpbl KOHCOJIBHOTO MOPTa YIPABICHUS:

KOJIMYECTBO MOPTOB — 1;
ckopocth — 115,2 K6ut/c;
KOJIMYECTBO OUT NaHHBIX — §;
KOJIMYECTBO CTOMOBBIX OUT — 1,
PEXUM NPOBEPKHU YETHOCTH — HET;

THUI COSAUHUTEIS IS OKITIIoueHuS K kKanainy — RJ45 (8P8C).
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1.6.6 ITapameTpsl mopTa [ NOAKIIOYEHHS OTYYXKIAEMOIO HOCHUTENA
«USB»:

® KOJIMYECTBO MOPTOB — 1;

e Tumn nopra — USB,;

® THUI COCIUHUTENS IS MOAKIIOUeHUs K kaHairy — USB A.
1.6.7 Knomnka ammapartHoro copoca (RESET):

® KOJUYeCTBO — 1;

® Ha3HaYeHHE — anmnapaTHBIN cOpOC amnmaparypshl.
1.6.8 [TpyHIMIIBI KOHTPOJIS U yIIpaBIEHUs anmapaTypou:

e 0e3 wucnosb3oBanuss I[IK  ympaBnenuwe — anmapartypoil  He
obecrnieynBaeTcs, PEKUMBI OIIPELIEIAIOTCS YCTaHOBKAaMHU,
MPOU3BEACHHBIMU MPEINPUATHEM-U3TOTOBUTENIEM anmnapaTypsl (1o
YMOJIYAHUEO 15030 o COIJIACOBAaHHOMY 3aKasy) 15030
HEMOCPEACTBEHHO 3aKa3yukoMm ¢ ucnoib3oBanueM [IK. B nannom
cllyya€ KOHTPOJb COCTOSIHAS  JIOKAQJbHOTO UM YJAJIEHHOTO
KOMMYTATOpPa OCYILECTBISETCA M0 UHAUKATOPAM, PACIIOJIOKEHHBIM
Ha JIUILICBOM U 3aJHEH NaHeIX,

e 1pu ucnoibzoBanuu [1K ocymecTsisieTcs: yriyOiaeHHbI KOHTPOJIb
COCTOSIHUSL JIOKaJbHOIO W YAAJIEHHOTO alllapaTrypbl, a TaKKe
ynpasinenue. Jns  ocymiecTBieHUs (QYHKUMNA  KOHTPOJSL U
yopasnenus 11K moxakmrouaercs Kk ammaparype Mo KOHCOJIBHOMY
nopTy Win ogHoMy u3 noptos Ethernet.

1.6.9 [TapameTpbl HAJIEKHOCTH:

e cCpemHee BpeMs HapaOOTKM Ha OTKa3 ammapaTypbl — HE MEHee
100 000 gacos;

® CpemHee BpeMs BOCCTAHOBJICHHSI HEUCTIPABHOCTH amlmapaTrypbl — HE
6osee 30 MUHYT;

® CpOK cIykObI anmaparypsl — He MeHee 20 JeT.

1.6.10 DOnexTponuTaHMe anmapaTypbl OCYIIECTBISIETCS OT MEPBUYHOTO
VCTOYHHKA!

® [epeMeHHOro Toka ¢ HampsbkenueM oT 100 go 240 B u wacroroi
50 I'n, ¢ koadhpurrenToM HeMMHEHHBIX UCKakeHui He 6osee 10 %;

1.6.11  TloTpebisiemass MOIIHOCTh ammapaTypbl OT IMEPBUYHOTO HMCTOYHUKA
AIIEKTPOTIMTAHUS HE JOJKHA OBITH MEHEE:

® 65 Bt mia ucnonaenunit BJITTA.465255.076-10, -11, -20;
e 30 Bt mia ucnnonaenunii bJIITA.465255.076-12, -13, -22;
o 520Brt mna ucnionmaenwnit bJIITA.465255.076-02, -03;

e 920 Bt ng ucnonuenuit bJIITA.465255.076, -01.

1.6.12 T'abaputHble pa3Mepbl ammaparypbl (0€3  OTBETHBIX  YacTel
coeuHUTENEeH):
Peoaxyus 1.0.1 om 01.07.2022 2. 22



23

Annaparypa Axkmanaii-2XXX

Pyxosoocmeo no sxcnayamayuu. Yacmeo | bJIITA.465255.076P2
o BbBJIITA.465255.076-02, -03, -12, -13, -22 44x442x267 mwm;

o BbBJIITA.465255.076, -01, -10, -11, -20 — 44x442x450 mm.
1.6.13 Macca kaxmoro u3 u3zenus 0e3 yIakoBKU JOJKHA ObITh HE OoJee:

e bJIIIA.465255.076-12, -13, -22— 4 xT;
e bJIITA.465255.076-02, -03 —6 xr

e bJII1A.465255.076-10, -11, -20,— 5 kT;
e bJIITA.465255.077,-01 — 7 k;
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2 COopka u ycTaHOBKa

2.1
211

2.1.2

2.1.3

214

2.2
2.2.1

2.2.2

2.2.3

2.2.4

2.3
2.3.1

Peoaxyus 1.0.1 om 01.07.2022 2.

BeedeHue

B Hacrosimiem paszene OINucaHbl MPOIECChl COOPKH W YCTaHOBKHU
anmnaparypabl.

[Tocne cOopkm yCTpoWCTBa HEOOXOMMMO W3YYHTHh pasfaen 3 s
MOJTYYeHUSI MHCTPYKIIHH 10 paboTe C yCTPOMCTBOM.

[Ipu BO3HUKHOBEHUHM MpPOOJIEM HEOOXOAMMO H3Y4YUTh pasnen 4 s
MOJIyYeHUS] UHCTPYKIIUI MO MPOBEACHUIO JUATHOCTUKH YCTPOUCTBA.

VYcTaHoBKa, HAaCTpOMKAa M TEXHUYECKOE OOCITY>KUBaHUE MOTYT OBbITh
MPOU3BEJEHBI TOJIBKO KBATHU(PUIMPOBAHHBIM CHEIUATUCTOM, KOTOPBI
OCBEJIOMJIEH O BO3MOXKHBIX omnacHocTsAX. CoOunomaiiTe cTaHAapTHBIE
npaBuyia 0€30MaCHOCTH TMPU YCTAaHOBKE, HACTPOWKE, IKCIUTyaTalluu U
TEXHUYECKOM OOCITYy)KUBAaHUU JAaHHOTO MPOIYKTa.

TpeboesaHus K ycroeusiM pa3meuleHusi

Heo6xonumo obecnieunTh JOCTYNn U Kak MUHUMYM 90 cM cBOOOIHOTO
MPOCTPAHCTBA CHEPEAU sl TPOU3BOJICTBA PAOOT M YKJIAJIKHU KaOelew,
MOAKIIOYAeMBbIX K TepeqHed yactu ycrpoictBa. Heobxomumo
o0ecrne4ynTh A0CTYI U KaKk MUHUMYM 10 cM cBOOOAHOTO MPOCTPAHCTBA
C3aJI1 JJIs IPOU3BOJICTBA pabOT U YKJIaAKU KaOenel, MoAKITI0YaeMbIX K
3aJJHEW YaCTH yCTPOMCTBA.

Temneparypa OKpy’KaroIiei cpeabl T0bKHA OBITh B AuanazoHe ot 0 110
wttoc 40 °C, oTHOCUTENbHAS BIAXKHOCTH BO3ayXa — oT 5 10 80 %, 6e3
00pa3oBaHUs KOHAEHCATA.

[lepen moakimroueHneM Kalesed ammapaTypa JOoJKHA ObITh 3a3eMiIeHa
coryiacHo noapasnaeiny 3.4.

[lpy nwWTaHMM anmapaTtypsl OT WCTOYHUKA TIEPEMEHHOTO TOKa
HeoOxoaumMo obecreunTh BXoaHoe HampsbkeHnne 220 B. Mcrounuk
MUTAHUS HEOOXOIUMO MPEIBAPUTEIBHO 3a3EMIIUTh.

KomnnekmHocmsb
KommiekTHOCTB anmapaTypsl puBeAeHa B Tadnuue 1 u 2.

24
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Tab6anua 1 — KommnexktHocTs anmnaparypbl AkMaHan-2 XXX

bIJIITA.465255.076 P2

Haumenosanue u

Yacte 1

XapaKTEpHCTHKA O6o3naueHne KonngecTso
OoOopynoBanue
Axmanai-2XXX BJITIA.465255.076 1
IKCIIyaTAIIMOHHbIE TIOKYMEHThI
dopmytsp BJITIA.465255.076D0 1
PYKOBOI[CTBO I10 SKCITyaTallu. BJITIA.465255.076PD 1

BcnomorartesibHOe 000py/10BaHHe

KommnexT npunamiexHocTei BJITTA.465944.086
KoMIiekT MOHTaXHBIX yacTen BJITTIA.465941.016
YnakoBka BJITTA.305646.002
2.3.2 Crnenudukanys KOMIUIEKTa MNPUHAIJICKHOCTEH [Js amnmapaTrypsl

MpuBe/icHa B TabHUIIe 2.

Tab6anua 2 — Cnenudukanus komiuiekta npuHaanesxxknocteit bJIITA.465944.086

Haumenosanue O6o3HaueHue Kox. [Ipumeuanue
[Iryp ceteBoit [TK220V euro 1
KaGens cToika F FOKAT.685661.041 1

2.3.3

Crnenuduranus KOMIUIEKTa MOHTKHBIX YacTell il ammapaTypbl
npuBeieHa B Ta0auie 3.

Tadoauna 3 — Crnenudukanys KomiyiekTa MOHTaXHBIX yacTeld BJITIA.465941.016

HaumenoBanue O6o3HaueHne Kou. | [Ipumeuanue
Bunt TOCT P AICO 7046-1-M3x6-4,8-2-A2 | Bunt TOCT PHACO 7046- |~ g
1-M3x6-4,8-Z-A2
Bunat M6, maiiba, raiika kBagpataas M6 REC-FPFP 4
VYromnok BJITTA.746124.015 2
2.4 Mapkupoeka
24.1 Ha wmueBoil maHenu anmaparypbl HaHECEHbl HaMMEHOBaHUE
anmapaTypbl U TOBAPHBINA 3HAK U3TOTOBUTEIS.
2.4.2 Ha 3amgneli maHenu ycTpoOWCTBA HAHECEH 3aBOJCKOM  HOMeEp
anmnaparypabl.

Peoaxyus 1.0.1 om 01.07.2022 2.
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2.5 Ynakoeka

251

252

2.5.3

254

Anmnapatypa, (GopMyssip, pyKOBOACTBO IO AKCILTyaTallMH, KOMIUIEKT
MOHTQXHBIX YacTel U MPUHAIJICKHOCTEHN, a TAKKE YIAKOBOYHBIM JTUCT
YKJIaJbIBAIOTCS B KAPTOHHYIO KOPOOKY.

Ha G0x0BBIX CTOpOHAX KOPOOKU PaCHOJIOKEHbI HAKJICHKHU ¢ yKa3aHHEeM
HAUMEHOBaHMS W OOO3HAYCHHS ammaparypbl, 3aBOJCKOTO HoOMepa
ammapaTypbl, HOMepa 3aka3a M JaThl YINaKOBKH, a TaKXe ¢
MaHunyJaauoHHeIMU  3HakamMu 1o ['OCT 14192-96. B kopoOky
yKJaabIBaeTcs Texunueckuit cunukarens no I'OCT 3956-76.

KopoOka ymakoBbIBaeTcsi B TOJMUITUJIICHOBBIM TAKET, KOTOPBII
3aBapHUBACTCH.

JIBe KOpOOKH MOTYT YKJIaJbIBaThCS B JICPEBSIHHBIN SITUK, HA KOTOPBIN
HaHOCATCA MaHunysnuonnsle 3Haku mo 'OCT 14192-96.

2.6 KpenneHue ycmpoticmea

2.6.1

2.6.2

2.6.3

Anmapatypa yctaHaBinuBaercs B 197 croilku uiu mkadsl ¢ JOCTYIIOM
CIIEPEIN UJIU C3aU.

Kpemiienne anmapaTypbl OCYIIECTBISIETCS C IMOMOILIBIO KOMILIEKTa
MOHTQXHBIX YacCTel U KPECTOBOM OTBEPTKH (3 MM).

[Ipu ycranoBke anmapatypsl cobioaiite TpeOboBanus moapaszaena 2.2.

2.7 YcmaHoeka modynet SFP

2.7.1
2.7.2

2.71.3

2.71.4

Mopynu SFP nomxnbl cooTBeTcTBOBaTH SFP MSA.

Monynu SFP momkxHBI COOTBETCTBOBATH KiIacCy 0€30MacHOCTH « 1» ist
Ja3epHOTO 00OPYAOBAHUSI.

[lepen ycranoBkoit SFP-mMomyns He0OXOAUMO CHSATH 3alllUTHYIO
3arfymiKy MOJIYJSI U OTOTHYTh (DUKCHUPYIONIYIO CKOOy. YCTaHOBKY
HEOOXOJMMO TIPOU3BOJUTH TUIABHBIM JBH)KCHHEM U HE JOIMYCKATh
YPE3MEPHBIX YCUJIUU.

IIpumeuanune — Hekoropeie Moaynu SFP uMeOT MmIaCTUKOBYIO
3aCJIOHKY BMECTO CKOOBI.

VYcranoBky SFP-monyns B BepxHuii passem SFP  ammapatypsl
OpPOU3BOAST TYyTeM IUIAaBHOTO BBOJAa MOJYJiA B pa3beM, Kak
npeacraBieHo Ha pucyHke 4. Ilocme ycranoBku SFP-monyns
HEOOXOJIUMO BEPHYTh (YUKCHUPYIOIIYI0O CKOOY B MCXOJHOE TOJIOKEHHUE.
Eciu mpu ycranoBke wmoaynss SFP Tpebyercss 3ameTHoe ycuiue,
BBITSIHUTE MOJYJb OOpaTHO, UCHOJb3ysl CKOOy, M 3aTeéM MOBTOPHUTE

mporIenypy.

Peoaxyus 1.0.1 om 01.07.2022 2. 26
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2.1.5

2.7.6

Pucynox 4 — YcranoBka SFP-monyns B Bepxuuii pazbem SFP

YcranoBky SFP-Monyns B HWwkHHM pa3zbem SFP  anmapaTypsl
NPOU3BOAAT TyTeM IIJJAaBHOTO BBOJAa MOAYJISI B  pa3beM, Kak
MPEJCTABICHO HA PUCYHKE O.

Baumanue!

SFP-Monynb ycTaHaBIMBAaIOT B HIDKHUN pazbeM SFP B mepeBepHyTOM
nonoxkenuu. [locne ycranoBku SFP-momynst HeoOXoaumMoO BEpHYTH
¢bukcupymomyo cko0y B UCXoaHOE MojoxeHue. Eciu npu ycraHoBke
monyns SFP Tpebyercst 3ameTHOE ycuine, BHITSHUTE MOAYJb OOpaTHO,
UCIIOJIb3Ys CKOOY, U 3aT€M IOBTOPUTE MIPOLIENYPY.

Pucynox 5 — YcranoBka SFP-moyns B HyokHMM pazbem SFP

Ycranoenenusie SFP-Moaynu npeacTaBieHbl Ha pUCyHKE 6.

Peoaxyus 1.0.1 om 01.07.2022 2.
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2.1.7

2.17.8

2.7.9

Pucynok 6 — YcranoBnennsie SFP-momynu

[lepen usBneuennem SFP-momyns u3 pazbema HEOOXOJUMO OTOTHYTh
¢dukcupytomyto cko0y. MW3Bneuenne SFP-monyns HeoO6xoaumo
MIPOU3BOAUTH 32 (PUKCUPYIOILYIO CKOOY.

Bo wus0exanue 3arps3HEHHs ONTHYECKHX CTHIKOB NPUEMHUKA H
nepenatunka SFP-mMomynst HEoOXOaUMO YCTaHOBHUTH €r0 3alllUTHYIO
3aryIymikKy.
Kouctpykuus SFP-monyneit gomyckaer «ropsdyyio» 3amMeHy, T.€.
MOJYJIb  MOXHO  YCTaHaBIMBATh/U3BJIEKAaTh MPU  BKIIOUEHHOM
anmnaparype.

2.8 lModknro4yeHue kK o6opydoeaHuro Ethernet

28.1

2.8.2

O6opynoBaHue Ethernet MOKITIOYAETCS K nopram
10/100/1000BASE-T anmapartypsl ¢ moMoInbo MeaHoro kadems UTP

Cat5 wnm Beime. Tun paspema i MOAKIIOYCHUS K KOMMYTaTOpy —
RJ45 (8P8C).

Jlnis moaxiroueHus obopynoBanus k pasbemam 10G SFP+ anmmapatypsl
HEoOXoauM  Kabeib, COOTBETCTBYIOUIMM  THILy  HCIOJIb3YyE€MOTO
SFP-monynsa. Ilpu wucmonb3oBaHUHM ABYXBOJOKOHHOTO ONTHYECKOTO
moayns SFP HeoO0XoauMo MOAKIIOUWTH MEpelaTylK almnaparypbl K
MPUEMHUKY 000PYJOBaHMsI, a MPUEMHUK alllapaTypbl — K MepeAaTIuKy
000py10BaHUSI.

2.9 lNodknro4YeHUe K KOHCOJILHOMY nopmy yrnpaesieHus

29.1

Ilepen mnonkmroueHnem IIK Kk KOHCOJNIBHOMY TOPTY amnmapaTypbl
HeoOxoaumo yoenuthes, uyto [1K u annmaparypa Hage:xHO 3a3eMIICHBI.

Peoaxyus 1.0.1 om 01.07.2022 2. 28
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2.9.2

2.9.3

294

2.10
2.10.1

2.10.2

2.10.3

2.10.4

[lepen monkmoueHneM (OTKIIOYEHHEM) Kabens pPEeKOMEHIyeTCs
00eCTOUYUTH annapaTypy U HOJAKI0YaeMoe 000py10BaHuUE.

C nomouibro Kadesst ynpaBiaeHUs] COEIMHUTD MOCIE0BATENbHBIN MOPT
[1K (RS-232) ¢ KOHCONBHBIM MTOPTOM JIOKAIBHOMN amnmapaTyphl.

[Topsanok Hactpoviku [IK u ynpaBneHust annapaTypoil OMUCaH B 4acCTH
Il PO.

lMoOdknro4YeHUe K UCMOYHUKY numaHusi

OOpbIB 3alIUTHOTO 3a3€MJISIOLIETO MPOBOAA (BHYTPU WIIM CHAPYXKH
YCTPOMCTBA) WM OTCOCAMHEHHE 3alIUTHOTO 3aXKUMa 3a3eMJICHHUS
MOXXET TPHUBECTH K TOMY, 4YTO YCTPOWCTBO OYAET MpPEACTABISTH
OMACHOCTh. 3amlpeuiaeTcsi YMBIIUICHHBI OOpBIB  3a3€MIIAIOILETO
IpoOBOJA.

Ilepen HNOJKIIOUYEHUEM WJIn OTKJIFOUEHUEM TOOBIX
KOMMYHUKAIIMOHHBIX KaOeliel YCTpOMCTBO JOKHO OBITh 3a3€MJICHO
IyTEM COEAWHEHMS €ro IIHypa IMUTAHUS W HUCTOYHHUKA IUTAHUS C
3KMMOM 3a3€MJICHHSI M COEIMHEHUS 3a)KMMa 3a3€MJICHUS HA 3aJHEU
MaHesu (€CIM MOCTABIIAETCS) C 3alUTHBIM 3a3€MJICHUEM.

[luranue OT MCTOYHMKA MEPEMEHHOTO TOKAa IMOCTYHAaeT K ammaparype
yepe3 1,5M craHmapTHBIA TWTAOMUNA  Kabenb, TOJBEICHHBIN
CTaHJAPTHBIM TPEXKOHTAKTHBIM Pa3bEMOM.

JI71s1 TOAKITIOYEHHS] ICTOYHHMKA [TEPEMEHHOT0 TOKA:

¢ IIPOBCPHTC, 3a3CMJICHA JIX JOJKHBIM O6p330M mTCIICCIbHAaA
PO3CTKa IICPECMCHHOI'O TOKa. YIIOCTOBGPI)TCCI), 4UTO HAIIPAKCHUC

MCTOYHHKA TIEPEMEHHOr0 TOKAa Haxoautcd B mpenenax or 100 mo
240 B;

® TIOAKIIOYHMTE 3aXKUM 3a3¢MJICHHMS amnmaparypbl K 3al[dTHOMY
3a3eMJIEHHUIO;

® COCAMHMTE MUTAIOLIUI KaOedb C pa3beMOM MUTAHUS allapaTypsl U
3aTeM CO LITENCEIbHONW PO3ETKON NEPEMEHHOTO TOKA.

Peoaxyus 1.0.1 om 01.07.2022 2.
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3 JkcnnyaTtauus

3.1 Obwue yka3aHusi

3.1.1

3.1.2

3.1.3

3.14

Ilepen ucnonp3oBaHMEM ammaparypsl MO Ha3HAYEHHIO HEOOXOAMMO
M3YYUTh HACTOSIEE PYyKOBOJCTBO MO AKCILUTyaTal|H.

[Ipy TOATOTOBKE K OKCIUTyaTalldM W OSKCIUIyaTallMd amnmapaTypsl
HE0OX0auMO CcOOMI0aTh MEphl OE30MacHOCTH, IPUBEACHHBIC B
noapaszaene 1.3 nacrosmeit yactu PO.

PacnakoBbiBaHue amraparypel  OPOBOAAT B IPUCYTCTBUH
OTBETCTBEHHBIX IIPEICTABUTENICH 3aKa34UMKa.

HpI/I PacCIIaKOBbBIBAHHUH H€O6XOI[I/IMO IMPOBCCTHU BHEIIIHUU OCMOTP
YIHAKOBKHW H allllapaTypsl, Y6C,Z[I/ITBC}I B OTCYTCTBHMHM MCXAHUYCCKHX
HOBpC)K,Z[GHHfI, COOTBCTCTBHMH KOMILUICKTHOCTH YKIIAJO0K COACPKAHHIO
YIHaKOBOYHOT'O JIMCTA.

3.2 AkcninyamayuoHHble o2paHU4YeHust

3.2.1

Amnmaparypa npeaHa3HaueHa s SKCIUTyaTallui B YCIOBUSX:

® U3MEHEHHs TeMIIepaTyphl OKpYXarolled Cpeapl B Iuana3oHe OT
0 mo rutroc 40 °C, 6e3 oOpa3oBaHus KOHJIEHCATA;

® OTHOCUTEIBHOM BIAXHOCTU Bo3ayxa 10 80 % mpu Temmeparype
25 °C;

e arMocdepHoro aasinenus He Hke 60 klla (450 MM pr. cT.).

Buumanue!

[lepen BkIIOYEHHMEM ammapaTypbl, HAXOAUBIIETOCs B HepabOUUX

ycnoBusix (mpu Temmeparype Hmxke O wmim Beime mmoc 40 °C),

HEOOXOJMMO BBIZICPKATh ammaparypy B paObOuyuX YCIOBHSX HE MCHEE
2 4acoB..

3.3 Mod2omoeka annapamypbi K 3KCNIyamauuu

3.3.1

3.3.2

3.3.3
3.34

3.35

Bo  wu3bekxanme — TOpaKeHHWS]  JJIEKTPUYECKUM  TOKOM |
MPESKICBPEMEHHOTO BBIXOAA ammapaTypbl M3 CTPOS MOAKIIOYCHUE
(oTKJIIOUEHHE) HEOOXOJMMBIX Kabelaell K KOHCOJBHBIM IIOpTaM,
PEKOMEHIYETCSI ~ NPOU3BOAWTh  NPU  OTKIIOYCHHOM  IMMHUTaHUU
anmnapaTtypsl U MOJAKII0OYAEMOTO 000PYIOBAHHS.

YcTaHoBUTH — ammapaTypy B HECYIIMHA KOHCTPYKTHB  COTJIACHO
nojapasaenam 2.2 u 2.6.

3a3eMiIUTh amnmaparypy CorjiacHoO nojpasuaeiny 3.4.

[Mogxmrounts kabGenp Ethernet k passemy 10/100/1000BASE-T
anmaparypbl 1 obopynoBanuto Ethernet.

YcranoButs SFP-monyns B paszpem 10G SFP+ ammapatypsr u
MOJKIIOYUTh BOJOKOHHO-ONTHYECKUN Kkabenb K SFP-mMomymio wu
obopynoBanuto Ethernet.
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3.3.6

3.3.7

YcranoBute SFP-monyns B pasbembl 1000BASE-X ammapatypsl u
MOJKIIOYUTh BOJOKOHHO-OMTHYECKUN Kabenmb kK SFP-momymio wu
obopynoBanuto Ethernet.

[Tonk/IIOUNTh OTBETHYIO 4YacThb KaOelsisl MUTAaHUSA K pa3beMy IUTaHMS
anmnaparypsl.

3.4 3azemsnieHue annapamypbl

34.1

3.4.2

[lepen monkmOYeHWEM JFOOBIX  KOMMYHUKAITMOHHBIX — Kabemei
anmaparypa JOJDKHAa OBITh HAASKHO 3a3eMiieHa. BHWHTOBas kiemma
3a3€MJICHUS] PACIIONIOKEHA Ha 3aJHEW MaHEeJIM amnmnaparypbl U UMEET

MapKHPOBKY . 3azemenne HEOOXOJIMMO BBIMOJIHATH C MOMOIIBIO
U30JIMPOBAHHOIO MHOTOKMJIBHOTO MEIHOTO0 NPOBOJA C CEUYEHUEM HE
meree 4 Mm°. CO CTOPOHBI ANMapaTypsl IPOBOJ 3a3¢MICHUS TOIKEH
OBITh OKOHIIOBaH HaKOHeYHNKOM O-THIIa.

Ha passemMe mogBojga dlEKTPONMTAHMS — allapaTypbl HUMEETCS
3a3eMJISIIOIMNA  KOHTAKT, AYOJIMPYIOIIMHA KOPIYCHYIO BHHTOBYIO
KJIeMMy 3a3emiieHUs. [lonkmtoueHne ero K KOHTYpy 3a3€MJIEHUSI HOCUT
HeoOs3aTeNbHBIN XapakTep. Eciu yka3aHHBIM KOHTaKT BCE K€ MMEET
COCIMHEHHUE C KOHTYPOM 3a3eMJICHUS, TO HEOOXOAUMO, YTOOBI
3a3eMJISIONIMNA  KOHTAaKT ObUI TOAKIIOYEH K TOMY XK€ KOHTYpY
3a3€MJICHHS.

3.5 BknroyeHue annapamypbl

35.1

3.5.2

3.5.3

Amnmapatypa He uMeeT TymOliepa BKIIOYEHHS nuTaHus. Jlus
BKJIIOUEHHS anmnapaTrypbl MOJKIIOYUTE KaOenb MUTaHUA K pPa3zbeMy
IIATAHUS AIapaTypBhl.

[Tocne moakIIOYEHUS] MUTAHUS anmaparypa aBTOMAaTUYECKU HAYMHAET
paboTaTh.

Anmapatypa He TpeOyeT BHHUMAaHHS OIlepaTopa BO BpeMs padoThI,
OJIHAKO HEOOXOJUMO MEePUOIUYECKOEe HAOIIOJIEHUE 3a MHAMKATOPAMHU
Ha  TepeAHed  maHenuW  ycTpoicTBa.  Ammaparypa  TpeOyer
BMEIIATENBCTBA TOJIBKO MPU HACTPOMKE U MPOBEACHUU JUATHOCTUKH.

3.6 MHOukamopsbi

3.6.1

3.6.2

CBeTOBBIE MHAMKATOPHI anmapaTypbl PacIOOKEHbl Ha TEpPEeaHEN u
3aJIHEN MMaHeIsIX.

Onucanne QyHKIMI CBETOBBIX MHANKATOPOB MPUBEICHO B TabuIie 4.
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Tab6anua 4 — Onucanue GyHKIUI CBETOBBIX HHANKATOPOB anmapaTypbl
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HaumenoBanune IIser OyHKIUA
PWR 3enenslil, cunmit* | [loctymnaer HanpspKeHUE UCTOYHHUKA MUTAHUS.
(* OnmmoHanbHO)
benbrii OTcyTcTBYET NUTAHUE KOMMYTATOPA.
ALRM benbrit ABapuifHBINA PEXUM PaOOTHI.
TEMP benbrii TemnepatrypHbIil pexxuM paboThI.
Stack ID 3eneHslii [To3unus anmnapara B CTEKe.
Master 3eneHsbli CBeueHue — NO3UIMS BEAYIIEr0 KOMMYTaTopa.
NunukaTop Ha IOpTY 3eneHpIi Ceuenne — ectb coenuHeHue Ha mopty 10G
10G SFP+ SFP+.
Muranue — NOpPOUCXOAWT NpPHUEM JAaHHBIX Ha
nopty 10G SFP+.
WNnpukarop Ha mopty 3eseHblit Ceeuenne — Ha mopry 10/100/1000BASE-T
10/100/1000BASE-T, (L000BASE-X) obnapysken curnain 1 I'out/c.
1000BASE-X Kentpiit Ceuenne — Ha mopty 10/100/1000BASE-T
PacIoIOKEHHBIN ClieBa (1000BASE-X) oOnapyxen curaaax 100
Mobwur/c.

- OtcyrcTBME  CBEYEHHMS] —  Ha  MOPTY
10/100/1000BASE-T (L000BASE-X)
oOHapyxeH curHan 10 Mowut/c.

Wnpukarop Ha mopty 3eseHblit Ceuenue — Ha mopty 10/100/1000BASE-T

10/100/1000BASE-T, (1000BASE-X)  oOHapyXeH  HOpMabHBbIi

1000BASE-X CUTHAJL

pacmoIOKEHHBIN [leppuonuueckoe  muraHme — Ha  TOPTY

crpaBa 10/100/1000BASE-T (L000BASE-X)
MIPOUCXOJUT NMPUEM TTaKETOB.

3.6 Konmponb pabomsi annapamypsbi

3.6.1 Kontpons ammapatrypel 6e3 wucnonszoBanusi [IK ocymectBasercs mo
CBETOBBIM MHJMKATOPaM, OMMCAHHBIM B mojpaszesne 3.6 HacTosAIIeH 4acTH

PO.
3.6.2 KonTposs anmapatypsl ¢ ucnons3oBanueM [1K onucan B yactu II PO.
3.7 BbiknovyeHue annapamypabl
JUist  BBIKIIIOYEHUS anmaparypbl OTKIIOYUTH KaOeslb HMCTOYHUKA
NUTaHMUS.
3.8 O6BeduHeHue 8 cmek
3.8.1 JUist oObeMHEHHs ammaparypbl B CTEK HEOOXOJMMO HCIOJIb30BaTh
HOPTHI:

e AxmManail-2448xGE-x/Axmanaii-2052xXGE-x

— MOCJIEAHHE JBa

nopta 10G SFP+ (51 u 52).
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o Axmanaii-2424XGE-x/Axmanaii-2028XGE-X - mio0ble TOPTEHI
10G SFP+.

3.8.2

[TonkmoueHne ammapaTypbl JOJDKHO MPOU3BOAUTHCS C IOMOIIBIO
kabeneit 10G Direct Attach nnu ¢ nomomipio 10G SFP+ moxynei.

XapaKTEpUCTUKH CTEKa:
® KOJHMYECTBO YCTPOMCTB B CTEKE — 8;
® [OAACP/KKA TONOJIOTUU CTEKUPOBAHUS «KOJIBLIOY;

¢ TIOAJACPIKKA TOIIOJIOTHH CTCKHUPOBAHUA «JIMHUS.
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4 [OwnarHocTUKa M ycTpaHeHue Henonaaok

4.6
41.1

4.7
4.2.1

4.2.2

4.2.3

4.2.4

4.8
43.1

4.3.2

Peoaxyus 1.0.1 om 01.07.2022 2.

MoHumopuHe

Amnmapatypa TperoCTaBlIsIeT pa3HOOOpa3Hble WHCTPYMEHTHI IS
OCYULIECTBJIEHUSI MOHUTOPUHTA!

e craTUCTHKaA U cocTosiHue noptoB Ethernet;
e CBETOBAas MHAMKALMA HAa NIEPEIHEN U 3aJHEH MMaHENAX;

® KypHaJ COOBITHH.

XypHan cobbimut

Amnmaparypa 3aHOCUT B KypHaJI COOBITHSI BKJIIOUECHMSI ammapaTrypbl U
u3MeHeHus coctosinus noptos Ethernet.

Kaxnoe coObiTHE B JKypHalle CHa0XEHO BpPEMEHHOHW METKOH,
MPEICTaBIISIONICH JaTy U BpeMsl BOSHUKHOBEHHSI COOBITHSI.

®opmatr cobbituii B kypHane: «DD-MM-YYYY», «HH:mm:ss»,
«EVT», rue:

e «DD-MM-YYYY» — nata BOSHUKHOBEHUS COOBITHUSL;

o «HH:mmM:SS» — BpeMst BOSHUKHOBEHUS COOBITHS;

o «EVT» — onmcanue coOBITHS.

BriBoa sxypHana coObITHI MPOU3BOAUTCS 1O KoMaHe «show loggingy.
bonee mogpobnas mHpopMaius 0 KypHale COOBITHIl NpHUBEIEHA B
yactu II PD.

YcmpaHeHue Henonadok

B Tabmume 5 mnpuBeneHbl Haubojee pacnpoCTPaHEHHBIE THIIbI
HETOJIAJI0K, BOBMOXHBIE PUYUHBI U CIIOCOOBI MX YCTPAHEHHUS.

[Ipu ycTpaHeHWH HEMOJAJAOK HEOOXOOUMO COOJIOJATh  MEpHI
0e30macHOCTH, IPUBECHHbIE B Mopasnaene 1.3 Hacrosmeit yactu PO.
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Onucanue Bo3MmoxHbBIE TPUYHHBI Crnioco0b1 ycTpaHeHus
OtcyTcTBYET mutadue | He moaxmrouen kaOenb | [lomgximrounTs KaOeb MMUTAHUS K
anmapatypel  (He roput | nuranus amnmaparype
WHIUKATOp «SYystem»

A p «Sy ) HeuncnipaBen kabenb | 3aMEHUTh KaOeJIb MUTAHUS
MUTaHUS
Heucnpasen WCTOYHUK | 3aMEHUTHh HCTOYHUK IMUTAHUS
MUTaHUS

OTtcyTCcTBYET COEIMHEHNE
Ha MOpPTY
10/100/1000BASE-T,
1000BASE-X

Hewuncnpasen kabenpb

[IpoBeputrh  LETOCTHOCTH U
MPaBWJIBHOCTh Pa3BOJKU Kabes

HexoppekTHble HaCTpOMKH
Ha NIOpTYy

IIpoBepuTh HACTPOMKH HA MOPTY

OTCyTCTBYET COEIMHEHUE
Ha nopty 10G SFP+

Heucnpasen onruueckust | [Iposepurs LEIIOCTHOCTD
Kabeib OINTUYECKOT0 Kales

OnTuueckuit kabens | [IpoBeputh MOAKIIIOYECHUE
MOAKJIIOYEH HEKOPPEKTHO | ONMTHYECKOro Kabens (pa3bem

JOJI’KEH GBITB YCTAHOBJICH 10
IIeTYKA)

3arpsi3HeHuE Topla | YAanuTh MbUIb C  HOMOIIBIO
ONTHYECKOTO KaOeyss WM | IPOTUPOYHON candeTku,
pa3beMa Ha MopTy CMOYEHHOM B CIIUPTE
YcranoBieH [IpoBeputh pexXUM nopTa,
HEKOPPEKTHBIN SFP- | ycranoButs koppektHbiii SFP-
MOJyJIb MOJ1YJb

He ypaercsa nogximrounThcs
K YCTPOMCTBY 4epe3 MHopT

OTCcyTCTBYET COEIMHEHHE
Ha MOpPTY

IIpoBepuTs UCIIPABHOCTH ITOPTA

Ethernet
[TopT BpeMmeHHO | [lonoxnate He meHee 30 cekyH[
3a6JIOKI/IpOBaH 1 NOBTOPUTH NOAKITFOUCHUC
npotokojom STP
3aaHbl HeKoppekTHbIe | [IpoBepurs KOPPEKTHOCTh
CETEBbIE HACTPOUKH CETEBBIX  HACTPOEK,
MOAKIIFOYMBIIUCH YCPC3
KOHCOJIBHBIN MOPT
3aaHbl HeKkoppekTHbIe | [IpoBepurs KOPPEKTHOCTh
Hactpoiikn  VLAN  Ha | Hactpoek  VLAN,
opTy MOAKJIFOYUBIIKCH YEPE3
KOHCOJIBHBIN MOPT
4.9 TecmuposaHue annapamypbl
44.1 [Ipy TecTUpoBaHUM ammaparypbl HEOOXOAMMO COONIOATh MEpHI
0e30MmacHOCTH, PUBEICHHBIE B oapasaene 1.3 Hacrosuieit yactu PO.
4.4.2 Yceranosuth SFP-Monynu B pazbemsr 10G SFP+ anmapartypsl corjiacHO

noapasneiny 2.7 Hacrosmero PO.

Peoaxyus 1.0.1 om 01.07.2022 2.




Annaparypa Axkmanaii-2XXX

Pyxoeoocmeo no sxcnayamayuu. Yacmo | bJIITA.465255.076P2

4.4.3

4.4.4

4.4.5

4.4.6

4.4.7

4.4.8

4.4.9

4.4.10
4411

4.4.12

4.4.13

4.4.14

4.4.15

4.10
45.1

45.2

Coenunuth 1Ba komMMyTaTopa ontuueckumu kabdemsimu (LC-LC), nns
ATOTO  HEOOXOIMMO TEPEKPECTHOE  MOAKIIOUeHHWEe Kabems K
SFP-monynam B paseemax 10G  SFP+  ammaparypel. Ilpwm
ucnionb3oBanun ~ SFP-monyneit ¢ mampHOCTBIO  Oosee 10 km
HEOOXOJAMMO HCIOJIb30BaTh ONTHYECKUN ATTCHIOATOP HOMUHAJIOM OT
10 nb.

[ToaxmtounTh Kabenb MUTAHUS K ammmapaType COIVIACHO MOApa3aeiy
2.11 macrosmie yactu PD.

[IpoBepuTh OCTYNHOCTH APYTrOro KOMIBIOTEPA, MOJIKIOYEHHOIO K
CETH, C IOMOIIBIO KOMAHJIbI «pPing.

OTtxirounTh Kabenu oT 000UX anmaparyp.

[TonkmrounTh MeaHBIM Kabenb cat5 Wi BhIIE K  pazbeMy
10/100/1000BASE-T (mopt 1) nokajdpHOH ammapaTypbl M TOPTY
Ethernet ITK.

[Mogkmrounts MenHbI Kabenb catSe k pazsemy 10/100/1000BASE-T
(mopt 1) ynaneHHo# annapatrypsl ¥ IOPTY CETEBOM anmaparypsbl.
[IpoBepuTh NOCTYHMHOCTH JPYTrOro KOMIIBIOTEPA, MOJKIIOUYEHHOTO K
CETH, C IOMOIIbIO KOMaHJIbI «pingy.

OTtxirounTh Kabenu oT 000UX anmaparyp.

[ToBropute  myHkTHl 4.4.5-4.4.8 118  OCTalbHBIX  Pa3beMOB
10/100/1000BASE-T.

[Moaxmrounts  ontuuyeckumu  kabemsmu (LC-LC) x  paspemy
1000BASE-X (mopt 1) nokansHo# anmaparyps! u nopty Ethernet I1K.

[Mopkmounts  ontuueckumu  kabemsmu  (LC-LC) k  pasbemy
1000BASE-X (mopt 1) ymameHHOW ammapaTypsl W TOPTY CETEBOMH
anmaparypahl.

[IpoBepHTh MOCTYIMHOCTH JPYrOro KOMIIBIOTEPA, MOJIKIIOYEHHOIO K
CETH, C IOMOIIBI0 KOMAHJIbI «ping.

OTkiTr0unTh Kabenu oT 000uX anmaparyp.

TexHu4yeckasi no00epKKa

[Ipy BO3HMKHOBEHUHW BOMPOCOB MO padOTEe armmapaTypbl CBSIKUTECH C
TEXHUYECKOW Ciy»)00¥ moanepxku mno tenedony: +7(347)292-09-90
(m06. 120).

Taxkxe BBl MOXETE€ OTIPAaBUTh BOIIPOCHl Ha IIOYTOBBIM ajpec:

info@plgn.ru.
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5 TexHuuyeckoe obcnyxuBaHue

5.6
51.1

5.1.2

5.1.3

5.14

9.1.5

5.1.6

5.7
521

O6buwue yka3zaHusi

Texanueckoe 00CTy)KMBaHUE aNmapaTypbl MPOBOJAUTEL C COOJIIOICHUEM
Mep 0€30ITacHOCTH, MMPUBEICHHBIX B Tojpasnene 1.3 Hacrosmiei yactu
PO.

PaboTbl, CBA3aHHBIE C MOAKIIOYEHHUEM U OTKIOYEHHUEM BOJOKOHHO-
ONTHUYECKUX Kaleseil, MPOBOAUTh NPH OTCYTCTBHHM B OKPY’KaroIIeH
Cpelie MbUIA U BJIard, HAXOASIIUXCS BO B3BEIIEHHOM COCTOSTHUU.

Ilepen HOJKJIIOUEHUEM BOJIOKOHHO-ONITUYECKUX Kabenen
PEKOMEHIYETCSI TPOTUPATh TOPLIbI UX HAKOHEYHUKOB MPOTHPOYHBIMU
canperkamu Kimwipes EX-L (unm uucroil 0e3BOpCOBOM TKaHbIO),
cmouyeHHbiMU cniupTtoM ['OCT P 55878-2013. Ilocne oTkiatoueHus
BOJIOKOHHO-ONTHYECKUX  KalOenei  HEoOXOIMMO  3aKpblBaThb  HUX
HAKOHEYHUKHU u ONTUYECKHUE COEIMHUTEU anmnaparypbl
COOTBETCTBYIOIIMMH 3aILIUTHBIMU KOJIIAYKaAMHU.

ITonkmroueHHe ¥  OTKIIOYCHHE BOJIOKOHHO-ONTHYCCKHUX KaOeen
MPOBOAUTL C OCOOOM OCTOPOXKHOCTHIO, YOEIUBIIUCH B COBHAJCHUU
KJIIOYCH BOJTOKOHHO-OITHYSCKUX KaOCICH M ONITHYSCKOr0 COCIUHHUTEIS
anmapaTrypabl.

He nomyckaroTcs u3rHOBl BOJOKOHHO-ONTHYECKUX Kabenmeld ¢
panuycoMm MeHee 20 1uaMeTpoB WX BHEIIHEH 000JI0UKH.

PaboTbl, cBsI3aHHBIE C MOJIKIIOUCHUEM U OTKIIOYEHUEM DJIEKTPUIECKUX
ka0emnel, MPOM3BOIUTHL B COOTBETCTBUU C mojapazienamu 2.8-2.11
Hacrosend yactu PO.

lNopsidok mexHuU4Yecko20 obcnyxueaHus

Buapl ¥ NMEepHOAUMYHOCTh TEXHHUYECKOTO OOCTYXKHBAHUS alapaTyphbl
MIPUBECHBI B TaOHIIE 6.

Ta6auna 6 — Buasl 1 epuoInIHOCTh TEXHUYECKOTO 00CTy)KHBAHUS

Bun texauyeckoro
obciyxuBanus (TO)

TexHonornueckas
[Tepuoauunocts TO OCJIEN0BAaTEILHOCTE U
Meroauka rposeaeHus: TO

Ilepen mocTaHOBKOI Ha XpaHEHUE — TK Neol

IIpu myMTensHOM XpaHEHUH
(6omee 1 roma)

TK Ne4, TK No2, TK Ne3, TK

1 paz B 3 rona Nel

IIpu cHATHU ¢ XpaHEHUs] - TK Ne4, TK Ne2, TK Ne3

IIpy NOCTOSHHOMN dKCILTyaTaluu - -

5.2.2

[TepedyeHn paboOT M1 Pa3IMYHBIX BHJIOB TEXHUYECKOTO OOCTY)KUBAHHS
MpUBEJICH B TabsumIIe /.
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Cogepxanue paboOT M METOAMKA VX IPOBEICHHS

Texuuueckue TpeGOBaHMS

Texgonornyeckast kapra Ne 1

[IposecTn
Ka0eei.
VY nanuTh mbUTb. YJIOXKUTH anmapaTypy B yIIaKOBKY.

BHEIIHUII OCMOTp ammapaTyphl, KopIlyca,

OtcyrcTBHE MEXAHUYECKUX
MIOBPEXKICHUM, KOPPO3UU.

Texuomornyeckast kapra Ne 2

[ToaroroBuTh anmaparypy K BKIIOUEHHMIO MO METOJHUKE,
M3J0KeHHOM B mognpaszaenax 2.11, 3.3 u 3.5 Hacrosuei
gactu PO.

CornacHo mnognpasgenam  2.11,
3.3 u 3.5 gacrosame yactu PO.

[IpoBeputr pabory ammapaTypy u ero apapuitHyto | CormacHo  mompasneny 4.4
CUTHQJIM3ALMIO 110 METOAMKE, U3JI0)KEHHOW B MOJpa3zjene | HacTosienl yactu PO.

4.4 nacrosiieit vactu PO.

Texnonornyeckas kapra Ne 3

[IpoBecTH 4YHMCTKY TOpPLOB HAKOHEYHHUKOB BOJIOKOHHO- | OTCYTCTBHUE MBLIN.

ONTHUYECKUX  Kabemeil  MpOTHpOUHOW  candeTKoH,

CMOYEHHOMW CITUPTOM.

Texnonoruyeckas kapta Ne 4

W3Bneus anmapatypy u3 ynakoBku. lIpoBectu BHewmHuil | OTCyTCTBHE MEXaHUYECKHUX

OCMOTp  ammaparyphl, Kabenei,

KOMIIJICKTHOCTB.

KopIryca, IIPOBEPUTH
[IpoBecTH YMCTKY KOHTAaKTOB OJIOUHBIX U KaOEIbHBIX
ANEKTPUICCKUX COCTUHHUTENICH KUCThIO-(DJICHI] i BETOIIBIO,
CMOYEHHOU CIIUPTOM.

MOBPEKICHUH, KOPPO3HUHU.

MHCTPYMEHTOB,

MarepuaioB u

MPUHAIJICKHOCTEH ISl MPOBEACHUS TEXHUYECKOTO OOCTY>KUBAHUS

5.2.3 [lepeyeHb CpeACTB HU3MEPEHMIA,
IIPUBEJICH B IPWIOKEHUH /.

5.2.4
MOJATOTOBKU Pab0Yero MeCTa COCTABIISICT:
e TK Nel-0,25u4en/y;
o TKNe2-0,25gen/y;
o TK Ne3-0,5uqen/q;
e TKNe4-0,5uyen/y.

5.8 Tekywuti peMoHmM
5.8.1

Tpynoemkocts mnpoBenenuss TO mo pernmamenty TK 06e3 ydera

AnrmnapaTypa He NOAJEKUT TeKyleMy peMoHTy. Ilpu HeoOxonumocTu

PEMOHT anmapaTypbl MOXKET OBbITb TPOU3BEICH Ha MPEANPUSTUH-

HU3TrOTOBUTCIIC.

Peoaxyus 1.0.1 om 01.07.2022 2.
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6 TpaHCﬂopTMPOBaHMe, XpPaHeHune n ytununsauuma

6.6
6.6.1

6.6.2

6.6.3

6.7
6.7.1

6.7.2

6.7.3

6.7.4

6.8
6.8.1

6.8.2

TpaHcnopmupoegaHue

TpancopTupoBanwe  anmapatypbl  JIOJDKHO — MPOW3BOJAUTHCS B
VIAaKOBAaHHOM BHJE JIFOOBIM BHUJOM HA3€MHOTO, BOJHOTO WJIU
BO3MIYIITHOTO  TPAHCHOPTHOTO CPEICTBA B  T'€PMETU3UPOBAHHBIX
KaOHuHax.

[Ipu TpaHCHOPTUPOBAHUM ammapaTypbl 1O TPYHTOBBIM JIOpOram
CKOPOCTb TPAHCIOPTHBIX CPEACTB HE JIOJKHA MpeBbIaTh 40 kM/4.

[Ipy TpaHCHIOPTHPOBAHMHU amMapaTypbl Ha OTKPBITBIX TPAHCHOPTHBIX
CpEICTBaxX Tapa C ammnapaTypou JoJKHA ObITh HAJEKHO 3aKperjieHa U
HaKpbITa OPE3EHTOM.

XpaHeHue

Anmapatypa JOJDKHA  XpaHUTbCA B yNAaKOBaHHOM  BUJE B
OTaIIMBAEMbIX MOMEIICHUAX JIMOO B HEOTAIUIMBAEMbIX MMOMEIIECHUSAX C
€CTECTBEHHOM UJIM UCKYCCTBEHHOW BEHTUISLIUEH.

Amnmaparypa J0/DKHA XpaHUTHCS B YIAKOBAaHHOM BHJE Ha CTEIIaXKax
IpU TEMIIEpaType OKpYKarolled cpeasl B JHAIa30HE OT IUIFOC S5 10
wioc 40 °C, oTHocUTeNnbHOW BIaXXHOCTH Bo3ayxa 10 80 % mpu
temneparype 20 °C, mpu OTCYTCTBUHM B BO3JyXe IapOB KHCIOT,
mieioued M JIPYrUX arpecCMBHBIX MpHUMECe U OTCYTCTBHH
BO3JICCTBHS MPSIMOTO COJTHEYHOIO U3JIyYEHHS U OCAIKOB.

["apaHTUHBIA CpOK XpaHEHHs anmaparypsl — 12 mecsiueB co AHS
npueMkn OTK npeanpustus-nu3roroBUTENS.

[IpenenbHBII CPOK XpaHEHHUS BMECT€ C CYMMapHbIM BpPEMEHEM
SKCIUTyaTalluu anmnapaTypbl HE JOJDKEH IPEBBIIATh CPOK CIYKObI
amnmaparypbl NOpW  yCJIOBUM peryjsspHoro mnposeaeHus TO B
COOTBETCTBHHM C Pa3/elioM S HacTosien yactu PO.

Ymunusauyus

YTunuzanus — anmapaTtypbl  MOXET NPOBOAUTBCA IPU  BBIBOJE
anmaparypel M3  3KCIUIyaTalMd  BCIIEJCTBHE MOpPAJIbHOIO WM
(bU3UYECKOro CTapeHuUs.

AnmnapaTypa HE COJEPKUT B CBOEM COCTaBE BEILECTB, BPEIHBIX IS
OKPY’KAIOIIEH Cpelibl M 3JI0pOBbA yelioBeka. [IpoBeneHne yTuim3zanuu
anmapatypsl He TpeOyeT COOI0IeHNsT 0COOBIX Mep O€30MacHOCTH.
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O6o03HavyeHMe Lenenm n KOHTaKTOB coeaAUHUTENen KommyTaTopa

CoegmHuTent cTeika «10/100/1000BASE-T»

Llans

KouTakr

BI_DA+

1

BI_DA-

Bl_DB+

Bl_DC+

Bl_DGC-

BI_DB-

BI_DD+

BI_DD-

o ) S en] &= e o

CoeguHuTens cTeika «F»

Llens

KoHTakT

HanpaeneH1e

TxD

3

our*

GND

4

RxD

B

IN®

CoeguHutens cteika «220VACH

Llens

KouTakr

ACIL

1

FE

2

ACN

3

* — OTHOCHUTENBHO anmnapaTyphbl

1

1 B

RJ-45

RJ-45

2

3

Pucynok A.1 — O6Go3HaueHue 1eneil 1 KOHTAaKTOB COEIMHUTENEH anmnapaTyphl
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40



41

Annaparypa AxkmanHaii-2XXX

Pyxosoocmeo no sxcnayamayuu. Yacmeo | bJITIA.465255.076P2

MpunoxeHue b
Cxema pa3Boaku kabens Ethernet

|
|

Pucynok b.1 — Cxema pa3Bojku kabenst Ethernet cats
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MpunoxeHue B

lNepeyeHb peKOMeHAYyeMbIX CpeacTB U3MEePEeHUN, UHCTPYMEHTa U
npUHaanexHocTen AnA npoBeAeHNs1 TEXHUYECKOoro
obcnyXxXnBaHMA U NPOBEPKU annapaTypbl

CpencrBa U3MepEeHUl, THCTPYMEHTHI, Tum, o6o3nauenne | Kom, | TK | TK | TK | TK

MaTepHaJIbl ¥ TPUHALJIEKHOCTH mr. | Nel | Ne2 | Ne3 | Ne4
Kucte-dneiinn 1 - - - +
Canderka npoTupoyHas Kimwipes EX-L 2 - + + -
Beromp TV 63-178-77-82 — + — — +
Crupt 3TUIIOBBIM TEXHUYECKUN I'OCT P 55878-2013 | - - + + +

IIpumeyanue — CpencTBa MU3MEpEeHUI, WHCTPYMEHTBI, MaTepuaibl U
MPUHAJIEKHOCTH MOTYT 3aMEHSATHCS IpYruMu TUIIAMH,
o0ecrnevnBaroIIUMUA HEOOXOJUMbIE TAPAMETPHI.
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NMpunoxeHune I
lNepeyeHb peKOMeHAyeMbIX CpeaCcTB U3MEePEeHUN, UHCTPYMEHTa U
NpPUHaANeXxXHoCcTen ANA KOMMNMeKTaumm annapartypbl

CpenctBa u3mMepeHuit, HHCTPYMEHTBI, MAaTEPUAITbI U Tun, o0o3HaueHUE Kou.,
MIPUHAJICKHOCTH IIIT.
[Tayp ceTeBoit I1K220V euro 1
KabGemnn cTeika F FOKAT.685661.041 1
KoMmiekT MOHTaXHBIX YacTeH REC-FPFP 1
Yromnok FOKAT.746124.015 2

Ilpumeuyanue — CpeactBa U3MEpPEHUI, UHCTPYMEHTBI, MaTepuaibl U
IPUHAIIEKHOCTH MOTYT 3aMEHSThCS IPYrUMU TUIIAMH,
o0ecneunBaroIIUMUA HEOOXOJUMbIE TAPAMETPBHI.
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Annaparypa Axkmanaii-2XXX
Pyxoeoocmeo no sxcnayamayuu. Yacmo | bJIITA.465255.076P2

MpunoxeHue [
PykoBoACTBO Nno 6bLICTPOMY CTapTy

VYcraHoBka — ammapaTypbl  JIOJDKHAa — OBITh  TPOU3BEACHA  OIBITHBIM
crnenuaniucToM. Ecim Bl 03HAKOMJIEHBI C YCTPOWMCTBOM ammapaTyphl,
UCIIOJIB3YWTE JTaHHOE PYKOBOJCTBO JJISi TIOJATOTOBKU HW3MIETHUSI K YCTaHOBKE.
[Ipu ycraHOBKe, HACTPOMKE, IKCIUTyaTallud U TEXHHUYECKOM OOCITYy)KHMBAaHUU
amnrmaparypbl HE0OX0IUMO COOJII0IaTh MEpbl 0€30MaCHOCTH, MPUBEJCHHBIC B
noapaszaene 1.3 Hacrosieit yactu PO.

oaknrouenue nurepdeiicon

1. Tloxkmounte kabenp  Ethernet catS wim  Belle K pasbeMy
10/100/1000BASE-T u ceteBoii anmaparype.

2. YcranoBute SFP-monynu B pazbembl 1000BASE-X u ceTeBoii anmaparype.
3. Ycranosure SFP-monymnu B pazsembr 10G SFP+ anmapatypsi.

4. TlogxmrounTe  BOJOKOHHO-OMTHYEckWe  kabemu Kk  SFP-momymsm,
yctanoBJieHHbIM B pazbeMbl 1000BASE-X u 10G SFP+ anmaparypsl.

5. oaxnrounte kabenb ynpapieHus K KoHcoapHOMY nopTy 1 COM-nopty I1K.

6. Tlomkmrounte Kabenpb MNHUTAaHUS K pazbeMy TMWTaHUS anmaparypel. Ha
anmapaType OTCYTCTBYET TyMmMOJiep BKIIOYECHHS TMHTAHHS, IOITOMY
anmapaTypa HadyWHaeT paboTaTh cpa3y e IOCie MOMKIIOYCHHS Kabems
MUTaHU.

Hacrpoiika

1. Jlng moAkiroYeHws K amnmapaType HeOOXOIUMO OTKPBITH COOTBETCTBYIOIIHIMA
COM-nopr na IIK ¢ mnomompio mwoboro ANSI-repmuHana wiu
MOAKIIOYUTHCS K armnapatype no npotokony Telnet (SSH).

2. Bemure mMs mosp30BaTels M MMapoib IS aBTOpU3anuud B cucreme. Ilo
YMOJTYAHHUIO JIOCTYIICH TOJIBKO IOJIb30BaTelb ¢ MIMEHEM «adminy U mapojiem
«admin».

3. B wunrepdeiice KOMaHAHOW CTPOKM JIOCTYyITHA KOHTEKCTHAs TIOMOIIIb,
BBIBOJIMMAs TIPU HAXaTUU KIABUIIH «?». Onucanue uHTepdeiica KoMaHaHOU
CTpPOKH IpuBeacHO B yactu II PO.
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