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Preface

Layer 2 Industrial Ethernet Switch User Manual has introduced this switch:

e Product features

e Product network management configuration

e Overview of related principles of network management

Audience

This manual applies to the following engineers:

e Network administrators

e Technical support engineers

e Network engineer

Text Format Convention

Format Description

Words with “” represent the interface words. Such as: “Port
No.“.

Multi-level path is separated by ">". Such as opening the
local connection path description: Open "Control Panel>

Network Connection> Local Area Connection".

Light Blue Font

It represents the words clicked to achieve hyperlink. The font

color is as follows: ‘Light Blue’.

Symbols

Format Description

ANotice

Remind the announcements in the operation, improper

operation may result in data loss or equipment damage.

A Warning

Pay attention to the notes on the mark, improper operation
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Format Description

may cause personal injury.

x Conduct a necessary supplements and explanations for the
Note description of operation content.
@ Configuration, operation, or tips for device usage.
Key
@- Pay attention to the operation or information to ensure
"= Tips success device configuration or normal working.

Revision Record

Version No. Revision note

01 12/28/2022 Product release
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How to Login the Switch

1.1 Switch to End Node

Use standard Cat.5/5e Ethernet cable (UTP/STP) to connect the Switch to end nodes
as described below. Switch ports will automatically adjust to the characteristics

(MDI/MDI-X, speed, duplex) of the device to which is connected.

Please refer to the LED Indicators. The LINK/ACT/Speed LEDs for each port lights on

when the link is available.

1.2 How to Login the Switch

As the Switch provides Web-based management login, you can configure your
computer’'s IP address manually to log on to the Switch. The default settings of the

Switch are shown below.

Parameter Default Value
Default IP address 192.168.1.254

Default user name admin123
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Default password admin123
You can log on to the configuration window of the Switch through following steps:

Step 1. .Connect the Switch with the computer NIC interface.

Step 2. Power on the Switch.

Step 3. Check whether the IP address of the computer is within this network segment:
192.168.1.xxx ("xxx" ranges 1~253), for example, 192.168.1.100.

Step 4. Open the browser, and enter http://192.168.1.254 and then press "Enter". The Switch

login window appears, as shown below.

Username: [

Password:
Language:

Login

Step 5. Switching language to English .Enter the Username and Password (The factory

default Username is admin123 and Password is admin123), and then click "Login" to

log in to the Switch configuration window

E Save W Status [l Logout

[ @) Port Status ]
Port Name Link SetSpeed  State LACP TxPkts RXPKts Errors Tx Bitsis Rx Bits/s Up Time
ful

8 | Management ‘H]OE;M auto forwarding  disabled 8428 6134 0 11560 4280 1.00:47

o down auto disabled  disabled o 0 0 0 a 0:00:00

dawn auto disabled  disabled 0 0 0 ] a 0:00:00

down auto disabled  disabled o 0 0 ] o 0:00:00

down auto disabled  disabled il 0 0 0 0 0:00:00

down auto disabled  disabled o 0 0 o o 0:00:00

down auto disabled  disabled o 0 0 o o 0:00:00

down auto disabled  disabled o 0 0 o 0 0:00:00

dawn auto disabled  disabled a 0 0 o a 0:00:00

down auto disabled  disabled o 0 0 ] a 0:00:00

GEQ/DI1 down auto disabled  disabled 0 0 0 o o 0:00:00

GEQDM2 down auto disabled  disabled o 0 0 o o 0:00:00

GEODM3 down auto disabled  disabled a 0 0 o o 0:00:00

GE0DH4 down auto disabled  disabled 0 0 0 [} a 0:00:00

GEOMMS dawn auto disabled  disabled o 0 0 o a 0:00:00

GEQ/0HME dawn auto disabled  disabled o 0 0 o o 0:00:00

GEQOAT down auto disabled  disabled o 0 0 o a 0:00:00

GEQDH3 down auto disabled  disabled o 0 0 o o 0:00:00

GEQDHS dawn auto disabled  disabled o 0 0 o a 0:00:00

GEQ/0/20 down auto disabled  disabled o 0 0 o o 0:00:00

GEO021 down auto disabled  disabled 0 0 0 0 o 0:00:00

‘GEQIDZ2 down  auto dsabled  disabled 0 0 [ [ [} 0:00:00

GE0/023 down auto disabled  disabled o 0 0 o o 0:00:00

GEQDRL dawn auto disabled  disabled o 0 0 o o 0:00:00
GFRM#A down  autn disablad  disablad l n n a a nnnan e

| Clear Counter
| Port

© Copyright 20012019

Step 6. END.


http://192.168.2.1

2 WEB Configuration Guide

Switch configuration interface consists of 3 main areas, areas for the status bar at the
top, the area on the left menu bar, right the main configuration window. Select the

different functions in the function menu bar, you can modify all settings in the main

configuration window.

@ Save [{ Status F Logout

Basic Setting L@ Port Status

uoBsuewnl

| Advanced Application Port Name Link Set Speed State LACP TxPkts RxPkts Errors Tx Bitsis Rx Bits/s Up Time
Management GEO/DI1 W;L(J)HE;M auto forwarding  disabled 8428 6134 0 11560 4280 1.00:47

auto disabled  disabled 0 0 0 0

auto disabled  disabled o o [} o

Tauto " disabled  disabled o o o o

“aumo oisabled  disabled "o 0 o [
auto disabled  disabled o 0 0 o
auto disabled  disabled o 0 0 o
auto disabled  disabled o 0 0 o

Tauto disabled  disabled "o o o o

Tauto " disabled  disabled o o o o

‘amto disabled  disabled 0 o K [
auto disabled  disabled o 0 0 o
auto disabled  disabled a 0 0 o
disabled  disabled ] 0 0 0

disabled  disabled o o 0 o

disabled  disabled 0 o o [
disabled  disabled o 0 0 o
disabled  disabled o 0 0 o
disabled  disabled o 0 0 o
disabled  disabled o 0 0 o

disabled  disabled "o 0 0 [

dsabled  disabied | 0 o [ o
disabled  disabled o 0 0 o
disabled  disabled o 0 0 o

disablad  disablad l n n a a nnnan e

| Clear Cc

2.1 Basic Setting

Choose Basic Setting, and the following page appears. There are "System Info",

"General Setup ", "IP Setup", "Port Setup", configuration web pages.
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System Info
General Setup
IP Setup

Part Setup

21.1 System Info

Selecting “Basic Setting>System Information settings" in the navigation bar, you
can view the basic information of System and configure the IP address and System

name.

[ @) stem information settings

Product description 53128TC-P

Gengral Setup
IP Sefup
Part Setup

[ Parameter Description]

Parameter Description
IP Address The management IP of Switch
System name System name

[ Instructions]

You can view and configure Running System status.
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2.1.2 General Setup

Selecting “Basic Setting>General Setup" in the navigation bar, you can view the
basic information of Switch, Such as System description and so on. You can also

modify System name, System contact and System location.

| Basic Setting [ @) General Setup

System description Switch

anac et System object ID 136.14.1.13968.1.368.2
System port quantity 28

System startup time 0-Days 1-Hours 3-Minutes £458-Seconds

System Info System name 331 28TC-P

General Setup System location ;féctbry farmal applic ation

IP Setup System contact jadmin
S L e B

[ Refresh || Madify |

[ Parameter Description]

Parameter Description
System name System name

System contact Including company or related URL

[ Configuration example ]

Such as: Setting System name as Switch.

L@ General Setup ]

System description Switch
System object ID 1.36.1.4.113868.1.368.2

System port qu nti'tylr” o 28

System contact Eadi%'{i}}”"
Product description S3128TC-P

2.1.3 IP Setup

Selecting “Basic Setting>IP Setup" in the navigation bar, you can configure IP.
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@) Vian interface ] VlaninterfaceConf

Creat:

Interface | vlan-interface v

System Info
GepegalSetup I

Fort Setup

List:
Index Name Primary ipaddress VLAN Status Delete
WLAN-IF1 192.168.1.1 1 Up (I

| Delete || Cancel |

2.1.3.1 Vlan interface

Selecting “Basic Setting>IP Setup>Vlan interface" in the navigation bar, you can

configure Vlan interface.

L@ Vvian Interface _____________________________J VianinterfaceConf

Creat:

Interface vlan-interface v |

Vian 1D 1

| Add || Cancel [| Clear"|

List:
Index Name Primary ipaddress VLAN Status Delete
WLAN-IF1 182.168.1.1 1 Up

| Deleie-| |'Cancel |

[ Parameter Description]

Parameter Description

Selecting the interface:
Interface vlan-interface

Supervlan-interface
Vlan ID You can specify the vlan ID

Name The name of interface
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2.1.3.2 V lan interface Config

Selecting “Basic Setting>IP Setup>Vlan interface Config" in the navigation bar, you

can configure Vlan interface Config.

@ Vian Interfacelonfig Vlaninterface

VLAN Interface Name List:

Interface Name VLAN-IF1 v

Vian 1D 1

| Apply || Cancel |

VLAN Interface Configuration:

Mode Ip Address ¥ |
............................................................................................ o
* NetMask Address0.00.0
R

T TT T T I EEETITET « ++ 4=+ et s 4 it et s s sta s sms s e bbb s e s m smraa vas s e s bra s

| Add || Refresh |

VLAN Interface List:
Index ] Mask Primary Delete
192.168.1.1 255.0.0.0 ® T

 Modify | | Delete | | Cancel

[ Parameter Description]

Parameter Description

Interface name Name of interface

Vian ID You can specify the vlan ID

IP Address User login in Switch using the IP Address

_ You can override former original primary IP or
Override
not

[ Configuration example ]


file:///C://Users/Administrator/AppData/Local/youdao/dict/Application/7.2.0.0703/resultui/dict/javascript:;
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Such as: Setting IP address as 192.168.2.1 and mask as 255.255.255.0.And then

selecting override.

| @) VianIntefaceConfig ] Vianinterface
VLAN Interface Name List:
Interface Name WVLAN-IF1 v |

Vian ID i1

| Apply || Cancel |

WLAN Interface Configuration:

Mode Ip Address ¥ |

.................................................................................................................... P I ST e

Override [«

|| Refresh

VLAN Interface List:

Index Ip Mask
i 192.168.1.1 255.0.0.0

Primary Delete

| Maodify || Delete || Cancel

2.1.4 Port Setup

Selecting “Basic Setting>Port Setup” in the navigation bar, you can configure the

related parameter of port.
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_Basic Setting JK_@) Port basic settings __]

Port Number [Click for selecting]

System Info

General Setup i

IP Setup Port basic settings Ethermnet 1000M Port[1]
Port Status Link Priority Set speed Actual speed Port description {0-128 chars)
GE0//1 [enable ¥ |up [0 v [auto v|[aute v |fuitooom [ [

[ Refresh || Modify | _

Ethernet 1000M Port

GEO/0I1  enable up 0 auto auto full-1000M
GEDID/Z2 enable down 0 auto auto unknown
GE0/0/3 enable down 0 auto auto unknown
GE0/0/4 enable down 0 auto auto unknown
GE0/DI5 enable down 0 auto auto unknown
GE0/0/6 enable down 0 auto auto unknown
GEDO/D/T enable down 0 auto auto unknown
GED/DIZ enable down 0 auto auto unknown
GE0/0/9 enable down 0 auto auto unknown
GED/D/10 enable down 0 auto auto unknown
GED/0/11 enable down 0 auto auto unknown
GE0/D/12 enable down 0 auto auto unknown
GED/DI13 enable down 0 auto auto unknown
GE0/0/14 enable down 0 auto auto unknown
GE0/0/15 enable down 0 auto auto unknown
GE0/0/16 enable down 0 auto auto unknown
GEOD/T enable down 0 auto auto unknown

[ Parameter Description]

Parameter Description

Port Port number

status Choose whether to close link port
Status:

link Down
up

priority Set port priority, the range of 0-7

Choose the following modes:
full-100

Set speed half-100
auto-100

auto

Choose the following kinds:

auto
Mode
slave
master
Actual speed The actual speed of the port
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Parameter Description

Port description The port is described

[ Configuration example]

Such as: Configure the related parameters for port 1, Status is “enable”, Priority is “1",

Set speed is “auto”, Mode is “auto”, Port description is “port 1".

Port basic settings Ethernet 1000M Port[1]

Status Link Priority Set speed Mode Actual speed Port description (0-128 chars)

Port
GED/OM v up v | | auto v v | full-1000M  [Portt

Refresh || Wodifyy

2.2 Advanced Application

Choose Advanced Application, and the following page appears. There are "VLAN",
"MAC Address Forwarding", “ Lookback Detection", “Spanning Tree
Protocol",“Bandwidth Control", “Broadcast Storm Control", “Mirroring", “Link
Aggregation”, “POE Settings",“Classifier", “Policy Rule", “Queuing Method",
“Multicast", “IPv6 Multicast", “Dos attack protect”, DHCP Snooping Setting" , “SNTP
Setting", “LLDP Protocol" , “AAA" ,"EEE” and “ARP Safeguarding” configuration web

pages.

10
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WLAN

MAC Address Forwarding
Loophack Detection
Spanning Tree Protocol
Bandwidth Controf
Broadcast Storm Control
Mirraring

Link Agaregation

FOE Settings

Classifier

Folicy Rule

Ciueuing Method
Multicast

IPvE Multicast

Daos attack protect
DHCP Snooping Setting
SNTF Setting

LLDP Protocol

ABA

EEE

ARF Safeguarding

221 VLAN

Selecting “Advanced Application>VLAN" in the navigation bar, you can configure
VLAN.

11
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BasicSetting ML @) VLAN VLAN Post Selfings Stagic VI AN

Advanced Application VLAN Search by VID || Search |
Management ...

The Number of VLAN: 1. Cwrrent Page: 1 of 1.
Index VID Elapsed Time Status
1 1 0:01:43 Static
NIBG AGUIESS FOMNAITING s i
Loopback Detection
Spanning Tree Protocol Port Number
Bandwidth Contral viD
Broadcast Starm Control
Mirroring 1
Link Aggregation e u U U

POE Sattings e (s | e 52 V5 2 B e
Classifier Port Number

9 11 13 (| =15 |15
uju u u

==
c|e=
M| e
c
c
c

Paolicy Rule
CQueuing Method
Multicast

IPvE Multicast
Dos attack protect
DHCP Snooping Setting
SNTF Setiing
LLDP Protocol
AAA

EEE

ARF Safeguarding

Change Pages | Previous | | Next |

2.2.1.1 VLAN Status

Selecting “Advanced Application>VLAN>VLAN Status", in the navigation bar, you

can view VLAN status.

12
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| @) VLAN Status ] VLAN Port Settings Static VLAN

VLAN Search by VID ' || Search |

The Number of VLAN: 1. Current Page: 1 of 1.

Index ViD Elapsed Time Status
Port Number
VD
1 3 5 T O 11 13 15 17 14 21 2 i | B 4
1 u u u u u u u u u u u u u u
u u U u U u u U u u U U u
VD 2 4 5} g 10 12 14 16 18 20 22 24 26 | 28
Port Number
[ Parameter Description]
Parameter Description
VLAN Status View all vlans configured in the device
VLAN Search by VID Enter VID to view the specified VLAN
[ Configuration example ]
Such as: View the VLAN of VID as “1".
L @) VLAN VLAN Port Settings Static VLAN

VLAN Search by VID @ |

The Number of VLAN: 1. Current Page: 1 of 1.

Index ViD Elapsed Time Status
1 &+ 0:01:43 Static
Part Mumber

ViD

1 3 5 7 o 11 13 15 17 19 | 21 23 25 |2
1 u U u u u u U u ] u U u U u

U U U U u U U U U U U U U
oD 2 4 (3] g 10 12 14 | 16 18 | 20| 2 (34 26 | 28

FPart Mumber

13
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2.2.1.2 VLAN Port Settings

Selecting “Advanced Application>VLAN>VLAN Port Settings", in the navigation
bar, you can set VLAN port.

[ @) N P T Static VLAN VLAN Status
Global GVRP ||
permit vian | |
.......................................... TR | =
port forbidden vian | |

| add || reset || del |

Show Garp Information:

Port PVID Acceptable Frame Port Mode: Port GVRP Ingress Check
GEDOM

m

g

=

w
Slaflallaflaaala=faafjajaafjalafalafl=

[ Parameter Description]

Parameter Description

The PVID of the port can be modified, the default port PVID

iS ll1ll

PVID

14
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Parameter Description

Choose the following kinds:
Acceptable All
Frame Tagged only

Untagged only

Choose the following modes:
Hybrid: The port can be either a tag member or untag

member in a VLAN and can be a member port for multiple

vlans.
Port Mode
Trunk: The port can only be an tag member in a VLAN and
can be a member port for multiple vlans
Access: The port can only be a member of untag in VLAN
and the port can only be in a VLAN.
Select open or close GVRP, dynamic VLAN learning
Port GVRP

function, port mode must be Trunk mode

Open port filtering function. If the port settings only receive

the Tagged type of message, if the Ingress Check function is

opened, the Untagged type of message will be discarded
Ingress Check _

when the port receives the message of the untagged type of

message, otherwise it can be forwarded. The default port

filtering function opens.

[ Instructions]
Hybrid port to packet:

Receives a packet, judge whether there is a VLAN information: if there is no play in
port PVID, exchanged and forwarding, if have, whether the Hybrid port allows the
VLAN data into: if can be forwarded, or discarded (untag on port configuration is not

considered, untag configuration only work when to send it a message).
Hybrid port to send packet:

1. Determine the VLAN in this port attributes (disp interface can see the port to which
VLAN untag, which VLAN tag).

2. If it is untag stripping VLAN information, send again, if the tag is sent directly.
[ Configuration example]

15
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Such as: The PVID of port 1 is set to “1", the frame type is set to “All", the port mode is
set to “Hybrid", and the port GVRP is not turned on and the entry inspection function is

opened.

2.2.1.3 Static VLAN

Selecting “Advanced Application>Static VLAN" in the navigation bar, you can
configure Static VLAN.

[ @) Static VLAN ] VLAN Port Settings VLAN Status
Current
static VLAN

0oo1

Port Number [Click for changing or selecting]
7 g 11 el y SR e T R 25 |
u u u u u u u u u u u
U U U U U U U U U U U
6 8 TR kN S 18 |28 22 |34 26 28

Port Number [Select all: - [None] T [Tagged] U [Untagged]]

]
u
U

(CR sl el
e ek

VLAN List [1 | Add | | Delete |

Name || Modify | | Cancel |

Total 1
records
[ Parameter Description ]
Parameter Description
VLAN List VLAN Group ID
Name VLAN Group name

[ Configuration example ]

Add and delete VLAN members

16
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Such as: Adding a new VLAN, VLAN Group ID 120 contains non-untag member port 6,
8. Tag member port 18, 20. The user can modify the port member by clicking on the

white area below the port number;

L @) Static VLAN ] VLAN Port Settings VLAN Status
Current
static VLAN

0001

Port Mumber [Click for changing or selecting]
g 11 e 17 13| A 23 25 |2
& W e U U v u u u u
u U U u u v u u u u
6 8 0 12 14 16 18 2| 2224 26 28
Port Mumber [Select all - [None] T [Tagged] U [Untagged])

REC -
e R
C C &
e e

VLAN List 1 | Add | | Delete

Name || Modify || Cancel |

Total 1
records

2.2.2 MAC Address Forwarding

Selecting “Advanced Application>MAC Address Forwarding", in the navigation bar,

you can configure MAC Address Forwarding.

17
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BasicSetting
.Advanced Application

_Management ===

VLAN

Loopback Detection
Spanning Tree Protocol
Bandwidth Contral
Broadcast Storm Control
Mirraring

Link Aggregation

FOE Seitings

Clazsifier

Paolicy Rule

Queuing Method
Multicast

PG Multicast

Das attack protect
DHCP Snooping Setling
SMTF Setling

LLDP Protocal

AL

EEE

ARP Safeguarding

(@ MAC Address Forwarding

e
vID

Port Number [unknown source mac packet drop settings]

1 3 5 7 9 ik 13 15 17 19 21 23 27
_I 1 |__| | | | |_| ___I __I
2 4 6 8 10 12 14 16 8. 20 22 24 28
Port Number [Apply all: 1
| Modfy |
Index Active MAC Address ViD Port Status Delete
1 Yes 00:0a:6a:00:03 e 1 cpu

static | Delete

| Delete

[ Parameter Description]

Parameter

MAC Type

[ Instructions]

| DelAll || Refresh |

Description

MAC Type:
Static MAC
Dynamic MAC
Blackhole MAC
Permanent MAC

Blackhole MAC: If a PC's MAC address is configured on a switch to be a blackhole

MAC, then the PC's package will be discarded by the switch and not forwarded to the

network.

[ Configuration example ]

1. MAC Address Forwarding

18
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L @ WMAC Address Forwarding

HPE rqm:plddresg PR [][] , i =;§[]1l l :53.3 - ;'_jt - ||jc - Eq i . i

VID 1
MAC Type | Static Mac v |

.......................................................................... e ihaeiaacara

Port (Mo Blackhole Mac) =

{'_;ﬁzd__dF_H Cancel |
2. Unknown source mac packet drop settings.

Port Mumber [unknown source mac packet drop settings]
1 3 5 T 9 11 13 | 35 Ww 19 21 23 25| 2

2 . E B B8 | B Wl B B8 @ | :
2 4 6 8 10 12 14 16 18 20 22 24 26 28

Port Mumber[Apply all: /]

(Modify

2.2.3 Loopback Detection

Selecting “Advanced Application>Lookback Detection", in the navigation bar, you

can configure lookback detection.

19
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| @) Loopback Detection

Global State ) Enable '® Disable

VLAN

MAC Address Forwarding Recover Time(s) if 0
ouphack Delectiol L S e e T T e e e 4100 o010 1A LA A AT AR
_ Trap Enable ' Disable
Spanning Tree Protocol B
Bandwidth Controi
Broadcast Storm Control

Mirraring ireeprme f e —
Link Agagregation Iﬂl Iﬂl
POE Settings

Classifier

Folicy Rule

Queuing Method
IMulticast

IPvE Multicast

Dios attack protect
DHCP Snooping Setting
SNTP Setting

LLDF Protocol

AlA

EEE

ARP Safeguarding

Port Active

GED/DIE

2.2.4 Spanning Tree Protocol

Selecting “Advanced Application>Spanning Tree Protocol", in the navigation bar,

you can configure spanning tree protocol.

20
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BasicSetting WL @ Spanning lree brotocol Status Configuration STPRSIE MSTP

Advanced Application

Spanning Tree Protocol: RSTP

Management

Global Spanning Tree Enable

VLAN
MAC Address Forwarding
Loopback Detection

panning Tree Protocol

Bandwidth Control
Broadcast Storm Control

M Port Active Pathcost Priority Role State
Link Aggregation B .
POE Seftings GED/DM enable 20000 128 designatedPort  forwarding
Classifier GEDIDIZ2 enable 200000 128 designatedPort disabled
Policy Rule GED/DI3 enable 200000 128 designatedPort disabled
Queuing Method GED/0/4 enable 200000 128 designatedPort disabled
Multicast GE0/0/S enable 200000 128 designatedPort  disabled
1PvE Multicast : -
GEDIDIG enable 200000 128 designatedPort disabled
s awhped GEONOIT bl 200000 128 designatedPort disabled
enable esigna 0 isable
DHCP Snooping Setting 3
SNTP Setting GEO/0/8 enable 200000 128 designatedPort disabled
LLDP Protocal GE0/0/9 enable 200000 128 designatedPort disabled
AAA GEOAD enable 200000 128 designatedPort disabled
EEE GEO0/0/11 enable 200000 128 designatedPort  disabled
ARP Safeguarding GED/D/12 enable 200000 128 designatedPort  disabled
GEDIDM3 enable 200000 128 designatedPort disabled
GEDMD/M14 enable 200000 128 designatedPort disabled
GEDMDM1S enable 200000 128 designatedPort disabled
RFONMNMR anahla Fnannnan 128 rezinnatedDnrt dizahlad

2.2.4.1 Spanning Tree Protocol Status

Selecting “Advanced Application>Spanning Tree Protocol>Spanning Tree

Protocol status”; in the navigation bar, you can view spanning tree protocol status.

21
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L@ Spanning Iree Protocol Status ] Configuration STP/RSTP MSTP

Spanning Tree Protocol: RSTP

Global Spanning Tree

Port
GED/0/1
GED/0/2
GEDID/3
GED/0/4
GED/0i5
GED/0/6
GEO/OT
GED/0/3
GED/0/9

GED/DMD
GED/D/M1
GED/DM2
GEDID/M3
GED/DM14
GED/0/15

Active Pathcost
enable 20000
enable 200000
enable 200000
enable 200000
enable 200000
enable 200000
enable 200000
enable 200000
enable 200000
enable 200000
enable 200000
enable 200000
enable 200000
enable 200000
enable 200000

[ Parameter Description]

Parameter

Root Path Cost

Hello time(second)

Max age(second)

Forwarding delay(second)

Topology changed times

Enable
32768-000a.6a00.03=e
32765-000a.6a00.03=e

0

2

20

15

0

Priority Role State

128 designatedPort  forwarding
128 designatedPort disabled
128 designatedPort disabled
128 designatedPort disabled
128 designatedPort disabled
128 designatedPort disabled
128 designatedPort disabled
128 designatedPort disabled
128 designatedPort disabled
128 designatedPort disabled
128 designatedPort disabled
128 designatedPort disabled
128 designatedPort disabled
128 designatedPort disabled
128 designatedPort disabled

Description

Configure Root Path Cost
Switches sends bpdu in packet interval

Ports are not yet received a message in the

time, will initiate topology changes
The state of the port switch time

The number of topology changes

22
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2.2.4.2 Spanning Tree Configuration

Selecting “Advanced Application>Spanning Tree Protocol>Spanning Tree

configuration”, in the navigation bar, you can configure spanning tree.

[ @) Spanning Tree Configuration Status

|EEE compatible Spanning Tree
Spanning Tree Mode *' Rapid Spanning Tree

Multiple Spanning Tree

% Enable
Disable

Global Spanning Tree status

| Apply |I Cancel |

[ Parameter Description ]

Parameter Description

Spanning tree mode:

IEEE Compatible Spanning Tree
Spanning Tree Mode

Rapid Spanning Tree
Multiple Spanning Tree

Global Spanning Tree Status Select open or close Global Spanning
[ Configuration example ]
Such as: Spanning Tree Mode as “Rapid Spanning Tree", open Global Spanning.

L@ Spanning Iree Configuration Status

IEEE compatible Spanning Tree
Spanning Tree Mode <® Rapid Spanning Tree_>

Multiple Spanning Tree

® Enable >

Disable

Global Spanning Tree status

:_':['}"ﬁ._p;il"_.,'r'j; | Cancel |
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2.2.4.3 Compatible/Rapid Spanning Tree Protocol

Selecting “Advanced Application>Spanning Tree Protocol>Compatible/Rapid
Spanning Tree Protocol", in the navigation bar, you can configure Compatible/Rapid

Spanning Tree Protocol.

‘} ompatible/Hapid Spanning Iree Protoco Status

E‘.ndge F'rmrlt{.' . 32?58 r
Hello Time :2 Secnnds
MAX Age 120 | Seconds

.............................................................................................................................................................................................

Forwarding Delay {15 :Secnnds

(Hotice:When the port is a member of an aggregation group, the configuration is based on the
maximum port configuration of the member.)

Path Cost Default

Port Active Priori Path Cost
1y Value

*

e . =

e = o = = = T .

e e
.............................................................................................................................................................................................

R = ovmv= = = = = = = === = = PR 20 Aot e e e

GEO/0/2 v _ _ 200000 | ’

T e

GENOM4 | [200000 f v

[ Parameter Description]

Parameter Description

Set bridge priority, the default instance

Bridge Priorit
9 Y bridge priority for 32768
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Parameter Description
Hello Time Switches sends bpdu in packet interval
Ports are not yet received a message in the
Max Age
time, will initiate topology changes
Forwarding Delay The state of the port switch time
Port Priority Set port instance priority, defaults to 128
Path Cost Configure port costs

[ Configuration example ]
Such as:

1. Configure the bridge priority as 32768, the Hello Time is 2 seconds, the MAX Age is

20 seconds, and the Forwarding Delay is 15 seconds.

[ @) Compatible/Hapid Spanning lree Protoco Status
5 ElndgeF'rmmy S AR e §
Helio Time 2 Seconds
MAX Age 20 Seconds
Forwarding Delay 15 Seconds

2. The priority of port 24 is 64, and the path cost is 200000.

e e .
Cwoims e
S e

S S R e

200000

[Lh_iiﬁlg | Cancel |

2.2.4.4 Multiple Spanning Tree Protocol
Selecting “Advanced Application>Spanning Tree Protocol>Multiple Spanning

Tree Protocol", in the navigation bar, you can configure Multiple Spanning Tree

Protocol.
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[ @) Multiple Spanning Tree Protoco Status

Bridge
...................................... HeiFnTrmeEuuu}semnds
MAX Age 20 | seconds
................................................................................................ N oy B e
Forwarding Delay 15 | seconds
Maximum hops 20 l
Configuration Name iw Hi
Revision Number i |
| Apply || Cancel |
Instance:

lnstnce I
32766 v |

F“u“n”u“m ................................ | .....................................................................................

| Apply || Remove || Cancel ‘

Show Mstp Instance Infonmation:

external Path

Port Active Cost external Cost Value Priority inner Path Cost  inner Cost Value
* B | | —
................................................... P ey R R TR R
GED/DI1 # |20000 128 | |20000
GE0/D/2 W 200000 | 128 | 200000 |
.................................................. ot Ny SO .- S W <.~ S
GED/O/3 W 200000 | v 1128 | (200000 !

[ Parameter Description]

Parameter Description
Hello Time Switches sends bpdu in packet interval
Ports are not yet received a message in the time,
Max age
will initiate topology changes
Forwarding Delay The state of the port switch time

Set the maximum number of hops that BPDUs can

Maximum Hops
support in the spanning tree

Configuration Name Fill in configuration name
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Parameter Description
Revision Number Set revision number
Instance Instance number

Priority setting bridge example, the default instance

Bridge Priorit
9 Y bridge priority for 32768

VLAN Range Set VLAN range
Port Priority Set port instance priority, defaults to 128

Path Cost Configure port costs
[ Configuration example ]
1. Bridge

L@ Nuitiple Spanning Iree Protocol ________J Status

Bridge:

e
T T
S e R
L T
T

Revision Number |0

j};—;\pplj} | | Cancel |

2. Instance

Instance:

Instance :.1
Bridge Priority 32764
VLAN Range 11-8

Rl

:i_'.'}'-‘:d_d-'}q Remaove .| | Clear-i

2.2.5 Bandwidth Control

Selecting “Advanced Application>Bandwidth Control", in the navigation bar, you

can configure Bandwidth Control.
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BasicSetting ML @ Sandwicth Control
Port Ingress Rate{unit: 16kbps) Egress Rate{unit: 16kbps)

Advanced Application
JUETECE I I e ——

&

GEOMM
GEDD2

NS R e
MAC Address Forwarding GEO/D/A

Loopback Detection GEDDIE

Spanning Tree Profocol GEDID/E
.............. G Enmﬁ ...............................

Broadeast SIOMM CORtral | e e

Mirraring

Link Aggregation

FOE Seftings

Classifier

Falicy Rule

Qweuing Method

IMulticast

1PvE Multicast

Dos aftack protect = e

DHCP Snooping Setiing

SMNTP Setting

LLDF Protocol

AMA

EEE

ARP Safeguarding

[ Instructions]

1 Mbit/s = 1000 Kbit/s = 1000 / 8 KB/s = 125 KB/s. That is, the theoretical rate of 1M
bandwidth is 125 KB/s.

[ Configuration example ]

Such as: Configure port-24 Ingress Rate is 64kbps, Egress Rate is 128kbps.

e e N
...... s .
...... o -
...... o -
...... o -

Refresh lm Cancel
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2.2.6 Broadcast Storm Control

Selecting “Advanced Application>Broadcast Storm Control"; in the navigation bar,

you can configure Broadcast Storm Control.

BasicSetting WA @ Droadcast Storm Control __J
WaVELlWoV=l=l-= 1 Wl storm-suppression mode |pkt |
Apply
YWLAN Port
IMAC Address Forwarding

Loopback Detection
Spanning Tree Protocol
Bandwidth Control
Mirroring

Link Aggregation

POE Settings

Classifier

Palicy Rule

Queving Method

Multic ast

IPVE Multicast

Dos attack protect

DHCP Snooping Setting
SNTP Setiing

LLDPProtocol e | .. N
i I 1

EEE

ARP Safeguarding

i

GEDID/3
GEDID/4

GEDIOME
GEQOMT

GEOQ/0M9
GEQMR20

GED/O22

[ Parameter Description]

Parameter Description

Broadcast rate limitation(the range of: 64-32000000,

Broadcast unit: pps, you must enter multiple of 64, default to
49984)
Multicast rate limitation(the range of: 64-32000000,

Multicast unit: pps, you must enter multiple of 64, default to
49984)

Unicast Unicast rate limitation(the range of: 64-32000000,
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unit: pps, you must enter multiple of 64, default to
49984)

[ Instructions]

1 Mbit/s = 1000 Kbit/s = 1000 / 8 KB/s = 125 KB/s. That is, the theoretical rate of 1M
bandwidth is 125 KB/s.

[ Configuration example]

Such as: Set Port1 broadcast as 6400 pps, multicast as 3200 pps, unicast as 3200
pps.

Port Broadcast{unit:64pps) Multicast{unit:64pps) Unicast{unit:64pps)
> e R ML

oo N T
2.2.7 Mirroring

Selecting “Advanced Application>Mirroring”, in the navigation bar, you can

configure mirroring.
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Basic Setting B € LUGTLITED
Advanced Appllcatlon Active

_Management Monitor Port

Port Mirrored Direction
b - [ [Ingress v |
- : gress |
MAC Address I‘O.r'ﬁ"a rdlng ................... GED',-D” .................................................. I ......................................................... .\l,or:;g.rgég i;. .........................
Lﬂopbgck DEtECtlor"l .................... GEB.!’[J.fz ...................................................... . ,l ;a,rggs ,,‘:,: .........................
Spanmng I ot O - e e e e o e e S e S o L O S e s et Ll o o
Bandwidth Control .. nigreap 3
Broadcast Storm Contral lﬂg.':i?f’.::..- .........................
.................... s o ————— IO ) o
Link Aggregation DRI e o o ngress v| .
POE Seftings alﬂgﬂr.isf_-w
CRSSIIEE e y
Policy Rule GEODAMD Ingress ¥
b e | s S S S . ,l,n grgss' _________________________
il e 'FF{g'ré"sé,' o
S e T “|F§§;“r§s’§ — o
B L e e | JBQr%ss: ..........................
DHCP Snooping Setting GEQDM4 gress ¥ |
A e s I;greassi .........................
LLDP Brotocal e o S e
MA e T | I%grgss: ........................
EEE qlTnngss ' .........................
ARP Safeguarding ey pe RS S,

GEDM20

Ingress ¥ |

............................................................................................................................................ e

GEND21 Ingress ¥
................... R Al alTngredss e
T i I%gre&ss: ........................
................... GEDIO.’Zd-“IBgﬂre“ssL;
................... GEDFTHI&HQ et NN,

[ Parameter Description]

Parameter Description
Active Select open or close Mirroring

Set up the monitoring port and forward the flow data

of the source port to the message analyzer to

Monitor Port
analyze the message and then forward to the
monitoring port

Mirrored Check the box to configure the mirror source port
Configure the direction of the mirror message,

Direction

choose: Ingress, Egress, Both

[ Configuration example ]
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Such as: Open mirroring, configure monitoring port is port 8, the source port is port 7,

and the mirror message is in both direction.

L@ Mirroring ___J

Active o

Monitor Port 8

Port Mirrored

*

GEO/Z

GEO/DS

GEOI5
GEOI0/6

Direction

Ingress

Ingress

| Ingress

Ingress
Ingres

Ingress

T

T

L

GED,.'[],'?“" R e 3

_Both _

-

2.2.8 Link Aggregation

Ingress

Selecting “Advanced Application>Link Aggregation”, in the navigation bar, you can

configure link aggregation.
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BasicSetting

Advanced Application

Management .

WLAN

MAC Address Forwarding
Loopback Detection
Spanning Tree Protocol
Bandwidth Controi
Broadcast Storm Control

Mirroring

FOE Seftings
Classifier

Faolicy Rule
Giueuing Method
Multicast

IPw6 Multicast
Dos attack protect
DHCP Snooping Setting
SNTF Setting
LLDP Protocol
AMA

EEE

ARF Safeguarding

[ @) Link Aggregation Status ] Link Aggregation Setting
Group = i
D Enabled Ports Synchronized Ports Aggregator ID Criteria Status
Tt - = = 4 i

2.2.8.1 Link Aggregation status

Selecting “Advanced Application>Link Aggregation>Link Aggregation Status", in

the navigation bar, you can view link aggregation status, you can view Group ID,

Enabled Ports, Synchronized Ports, Aggregator ID, Criteria, Status.

L@ Link Aggregation Status ] Link Agaregation Setting
G
rlt;)up Enabled Ports Synchronized Ports Aggregator ID Criteria Status
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2.2.8.2 Link Aggregation Setting

Selecting “Advanced Application>Link Aggregation>Link Aggregation Setting",

in the navigation bar, you can set Link Aggregation.

L@ Link Aggregation Setting ] Status LACP

Port Group ID Port LACP Mode
B e o o
B i - i
LT e s o
GEOOM  nomev,  lactie v
CGEOS  |nomev|  lactie ¥v|
i e .nq:ﬁe R T :'a"ctivé' s
i
T R S s -
o e
R A o R s 55
. GE“DJ'[JJ;I-'I S nnﬁe | .;E--Cti'u'l;-‘.; v
o ceoorz o [enev| o lactve v
GEDOM3 nong ¥ active ¥
e o :la.;::tiw.e. e
S ...h.n..ne.'. R ey
ST L RS T e
CGEOMA7  |nomev|  |actie ¥|
~ cEOAE nomev|  |actie ¥
R R R e G e
e B ey
A 5, e 51555551 555 e 5
e - ila.;:tim.e. s
© eE0O23  lnonev|  lacte v|
cEOI24  |nomev|  lactie v

[ Parameter Description ]

Parameter Description
Group ID Add the port to the specified Aggregation Group ID
Port LACP mode Configure port aggregation(static/active/passive)

Criteri Configure the Aggregation Group load balancing
riteria
(src-mac/dst-mac/src-dst-mac/src-ip/dst-ip/src-dst-ip)

[ Configuration example ]
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Such as: configure parameter of Aggregation Group port-8.
e e - e i s
2.2.8.3 Link Aggregation Control Protocol

Selecting “Advanced Application> Link Aggregation> Link Aggregation Control

Protocol", in the navigation bar, you can configure Link Aggregation Control Protocol.

L @) Link Aggregation Control Protocol ] Link Aggregation Setting

System Priority 32?58

Group 1D Active Eth-trunk Mode Load-balance Mode

T1 static ¥ none A
R S R RS "'étati-;.: R nhuné. R —
T3 B stanc e TR nnne e

T4 static v none il
TS5 |static ¥ none ¥ |
Té |static ¥ none v

T7 & static v none v

Port Port Priority
R 128 e
CGEOS 128
B LS e e ..128..

[ Parameter Description ]

Parameter Description

Aggregation group system priority, the default is

System priority
32768( the range of 1-65535)
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[ Configuration example ]
Such as:

1.0pen aggregation group T1 LACP.

Group 1D LACP Active
T0 &

2.The priority for configuring port 8 is 64.

B P PP I

2.2.9 POE Settings

Selecting “Advanced Application>POE Settings", you can configure POE.

[ @ POE Settings POE Port Settings
} PR
Man_____ggment power supply internal power supply
........................ powerhmn “ﬁm____
....................... D a-:-;'\-ﬂr-é-r'-é-ﬁﬁ-éﬁiﬁ'ﬁ-t-i'ﬁﬁ-m”m”“m
VLAN poe status poil disable ¥ |

MAC Address Forwarding

Loopback Detection MR
Spanning Tree Protocol \ﬂ|
Bandwidth Control

Broadcast Storm Control

Mirraring

Link Agaregation

Classifier

Paolicy Rule

Queuing Method

IMulticast

IPvE Multicast

Dos attack protect

DHCP Snooping Setting

SNTF Setting

LLDP Protocol

AbA

EEE

ARF Safeguarding
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2.2.9.1 POE Settings

Selecting “Advanced Application>POE Settings", you can configure POE.

@ POL Settings | POE Port Settings
power supply internal power supply
power limit {1-370) |370 w
power consumption ow

[ Parameter Description ]

Parameter Description

power limit The power of switch POE can be limited

[ Configuration example ]

Such as: set power limitis 360 W.

| @) POE Seftings POE Port Settings
power supply internal power supply
power limit (1-370) |360 W
power consumption ow

Gy [Cancel|

2.2.9.2 POE Port Settings

Selecting “Advanced Application>POE Port Settings", in the navigation bar, you
can configure POE Port.
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[ @ POE Port Settings ] POE Settings
Port Number [Click for selecting]

1 3 5 T 9 " 231 h ST [ S e

0 g = & . 2 n - & " z &=

2 4 B 2 110 12 14 16 08 | 200 22| 29

Port Numberpoe
POE Port Settings Ethernet 1000M Port[1]
Port No. Enable Standard Priority Class Power Limit{1-30}:W Power Consumption:\W Voltage:V Status
GED/OM | enable ¥ ieeeB02 3at v low vl 5 30 0 0.0 status: Port is off - Detection is in process
Ralenhs) Khndii

| Show all ports information | (Note: It may take some time to display all ports information, please be patient)

[ Parameter Description]

Parameter Description

Turn the port POE power on and off and the
Enable

default is open

Configure ieee802.3af, ieee802.3at mode,
Standard

default to ieee802.3at

Configure port Priority low, critical, high, the
Priority

default priority is low
Power limit The power of switch POE can be limited

[ Configuration example ]

Such as: Configure the POE for port 1.

POE Port Settings Ethernet 1000M Port[1]

Port Ho. Enable Standard Priority Class Power Limit{1-30x:W Power Consumption:WW Voltage:V  Status
GE0/0M1 | enable j’ ieeeﬁ[]?ﬂaf v high || 5 ] 0.0 status: Port is off - Detection is in process
| Refresh || (Modify |

| Show all ports information |(Mote: It may take some time to display all ports information, please be patient

2.2.10 Classifier

Selecting “Advanced Application>Classifier", in the navigation bar, you can

configure Classifier.
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| @) Classifier J

Type [1P vl
Action |Deny v |

WVLAN

MAC Address Forwarding
Loopback Detection IP Protocol
Spanning Tree Protocol B R R o T T P PP PP

v | || Establish Only

Source IP
Address

Bandwidth Control

Broadcast Storm Control

St Address

Link-AQQregation e e R UL UL L A

POE Seftings
Classifier >

Paolicy Rule

Queuing Method

IMulticast

IPv6 Multicast

Dos attack protect

DHCP Snooping Setting

SNTF Setting

LLDP Protocol | Delete || Cancel |

AAA

EEE

ARP Safeguarding

Destination IP

| Apply || Cancel || Clear |

Index Active Mame Subltem Rule Delete

[ Parameter Description]

Parameter Description

Active Active Classifier
2.2.11 Policy Rule

Selecting “Advanced Application>Policy Rule", in the navigation bar, you can

configure Policy Rule.
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BasicSetting WK @ bolicy J

Advanced Application

Management

Priority | Enable[D ¥

DSCP — Enable be ¥ |

VLAN

MAC Address Forwarding
Loopback Detection
Spanning Tree Profocol
Bandwidth Control
Broadcast Starm Control —

R | Add || Cancel | Clear |

Link Aggregation

PQE Settings Index Active Type Classifier(s) Delete
Classifier
Queuing Method o
IMulticast | Delete | Cancel |
IPw6 Multicast

Dos attack protect

DHCP Snooping Setting

SNTP Setting

LLDP Protocol

AAA

EEE

ARP Safeguarding

Rate [imit ) Enabile | iKbps <16-1000000>

[ Parameter Description]

Parameter Description

Active Active Classifier

2.2.12 Queuing Method

Selecting “Advanced Application>Queuing Method", in the navigation bar, you can

configure queuing method.
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Basic Setting |

_Advanced Application Wt

Management = |

WLAN

MALC Address Forwarding
Loopback Detection
Spanning Tree Profocol
Bandwidth Control
Broadeast Storm Control
Mirroring

Link Aggregation

FOE Settings

Classifier

Folicy Rule

Queuing Method
Multicast

IPvE Multicast

Dos attack protect
DHCP Snooping Setting
SNTF Setting

LLDP Protocol

AAN

EEE

ARF Safeguarding

[ Parameter Description]

Parameter Description

Five method:
SPQ,WRR,SP+WRR,WFQ,SP+WFQ

Method

[ Configuration Example ]

Weight
........................... a1 G2 Q3 Q4 Qs Qs Q7
WRR v 10 20 130 40 50 6 7 I8
. |

{ﬁppl}ﬂ | Cancel |
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2.2.13 Multicast

Selecting “Advanced Application>Multicast", in the navigation bar, you can

configure Multicast.

[ @) Multicast Status ] Multicast Setting
Index ViD Port Multicast Group

_Management

VLAN

MAC Address Forwarding

Loopback Detection

Spanning Tree Protocol

Bandwidth Conirol

Broadcast Storm Control

Mirroring

Link Agaregation

POE Settings

Classifier

Palicy Rule

Qweuing Method
uticas>

IPvE Multicast

Dos attack protect

DHCP Snooping Setting

SNTF Setting

LLDP Protocol

AAA

EEE

ARP Safeguarding

2.2.13.1 Multicast Status

Selecting “Advanced Application>Multicast>Multicast Status", in the navigation
bar, you can view all multicast. This includes the static configuration and the multicast

that is learned through the IGMP-Snooping protocol.

[ @) Wulticast Status Multicast Setting
Index ViD Port Multicast Group
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2.2.13.2 Multicast Settings

Selecting “Advanced Application>Multicast>Multicast Settings", in the navigation

bar, you can set multicast.

Multicast Status Deny VLAN IGMP Filtering Profile

[_@) Muiticast Setting
IGMP Snooping:

Active [
......................................... R S A e R
................................... S S R R
....................... S D e

Port Information:

Port Max Group Limit Fast Leave Multicast Vian IGMP Filtering Profile
"] 0
e S | :I ...................... S
GEND/2 507 T 0
GEQDI3 507 7] 0
GEOM/4 EOT [ 0
GEQ/DIS 507 2| 0
GEDNDIG 507 ™| 0
GEDMIT 507 = 0
GEDMIA 507 k= 0
GED/MG 507 b 0
GEQDMD 507 fd 0
GEDOMT 507 ] 0
GEDOM2 507 = 0
GEQOM3 507 12 0
GEODM4 507 | 0
GEDMDMS 507 & 0
GEDOMG 07 = 0
GEODMT EO7 (] 0
GEQDM3 507 T 0
GEDOMS 507 ] 0
[ Parameter Description]
Parameter Description
Active Open IGMP-snooping
Querier Open IGMP-snooping timed query function
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2.213.3

Host Timeout

IGMP Route Port

Forward

Max Group Limit

Fast Leave

Multicast Vlan

IGMP Filtering Profile

[ Configuration Example]

Configure the dynamic group sowing time
(default 300s)

Open IGMP Route Port Forward

Max learning group of configuration port
( default 1020)

Open port quick exit function (i.e., when the
port receives the IGMP and leaves the
message, immediately remove the port from

the reshuffle group)

The configuration group multicast the default
VLAN

The configuration port refers to the multicast
preview, which can only be learned to the
group broadcast group that is allowed in the
group broadcast preview, and cannot be
learned to the multicast group which is

forbidden by the group broadcast preview

IGMPSnooping Dney VLAN

Selecting “Advanced Application>Multicast>IGMP Snooping Dney VLAN", in the

navigation bar, you can preview the banned group broadcast group, unable to learn

the multicast group that is prohibited by the group preview.
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L@ IGIVIP Snooping Deny VLAN ] Multicast Setting

v I 1)

Deny VLAN(s)

[ Parameter Description ]

Parameter Description

Vid Vian’s ID

2.2.13.4 IGMP Filtering Profile

Selecting “Advanced Application>Multicast>IGMP Filtering Profile", in the

navigation bar, you can add and remove the preview feature of the modified group.

45



User Manual

L@ IGMP Filtering Profile Multicast Setting
Profile Setup

Profile 1D
Profile Description
Profile Limit ® permit deny

| Add | | Modify || Del | | Clear |

Index Profile 1D Profile Description Profile Limit Referred Port
Profile ID _
Input Format ® IP ) MAC
Start Address '
End Address
VLAN

[ Parameter Description]

Parameter Description
Profile ID The range of 1-128
Profile Limit Profile rules can be permit or deny

The preview address can be configured to be

Input Format
either IP or MAC

2.2.14 1Pv6 Multicast

Selecting “Advanced Application>IPv6 Multicast", in the navigation bar, you can

configure IPv6 Multicast.
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Basic Setting [ @) IPvb Multicast Status IPv6 Multicast Settin
Index ViD Port IPvE Multicast Group

Advanced Application

Management ==

VLAN

MAC Address Forwarding
Loopback Detection
Spanning Tree Protocol
Bandwidth Contraol
Broadcast Storm Contral
Mirroring

Link Aggregation

POE Settings

Classifier

Falicy Rule

Queuing Method
Multicast

Das attack protect
DHCF Snooping Setting
SMNTP Setiing

LLDP Protocal

AL

EEE

ARP Safeguarding

2.2.14.1 IPv6 Multicast Status

Selecting “Advanced Application>IPv6 Multicast>IPv6 Multicast Status”, in the

navigation bar, you can view all IPv6 Multicast groups.

[ @) IPvb Multicast Status IPv6 Multicast Setting
Index ViD Port IPvE Multicast Group

2.2.14.2 |IPv6 Multicast Setting

Selecting “Advanced Application>IPv6 Multicast>IPv6 Multicast Setting", in the

navigation bar, you can configure IPv6 Multicast.
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@ 1Pvo Multicast Setting IPv6 Multicast Status ~ Deny VLAN
MLD Snooping:

Active
Querier
Host Timeout 300 seconds

 MLD Route Port Forward

Port Information:

Port Max Group Limit Fast Leave IPvE Multicast Vian
GEDION 507 0
GENDN 507 0
GEDIOR 507 0
GEDII4 507 0
GEDIIS 507 0
GEDID/E 507 0
GEO/DT 507 [ 0
GED//E 507 0
GEDIOM 507 0
GED/0/M0 507 0
GEO/DI 507 0
GED/D/12 507 0
GED/D/3 507 0
GED/DH4 507 0
GEO0/D/MS 507 . 0
GED/0/16 507 0
GED/DAT 507 0
GED/DMS 507 0
GED/D/1G 507 0

[ Parameter Description]

Parameter Description
Active Enable or disable MLD snooping

Enable or disable MLD snooping timed
Querier '
Querier

Configure Dynamic IPv6 multicast aging
time (default 300s)

Host Timeout

MLD Route Port Forward Enable or disable MLD Route Port
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Forward

Configure  maximum learning IPv6
Max Group Limit Multicast message
of port(default 1020)

Enable or disable Fast Leave (That is,

when the port receives IGMP leave

Fast Leave
message, the port is deleted immediately
from the IPv6 multicast group)

IPv6 Multicast VLAN Configure IPv6 multicast default VLAN

[ Configuration Example ]

@ IPv6 Multicast Setting IPv6 Multicast Status ~ Deny VLAN
MLD Snooping:

Active
Cluerier
Host Timeout 300 seconds
P G O R T S
Port Information:

Port Max Group Limit Fast Leave IPv6 Multicast Vian

3

GE0N | @D D)

2.2.14.3 MLD Snooping Dney VLAN

Selecting “Advanced Application>IPv6 Multicast>MLD Snooping Dney VLAN", in
the navigation bar, you can configure MLD Snooping Dney VLAN.
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L @ MLD Snooping Dney VLAN IPv6 Multicast Setting
e ondd ][ Del ][ dear |
Deny VLAN(s)

[ Parameter Description ]

Parameter Description

Vid Vlan ID

2.2.15 Dos attack protect

Selecting “Advanced Application>Dos attack protect", in the navigation bar, you

can configure dos attack protect.
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BasicSefting |
_Advanced Application

Management |

WLAN

MAC Address Forwarding
Loopback Detection
Spanning Tree Protocol
Bandwidth Caontrol
Broadcast Storm Control
Mirraring

Link Aggregation

POE Seitings

Classifier

Palicy Rule

CQueuing Method
Multicast

IPvE Multicast

DHCP Snoaping Setting
SNTF Setting

LLDF Protocol

AAA

EEE

ARF Safeguarding

L@ Dos Attack Protect

dos attack control:
Dos attack packets class drop Active

JDP with sport and dport equal ]

TCF with sport and dpart equal

BEes ﬂags cet sequence equal e e marRer =
TCP syn packets spart 0-1023, applies to unfragmented

TCF fragments with offset value of 1(*8) H|
TGP with SYN & FIN bits

TCP with FIN URG and PSH bits, and sequence equal 0 W

TGP frist fragments with minimum tcp header length

| Apply || Cancel |

[ Parameter Description]

Parameter

Description

The DOS attack is controlled by the discarding

dos attack control

behavior of the corresponding message

2.2.16 DHCP Snooping Setting

Selecting “Advanced Application>DHCP Snooping Setting", in the navigation bar,

you can configure DHCP Snooping.
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: Setting LG DHCE Rl : IE Source Guard

Advanced Application DHCP Snooping Enable ® Close | Open

Port Maxclients
* 2

A AN T GEmu“ ........................................................... e é,a,aﬂémm ...........
IR RTEE RIS T O O . I { ........................
Loopback Detection oo ettt O s oo S
SpamnoTeePooc Geows g |
Bandwidth Confrol GED/D/4 12048
S e GE{}.’D.‘ﬁ ........................................................................................................ hé,,ﬂéﬂ,m ...........
Mirroring {'“’”“““”““
Link Aggregation
FOE Settings
Classifier
FPalicy Rule
Qweuing Method
Multicast
IPvE Multicast
Dos attack protect
SNTF Setting
LLDP Protocaol |
AAA GEQ/0/16 & 2048 j
EE s, R e " E,.ﬂémm ...........
ARP Safeguarding = { q

2.2.16.1 DHCP Snooping Setting

Selecting “Advanced Application>DHCP Snooping Setting>DHCP Snooping

Setting", in the navigation bar, you can configure DHCP Snooping.
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[ @ DHCP Snooping Setting

DHCP Snooping Enable ® Close ' Open

IP Source Guard

Maxclients

[ Parameter Description]

Parameter

(2048

s

2048

2048

SR

2048

e

2048

2048

T

2048

2048

(2048

s

2048

12048

| 1

2048
2048

Description

DHCP Snooping Enable Enable or disable DHCP Snooping serve

Enable or disable the DHCP Snooping port
Trust

trust property state

Maxclients Set Maxclients

[ Configuration Example ]
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L @) DHCP Snooping Sefting  J IP_Source Guard
DHCP Snooping Enable Close |'® Open
Port Trust Maxclients
GEDIOM v 2048

2.2.16.2 IP Source Guard

Selecting “Advanced Application>DHCP Snooping Setting>IP Source Guard", in

the navigation bar, you can configure IP Source Guard.
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‘\_} DHCP Snonping Setting
System security settings
Port Mode

) D]Sable /|
............................. T ey = R
............................. IR -
............................. S T = R
............................. T s -
............................. i T . R
............................. R -
............................. T = R
............................. IR -
............................. e = R
............................ R -
............................ R — =ty
............................ R e -
............................ o . R
............................ S -
............................ R = R
............................ R e -
............................ oo . R
............................ I -
............................ G = R
............................ R e -
............................ o = R
............................ R T -
............................ e = R
............................ R e -
............................. s e . R
............................. | R -
............................. S T = R
............................. T S s SRR

[ Parameter Description]

Parameter Description

Disable unbinding entry to Enable or Disable unbinding entry to access

access network network

[ Instructions]
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If you want to access shall be binding and switch the IP address of the same network

segment.

2.2.17 SNTP Setting

Selecting “Advanced Application>SNTP Setting", in the navigation bar, you can
configure SNTP.

L @) SNTP Setup ]
SNTP Client Enable

VLAN
MAC Address Forwarding SNTP Client Mode | broadcast ¥ |

Loopback Detection
Spanning Tree Profocol
Bandwidth Controf
Broadcast Storm Control
Mirroring

Link Aggregation

POE Seftings

Classifier

Policy Rule

Queuing Method SNTP Server Key ]
Iulticast

ev6 Multcgst -/ —@— 4/ -

Dog aftack protact | Apply | Refresh

DHCP Snooping Setting

Authentication Key List

1 DR Ftoocol KeylD Key Trusted
- No Authentication Key configed.
ARF Safeguarding

[ Add || Modify || Del || Delall |

Valid Server List

Server IP _Wi!dc,ard

[ Parameter Description]

Parameter Description

SNTP Client Enable Enable or disable SNTP Client

SNTP Client Mode:
SNTP Client Mode broadcast,

anycast
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SNTP Client Poll Interval

SNTP Client Retransmit Times

SNTP Client Retransmit Interval

SNTP Server IP Address

Valid Server List Server IP

SNTP Client Enable

SNTP Client Mode

SNTP Client Poll Interval

SNTP Client Retransmit Times

Valid Server List Server IP

multicast

unicast

It's interval that SNTP Client sends
requests to SNTP Server

If SNTP Client does not receive a
response within a certain period of
time after sending a request,it will
resend the

request until the number of

retransmissions exceeds the set value

It's interval that SNTP Client resends
requests to SNTP Server

Set SNTP Server IP Address

SNTP only receives the messages
from

Valid Server List Server IP configured
Enable or disable SNTP Client
SNTP Client Mode:

broadcast,
anycast
multicast

unicast

It's interval that SNTP Client sends
requests to SNTP Server

If SNTP Client does not receive a
response within a certain period of
time after sending a request,it will
resend the

request untii the number of

retransmissions exceeds the set value

SNTP only receives the messages
from Valid Server List Server IP

configured
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[ Instructions]

SNTP Client receives and transmits messages from any SNTP Server when work

mode of SNTP Client is broadcast or multicast.Local time cannot be synchronized to

standard time if there is a malicious attack server (which provides incorrect time)

2.2.18 LLDP Protocol

Selecting “Advanced Application>LLDP Protocol", in the navigation bar, you can

configure LLDP.

_Management

WVLAN

MAC Address Forwarding
Loopback Detection
Spanning Tree Profocol
Bandwidth Control
Broadcast Storm Control
Mirraring

Link Aggregation

POE Settings

Classifier

Paolicy Rule

Queuing Method
Multicast

IPv6 Multicast

Dos attack protect
DHCP Snooping Setting
SMNTP Setting

AAA

EEE

ARF Safeguarding

2.2.181

LLDP Setting
Neighbours

| @) LLDP Status
Port Mode TxPkis RxPkis

GEOM Disabled = = z

Disabled - - -
T e i
R R L S BT AR AR BB 8
R R D
S S S RS L

Disabled
S e
% '—éIIED;'Dﬁ”:i B L B R BB R
- —é'IIED;'DJ"lEM S R e
"'7G'I5'i]}ﬁﬁ'6 NN NN SEEING - M Yt

Disabled
P e
B
- —é'IIED;'DJéﬁm R R e

mi@éhi‘ﬁiﬁd N NN NG NS Yt

Disabled - - -

Disabled - - -

Disabled - - -

I e N N - e N

LLDP Status

Selecting “Advanced Application>LLDP Protocol>LLDP Status", in the navigation

bar, you can view LLDP staus.
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| @) LLDP Status ] LLDP Setting
Mode TxPkis RxPkts Neighbours
Disabled - - -
Disabled  C o e

Disabled
Disabled - - -
Disabled

GED/D/1E Disabled - - -

R R A R R s
GEDD/18 Disabled = - -

Disabled - - -
Disabled - - -
Disabled

2.2.18.2 LLDP Setting

Selecting “Advanced Application>LLDP Protocol>LLDP Setting", in the navigation

bar, you can configure LLDP.
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[ @) DP 0

LLDP Status

ACti‘JE I_I .................................
...................................... H ellutlme s semndS{S—E'.z?BEJ
Y- e :I semnds{EW]

Port Mode

# Disable ¥ |
.................................. GED‘-"W1ED=|5;E!TEE:H|
.................................. GED!D!EEE;EIE - |
.................................. eEurur3’5|§.§E.|“e“3"|
.................................. GEEI-:'DMEEQEIE - |
.................................. GED-"DJ’SEDBIS;ETEE‘:j
.................................. GED!D«'E-EE;EIE - |
.................................. GED!D!TEé;ErInem:j
.................................. GED!DJEEE;EIE - |
.................................. GEEI'J’DG:EE;ETemﬁ
................................. GEDJ‘DH{JEE;EIE - |
................................. GE&I’G.I'H:a;;EInem:j
................................. GEDJ‘DHEEE;EIE - |
................................. GEﬂ-"DH3mD=I5;ETEm:"|
................................. GED;‘DJMEEQEIE - |
................................. GEmnna’Eé;EFe“:ﬂ
................................. GED-"D-"1EEE§B|E - |
................................. GEﬂ-"DH?mDBIEi;ETEm:j
................................. GEDJ‘DHBEE;EIE - |
................................. GED.n'DHB:a;;EInemﬁ
................................. GEDJ‘DJE{JEE;EIE - |
................................. GEUJ'DJ'ETEDBIE;;ETEE‘:j
................................. GEDIDJEEEE;EIE - |
................................. GEWWES,EI;;E'“E,:,'
................................. GED:‘D.n'Eiimmm

Selecting “Advanced Application>AAA", in the navigation bar, you can configure

AAA.
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Basic Setting L @) 802.1x AAA MUSER
EAP Forwarding Mode eap-finish 7|
Quiet Perid o seconds(0-600)
VLAN
MAC Address Forwarding Port Active Port Control Reauthentication Reauthentication Timer Max User{s)
Loopback Detection * | disable v| [auto v lgf:| seconds
Spanning Tree Protocol GED/D/1 [ disable v | [auto v [off r | 3600 seconds 100
IR i) GED/012 | disable v| |auto v |off * | 3600 seconds 100
Br_ﬂadFaSt gl el GED/0/3 | disable v| |auto v 3600 seconds 100
E::Anggregalicn GED/0/4 | disable v| [auto v 3600 secands 100
POE Settings GED/O/S | disable v| [auto v | 3600 secands 100
Dl e GEDI0IS | disable v| [auto v 3600 secands 100
Palicy Rule GED/T | disable v | |auto v 3600 seconds 100
Queuing Method GEDI0/% | disable v| [auto v 3600 seconds 100
bl GEDID/A | disable v| [auto v 3600 seconds 100
E:::“H:E:‘:fmd GEOMI0)| gisable | Taute v 3600 seconds 100
DHCP Snooping Setting GED/DI1| disable v| |auto v 3600 seconds 100
SNTP Setting GEQI012 disable v| |auto v 3600 seconds 100
LLDP Protocol GEDONM 3| disable v | |aul0 v 3600 seconds 100
GED/0/14] disable v| [auto v 3600 secands 100
EEE GED/0M5| disable v| |auto v 3600 seconds 100
AHE Sdiequarding GED/0/16] disable v| [auto v 3600 secands 100
GED/DNM7| disable v| [auto v 3600 secands 100
GE0/013] disable v| [auto v 3600 seconds 100
GE0/0/19| disable v | |auto v 3600 seconds 100
GE0/0/20| disable v| [auto v 3600 seconds 100
GE0/0/21| disable v | [auto v 3600 seconds 100

2.219.1 802.1x

Selecting “Advanced Application>AAA>802.1x", in the navigation bar, you can

configure 802.1x.
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[ @ 50 AAA MUSER
EAP Forwarding Mode eap-finish _"|
Quiet Perid 0 seconds(0-600)
Paort Active Port Control Reauthentication Reauthentication Timer Max User{s)
[ disable ' seconds | |
3600 100
3600 ) 100
3600 ) 100
3600 oo
3600 N 100
3600 100
3600 ) 100
3600 oo
3600 ) 100
3600 ) 100
3600 100
3600 100 ......
3600 N 100
3600 100
3600 ) 100
3600 oo
3600 ) 100
3600 100
3600 ) 100
e 3600 % 100 ......
GEO!OQ1| disable 3600 seconds 100
[ Parameter Description]
Parameter Description
EAP Forwarding Mode :
EAP Forwarding o
eap-finish,
Mode
Eap-tansfer
If the same user fails to log
in more than the allowed
Quiet Period value, he or she will not be
allowed to try to log in at a
certain time
Active:
Active
disable
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portbased(multi)
portbased(single)

macbased

Port Control:

auto
Port Control
forceauthorized

forceunauthorized

After user authentication is
passed, the port can be
Reauthentication configured to reauthenticate
or periodically

re-authenticate

Time range of
Reauthentication
Reauthentication Timer:

10-3600 seconds

Timer

The maximum number of
Max user(s) users: 1-100

2.2.19.2 Radius Domain

Selecting “Advanced Application>AAA>Radius Domain", in the navigation bar, you

can configure Radius Domain.
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@) Domain ] 802.1x MUSER Radius TACACS+

Radius Domain:

= .'J.[_:.[p.'e” = = = = = = = = = .|'::'I =
Domain Name
DefaultDomain
Radius Service Name
@ Disable

Force Max Number
1 (1-640)

Clear

Domain Name Radius Service Hame Active Delete

[ Parameter Description]

Parameter Description

Active Enable or disable radius domain
Domain Name Set domain name

Radius Server
Set Radius Server name

Name
Force Max Maximum  number of user
Number connections range: 1-640

[ Instructions]

It needs to provide user name and password when the client is authenticated. The
user name information generally includes the ISP information of user, domain and the
ISP one-to-one correspondence, the main information domain is the domain of the

user is authenticated and accounted by which RADIUS server.

2.2.19.3 Remote Authentication

Selecting “Advanced Application>AAA>Remote Authentication”, in the navigation

bar, you can configure Remote Authentication.
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[ @) Remote Authentication 802.1x  AAA

Authenication Mode Lr::cal. -

Raduis JACACS+

| Apply | | cancel |

[ Parameter Description]

Parameter Description

Authenication Mode:

Local,
Authenication Mode

Radius,

Tacacs+

2.219.4 TACACS+ Server Setup

Selecting “Advanced Application>AAA>TACACS+ Server

navigation bar, you can configure TACACS+ Server Setup.

L@ [ACACS+ Server Setup

Authentication Server

AAA

Setup”, in the

Authentication Type ascii -

Encrypt Key [
Preemption Time 0 min (0-1440)
Index IP Address TCP Port Shared Secret TimeOut Delete
1 0000 49 5 |

L.

[ Parameter Description]

Parameter Description

Authenication Mode:

ascii,
Chap,
pap

Authenication Type
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Preemption Time

2.2.19.5 Radius Server Setup

The time range of Preemption Time:
0-1440 minutes

Selecting “Advanced Application>AAA>Radius Server Setup”, in the navigation

bar, you can configure Radius Server Setup.

L@ RADIUS Server Setup AAA MUSER
so2ippriorty [
s L
. Bandwidth Limit
Apply
Radius Host:
Host Name
Preemption Time 0 min (0-1440)
JSenver o aoomdex oo JBAddress oo NDRPOIE . Shared Secret
1 0000 1812 Switch
Authentication Server
0000 1812
0.0.0.0 1813 Switch
Accounting Server
0.0.0.0 1813
Host Authentication IP Address Accounting IP Address Delete

[ Parameter Description]

Parameter

8021P Priority

H3C Cams

Delete | | Cancel

Description

After this function is turned on, if the user
authentication is pass, it will modify the PVID

of the user's port.

In this feature, you can configure the version
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information of transmitting clients to the radius
server through the radius attribute

client-version.

After this function is turned on, if the user
Bandwidth limit authentication is pass, it will modify the

Bandwidth of the user's port.

2.2.20 EEE

Selecting “Advanced Application>EEE", The page can be configured to EEE.
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_Basic Setting

cation et
Advanced Application o T
Management ... - :
...................................... ...

WLAMN

MAC Address Forwarding
Loopback Detection
Spanning Tree Protocol
Bandwidth Controf
Broadcast Storm Centrol
Mirroring

Link Aggregation

FOE Settings

Classifier

Policy Rule

Queuing Method
Nulticast

IPv6 Multicast s O R
Dos attack protect GED/DNG

DHCP Snooping Setting
SNTP Setting

LLDP Protocol

AAA

ARF Safeguarding

2.2.21 ARP Safeguarding

Selecting “Advanced Application>ARP Safeguarding", The page can be configured

to prevent arp flooding.

68



User Manual

[ @ ARP Anti-Flood ]

Global Configuration

ARFP Anti-Flood "DISABLE v | Action | drop-arp ¥

Rate Limit :‘_16 [1 100)pps Recover Time _10 (D~144[JJm

: L

e e | Apply || Del |
MAC Address r-a.r'.\-ardlng Port Rate Limit Configuration
Loopback Detection Part Rate Limit(1~100)pps Port  Rate Limit(1~100)pps
Spanning Tres Profocal i e
Bandwidth Caontrol rorr TIIETEIER 1901130111800 8 100 S e e T e e

GEOD/D/4

Broadcast Storm Control

TIITTILT TIXTIILLIIN ¢
Mirroring -
Link Aggregation | | GEO/DIA |
POE Settings ceoma ’EMUWUWUWUWUWUM“ """""""""" ceoonn mmuwuwuwuwuwuw’_'
CES L T et i B ceomn2
Policy Rule - .
Queing Method : L |
Muiticast
IPVB Multicast GEOIOAT GEOI0A3 ’Em"m"m"m"m"m"mj'
S — e | E, ................... T )
DHCP Snooping Sefting oo SR = e O L e :I} s :
SNTP Setiing
LLOP Protocal L |
AAA GEOA/ o GEDHI2 _
ECC ., ceo: B — GOl

ARF Safeguarding 5
Apply

ARP Anti-Flood Entry
Src MAC Sre IP Port VLAN Recover Tima(m) Recover MAC

| Refresh || Apply |
[ Parameter Description]

Parameter Description

Global Configuration Enable or disable ARP Anti-flood

It can set Arp message speed limit for specific
Port Rate Limit interface. If it exceeds the speed Ilimit, it is

considered to be under attack.

2.3 Management

Choose Management, and the following page appears. There are "Management &

Maintenance", "Access Control ", "Diagnostic”, "Syslog", configuration web pages.
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IManagement & Maintenance
Access Control

Diagnostic

Syslog

2.3.1 Management &Maintenance

Selecting “Management> Management & Maintenance", in the navigation bar, you

can Upgrade Firmware , Restart System and Maintenance switch.

Basic Setting @) Management and Maintenance ]
Advanced Application Switch Management:
Management - i
Firmware Upgrade Click Here
Restart System Click Hars
Wanagement & Maintenance Switch Maintenance:
s Conol OAM Diag Click Hars
Diagnostic
Syslog

[ Configuration Example ]

1.Firmware Upgrade

EEE x|l E==F £
Ry SREkE =~ 0 @
[ @ Firmware Upgrade ] v WEEE = i
5 T
A Em2011
:- Efﬁ‘ 4 & ‘%* At
To upgrade the device BootRoem, browse the location of th# BootRom binary (| o S v 680 =5
BootRom File Path | RN EE | RELMR L ERQQ
- =
To ipgrade e Sysiern host applicaion, bibwsife locaion e nost ol B SR Il
Hostrile Path ([ ERREE | FEFIETILL =85 7B, FR-
gt B Bl TE ZIP i |
. R e 530 B 2
To upgrade the system secondary host application, browse the location of the ol RETE
...... weiiieecie el e = pey
e | BATH | FEEEETH & B Py
- (A 626 =5 =
[ Upgrade | STEFE(N: FR-S302XBFR-SI05XEHIES -

2.Restart system. Restart type: Restart, Restart with Factory Defaults.
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@) Restart System ] Management

startup application select ®' Default Host (VU1DU1F'01SF‘3| Secondary Host (VO1D0O1PO1SP1)

Select restart type || Restart | v

Chony]
3.0AM Diag, Virtual cable can be tested.

L@ OANIDiag ______J Maintenance

Virtual Cable Test :

twisted-pair: pairi pair2 pair3 paird
eS| NORMAL L NORMAL L NORMAL L NORMAL

2.3.2 Access Control

Selecting “Management> Access Control", in the navigation bar, you can set SNMP

and Logins.

L@ Access Control ]

dvanced Application

SNMP Click Here
Logins Click Here

Management & Maintenance
cficcess Contral >

Diagnostic

Syslog

2.3.2.1 SNMP

Selecting “Management> Access Control>SNMP", in the navigation bar, you can
configure SNMP.
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[ @) SNMP ] Access Control User
General Setting
Snmp Server EMABLE ¥
Community Name
Access privilege Read—write v
Trap Destination
Version IP Port Username
v2c ¥ 0.0.0.0 162 public
v2c ¥ 0.0.00 162 public
v2c ¥ 0.0.0.0 162 public
v2c ¥ 0.0.0.0 162 public
| Apply || Cancel |
[ Parameter Description]
Parameter Description

Community Name

Access privilege

Version

IP

[ Configuration Example ]

Community string, is equal to the NMS and

Snmp agent

password

communication between the

Read-only: specify the NMS (Snmp host) of MIB

variables can only be read, cannot be modified

Read- write: specify the NMS (Snmp host) of

MIB variables can only read, can also be

modified

Set version: v1, v2c, v3

Set the IP address of the trap host

Such as: Add a group name public community, access to Read-Write. Set host

192.168.1.100 to receive trap messages. The specified version is v2c.
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L @) SNMP ] Access Control User

General Setting

Snmp Server EIENABLE v
Community Name [

Access privilege | Read-write ¥

............................................... T AR R R TT TR AL RN TR A RRTRRTTNN s sennszannnzasntasssnsnn s ARRERRRTATRRRTRTRRRERTIT AR TIT TN AATIRR A X RTRTRCITT TR R TT RS AITINE]

et £+ 42 e

Trap Destination
Port Username

162 public

cczrmaes hazrecma s s mernaTaTenaTEe -+ b O AT N TR £ T C O A T E A R FE T Era e T
162 public

e .z s T O S I T S I S T S M e S E S ET S
162 public

|m | Cancel |
2.3.2.2 User Information

Selecting “Management> Access Control>User Information", in the navigation bar,

you can add user, set Security Level, Authentication, Privacy, Group, Password.

L@ UserInformation ] SNMP Setting

Us

Security Level
Authentication MDs - Password

Group initial -

Index Username SecurityLevel Authentication Privacy Group Delete
1 initialmd5 pri MD5 initial |

3 initialnone noauth noauth nopri initial |

[ Parameter Description]

Parameter Description

Username Snmp username

Security Level noauth
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auth
pri
MD5
Authentication
SHA
Privacy DES Privacy
Group User group name
Password Encrypted password

[ Configuration Example ]

Such as: Add group initial, add username user1.

L @ User Information SNMP Setting
Username useri
éecﬁ-riw.t._e-.'é.l - noé-uth“‘ ]
Authentication  |MD5 v | Password |admin
prvacy  |DES v |  password  |admin
. ému'ﬁ [P "init.i.all; et st T R S byt s st S

Add Cancel || Clear

2.3.2.3 Logins

Selecting “Management>Access Control>Logins", in the navigation bar, you can

modify admin password, configurable ordinary users.
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@ Logins ]

Edit admin

Old Password (1-32 characters)

User privilege (0:Guest 1:User 2-14:0perator

15:Manager)

Access Control

Super Password

oy |

15 Administrator

Please record your new password whenever you change it. The system will lock you out if you have

forgotten your password.

Edit Other Logins
Login

User Name

New Password

Retype to confirm

User privilege

0 Guest

[ Parameter Description]

Parameter

User privilege

[ Configuration Example ]

[ @ Logins

Edit admin

Old Password (1-32 characters)

New Password (1-32 characters)

15:Manager)

User privilege (0:Guest 1:User 2-14:0perator

Description

0: Guest
15:Manager

1:User

Access Control

|U Guest v |

2-14: Operator

Super Password
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Edit Other Logins

Login User Name New Password Retype to confirm User privilege
1 Anne ssnsen seseee 0 Guest -
.......... 1 []Guestv
.......... 3UGUEStv
.......... 4UGuestv
.......... j[]Guestv
.......... ﬁ[]Guestv
.......... }uguestv
.......... EUGuestv
.......... QUGuestv
......... muguestv
......... '”_[]Guegtv
......... uueuestv
......... lguguestv
......... 14uGuestv
......... ljﬂ.Guestv

(Apey)  Gancal

2.3.3 Diagnostic

Selecting “Management> Diagnostic", in the navigation bar, you can Display or

Clear System Log.

_Basic Setting

Management&_ Maintenance
Access Control

iagnosti
Syslog

System Log Display || Clear
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[ Configuration Example ]

Such as: Display System Log.

@) Liagnostic

2014/01/01 02:

192, 168, 1. 100

2014/01/01 02:

192, 168, 1. 100

2014/01/01 02:

192, 168, 1. 100

201401701 02:

192, 168. 1. 100

2014/01/01 02:

192, 168. 1. 100

2014/01/01 02:

192, 168. 1. 100

2014/01/01 02:

192, 168. 1. 100

2014/01/01 02:

22:35: ¥OLAM-5-LOGIN: The remote client

(admin) has logged in at web 1.

22:28: HOLAM-5-LOGOUT: The remote client
(admin} has logged out at web 1.

21:47: ¥OLAM-5-LOGIN: The remote client

(admin) haz logged in at web 1.

21:42: HOAN-B-LOGOUT: The remote client
{admin) has logged out at web 1.

14:01: $OAN-5-LOGIN: The remote client

(admin) has logzed in at web 1.

13:52: $OAN-5-LOGOUT: The remote client
{admin)} has logged out at web 1.

11:40: HOAN-5-LOGIN: The remote client

tadmin) has logged in at web 1.

11:32: HOAM-5-LOGOUT: The remote client

System Log

2.3.4 Syslog

=gj"['1i§_ETa'§éjjj Clear.

Selecting “Management> Syslog", in the navigation bar, you can configure syslog.

Management & Maintenance
Access Control

Diagnostic
(‘Byslog)

2.3.4.1 Syslog Setup

@) Sysiog Setup

Syslog Active [V

Logging type Active

System (]

Apply || Cancel

Syslog Server Setup

Facility

localuse 7~

Selecting “Management>Syslog>Syslog Setup", in the navigation bar, you can start

the logging function globally and the logging function of the corresponding module.

77



User Manual

L@ Sysiog Setup

Syslog Server Setup

Syslog Active ¥
Logging type Active Facility
System & [localuse 7 v |

| Apply | | Cancel |
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