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Preface

Layer 2 Industrial Ethernet Switch User Manual has introduced this switch:

e Product features

e Product network management configuration

e Overview of related principles of network management

Audience

This manual applies to the following engineers:

e Network administrators

e Technical support engineers

e Network engineer

Text Format Convention

Format Description

Words with “’ represent the interface words. Such as: “Port
No.“.

Multi-level path is separated by ">". Such as opening the
local connection path description: Open "Control Panel>

Network Connection> Local Area Connection".

Light Blue Font

It represents the words clicked to achieve hyperlink. The font

color is as follows: ‘Light Blue’.

Symbols

Format Description

ANotice

Remind the announcements in the operation, improper

operation may result in data loss or equipment damage.

P

Warning

Pay attention to the notes on the mark, improper operation

may cause personal injury.

P

Note

Conduct a necessary supplements and explanations for the

description of operation content.

A~
o
<

Configuration, operation, or tips for device usage.
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Format Description

.‘é’. Pay attention to the operation or information to ensure

success device configuration or normal working.

Revision Record

Version No. Revision note

01 31/05/2023 Product release
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How to Login the Switch

1.1 Switch to End Node

Use standard Cat.5/5e Ethernet cable (UTP/STP) to connect the Switch to end nodes as
described below. Switch ports will automatically adjust to the characteristics (MDI/MDI-X, speed,

duplex) of the device to which is connected.

@8

Figure 6 - Connect PC to Switch

Please refer to the LED Indicators. The LINK/ACT/Speed LEDs for each port lights on when the

link is available.

1.2 How to Login the Switch

As the Switch provides Web-based management login, you can configure your computer’s IP

address manually to log on to the Switch. The default settings of the Switch are shown below.

Parameter Default Value

Default IP address 192.168.2.1
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Default user name admin
Default password 123456789

You can log on to the configuration window of the Switch through following steps:

Step 1. Connect the Switch with the computer NIC interface.
Step 2. Power on the Switch.

Step 3. Check whether the IP address of the computer is within this network segment:
192.168.2.xxx ("xxx" ranges 2~254), for example, 192.168.2.100.

Step 4. Open the browser, and enter http://192.168.2.1 and then press "Enter". The Switch login

window appears, as shown below.

INTELLINET
o

aar e T ]

Password: ETTITTIT SN

Figure 7- Login Windows

Step 5. Enter the Username and Password (The factory default Username is admin and
Password is 123456789,the initial password is the same as the serial number ),and then click

"Login" to log in to the Switch configuration window .

Step 6. end


http://192.168.2.1
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2 WEB Configuration Guide

Switch configuration interface consists of 3 main areas, areas for the status bar at the top, the area
on the left menu bar, right the main configuration window. Select the different functions in the
function menu bar, you can modify all settings in the main configuration window.

%' Basic Setup

? L2 Layer Application

L3 Layer Application
Security Application

& Network Management
Device Management
Spanning Tree Protocol

# System Management

2.1

e
Home “
7 = 4
v device status
product description
software version
primary ip address
default gateway
system startup time
Port Receive Pkt & Receive Pkt L.
ea/8/1 a e
€8/8/2 e ]
e8/8/3 a 2
ea/a/4 a L]
e8/a/5 a ]
€0/8/6 a L]
e8/a/7 a L]
c8/8/8 a L]
€8/8/9 a L]
e8/0/18 a ]

hardware version

mac address

subnet mask

system name

system location

Receive error

2

n 2 3 ...6 > T 1 Page  Sure  AN54Num 10 Num/Page v

Basic Setup

Send Pit <

@

Send Pkt Loss

-]

Send error

]

o
i

operation

view

view

| view

view |

view

view

Choose Basic Setup, and the following page appears. There are , "General Setup ", "IP Setup”,
"Port Setup" , "User Setup" ,and "DHCP" configuration web pages.
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2.1.1 General Setup

bt

Basic Setup

General Setup

IP Setup

Port Setup

User Setup

Selecting “Basic Setup>General Setup" in the navigation bar, you can view the basic information
of Switch, Such as System description and so on. You can also modify System name, System

contact and System location.

® General Setup

(o W]

@  Basic Setup

IP Setup
system description

Port Setup
number of system parts

User Selup

system object id

system up fime

system name | Intellinet561969 ‘ system lacation ‘sample sysLocation factory defe
DHCP system coniact | admin 1 product name
T L2 Layer Application
L3 Layer Application
® Security Application
3 Network Management
Device Managemenl
‘Spanning Tree Protocol
4 System Management
[ Parameter Description]
Parameter Description
System description Brief description of device type.
System name System name
System Location Specify the system location
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Parameter

System contact

[ Configuration example ]

Description

To configure general system information:

1. Click Basic Setup > General Setup.

Including company or related URL

2. Specify the system name as Switch, location as office, and contact information as admin for the

system administrator.

3. Click Apply.

T (D
system description
number of system ports

system name switch

system contact admin

2.1.2 IP Setup

system object id

system up time

system location

product name

office

Selecting “Basic Setup>IP Setup" in the navigation bar, you can add VLAN interfaces and

configure VLAN interfaces.

10
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® |P Setup

©  Basic Setup

General Setup VLAN Interface
1P i Interface |
Port Setup
User Setup
DHCP

T L2 Layer Application
L3 Layer Application

" Security Application
Network Management

®  Device Management

Spanning Tree Protocol

System Management

[ Parameter Description]

VLAN Interface Config

vian-interface - I

Vian ID |:1 _|

oo

i

Name Primary ipaddress VLAN Status Operation
VLAN-IF1 192.168.2.1 1 up [ Deete |

To 1 Page Sure All1Num 10 Num/Page

Parameter

Description

Interface

Vlan-interface or supervlan-interface This parameter is
optional.

Vlan ID

Vlan label

Selecting “Basic Setup>IP Setup>Vlan interface" in the navigation bar, you can configure Vlan

interface.

11
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Basic Setup @ P Setup
General Setup VLAN Interface VLAN Interface Config
Interiace IP Add

an

e
Port Setup e Wose —— Oiétating Interface name ‘ VLAN-IF1
Vsee St 1 192.168.2.1 255.255.255.@ ® E3 Vian 1D ‘ 1

n To Page  Sure AITNum 10 Num/Page v e
v

DHCP

L2 Layer Application

L3 Layer Application

Security Application

Network Management

Device Management

Spanning Tree Protocol

System Management

[ Parameter Description]

Parameter

IP address
Mask
Interface name

Vlan ID

2.1.3 Port Setup

Description

Secure |IP address for the user to log in

Specifies the subnet mask

Name of interface

You can specify the vlan ID

Selecting “Basic Setup>Port Setup" in the navigation bar, you can configure the related

parameter of port.

12
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 Port Setup

Basic Setup

General Setup £ Eooy

IP Setup LI
R
R
2 4
User Setup
Port
Set speed
DHCP
L2 Layer Application
L3 Layer Application
Port
¥ Securily Application <6/8/1
e8/8/2
Network Management
e8/8/3
Device Management o7
8/8/5
Spanning Tree Protocol eorer
€8/8/6
System Management
e8/8/7
eB8/0/8
28/8/9
ee/a..

[ Parameter Description]

5 7 9 11 13 15 17 19 21 23 35 27 29 31 33 35 37 39 41 43 45 47 49 51 53

il i S e SN S S S e SO SR R B R e B iR S e Soir e S R |

2 e o A v 0 R v B o e o o f e e

6 8 10 12 14 16 18 20 22 24 2 25 30 32 34 36 36 40 42 44 &% 48 50 52 54
20i0/1 Status |enable Lnk | down Priority |0 v

auto | Actualspeed | unknown | Port i azeot) [

Status Link Priority Setspeed Actual speed

enab dowun [ auto unknoun

enab... down e auto unknoun

enab... down e auto unknoun

enab... down e auto unknoun

enab doun e auto unknoun

enab down e auto unknoun

enab down [ auto unknoun

enab dowun [ auto unknoun

enab down [ auto unknoun

enab down e auto unknoun

6 > To 1 Page Sue AIS4Num 10Num/Page v

Port description

Parameter

Description

Port

Port number

Status

Choose whether to close link port

Link

Status:Down or up

Priority

Set port priority, the range of 0-7

Set speed

Default auto ,choose the following modes:

full-10
half-10
auto-10
full-100
half-100
auto-100

full-1000

13
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Parameter

Actual speed

Port description

Description

full-10G

auto

The actual speed of the port

The port is described

[ Configuration example ]

To configure static routes:

1.Click Basic Setup > Port Setup

2.Configure the related parameters for port 47, Status is “enable", Priority is “1",

Set speed is

“auto", Mode is “auto”, Port description is “port 1".

3.Click Modify.

1 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51 53

*101214‘1618202224262830323436384042444548505254

S0 e g e S0 Ly [ 0 ol oL e L VR B R e fb_._i_l_l_l
S isinininisisisinintsisints OO

—f ey —3

Port

e0/0/47

Status ' enable

Link

up

Priority |1

Setspeed auto i

Actual speed

full-1000

Port description(0-128bit) |i}0r1 1

2.2 User Setup

Selecting “Basic Setup>User Setup"
of the switch and add a new user.

, in the navigation bar, you can change the login password

14
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5 Basic Setup ® User Setup

1P Setup Change Pasword:

Port Setup

DHCP

T L2 Layer Application

User Name: | admin

Old Password.

New Password:

|
|
)(Lsz characters)
l

Retype to confirm:

- I
L3 Layer Application

*  Security Application

S Network Management

Device Management
Spanning Tree Protocal

# System Management

-

[ Parameter Description]

Parameter
Username
Password

Retype to confirm
Privilege

Terminal Type

2.2.1 DHCP

New users:

User Name )((-64 characters)

Password 132 characters)

|
\
Retype to confirm: | |

Privilege: NORMAL ‘
Terminal Type: Conscle Telnet SSH Web
username Privilege Terminal
admin admin sk
Description

Input usage name

Encrypted password

Reconfirm password

Select Normal or ADMIN

Select console/Telnet /SSH/Web

Opertion

Selecting“Basic Setup>DHCP " in the navigation bar, you can configure DHCP Pool Setup, DHCP
Group Setup, DHCP Client, DHCP Snooping, DHCP Option82, DHCP Relay and DHCP Option60.

15
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DHCP Group Seiup

DHCF Ciient

DHCP Snooping

DHCP Option82

DHCP Relay

DHCP Option60

2211 DHCP Pool Setup

Selecting“Basic Setup>DHCP >DHCP Pool Setup" in the navigation bar, you can create, edit, or
delete a DHCP Pool address setup.

@ DHCP Pool Setup

@ Basic Setup
P Selup Al Address Fool | Flease select ~ ‘
Address Pool Name- [ | Lease Time l ‘ day | | hour ‘ ‘ minute
Port Setup —
Default Gateway [ | Ip Mask |
User Setup —_— —
First DNS: [ I ‘Sencondary DNS: ‘ W

DHCP
List of assignable address

Number Start Address End Address

DHCP Group Setup 0 | 1 ‘ I
DHCP Client 1 | ‘ ‘ I

g | | |
DHCP Snooping

: [ J L J
DHCP Optiong2 P | ‘ ‘ |
DHCP Relay 5 | } ‘ I
DHCP Option60 & | ‘ ‘ |

o | |

[ Parameter Description]
Parameter Description

All Address Pool Set the pool ID

Address Pool Name = Set the name of ip pool

The lease period and day can be set to three digits,
and the hour and day can be divided into two digits

Lease time

16
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Parameter

Default Gateway

Ip Mask

First DNS

Secondary DNS

Start address

End address

Description

Configure the gateway corresponding to the
address in the address pool

Set Ip Mask

DNS server address assigned to the DHCP client

Set Secondary DNS

Set Start address

End Start address

2.21.2 DHCP Group Setup

Selecting“Basic Setup>DHCP >DHCP Group Setup" in the navigation bar, you can reference the

interface configuration on the DHCP server and view the group and client to obtain the address

information.

& Basic Setup

F—

Group id: ‘ ‘

1P Setup.

Port Setup

User Setup

DHCP

DHCP Pool Selup

DHCP Client

DHCP Snooping

DHCP Option82

DHCP Relay

DHCP Option60.

L2 Layer Application

L3 Layer Application

Security Appiication

Network Management

@ DHCP Group Setup

IP address: ‘ ‘

Interface name: ‘VLAN-IH ‘

Allgroups: | Please select

/ DHCP Group Information

Interface name Group id IP address Operating

No data

v Address Information DHCP Client Got

MAG Address Port Vian Client [P Bind Flag

17
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[ Parameter Description]

Parameter Description
group id DHCP server group id
IP address DHCP server IP address

2.21.3 DHCP Client

Selecting“Basic Setup>DHCP >DHCP Client" in the navigation bar, you can set client binding
and binding entries.

§  Basic Setup @ DHCP Client
General Setup
1P Setup Dhcp Client Bind Enable @
S Unbind Assign  (8)
User Setup
o [ ¢ et |
IP Address ‘_ _|
DHCP Pool Selup = ==
MAC Address ‘ :‘ :| 1| “| l‘ 1
DHCP Group Setup —
VLAN L ‘ <1-4004 >
DHGP Snooping m o
DHCP Option82 Iindex IpAddress MacAddress VLAN Operating
DHCP Relay Mot
DHCP Option60
L2 Laver Application
L3 Layer Application
©  Security Application
Network Management
Copyright® 2001-2022 All Rights Reserved
[ Parameter Description]
Parameter Description
Dhcp Client Bind Select Enable or disable
Unbind Assign Select Enable or disable
IP Address IP address of the bound entry

18
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Parameter

MAC Address

VLAN

2.21.4 DHCP Snooping

Description

MAC address of the bound entry

VLAN bound to the entry. The value ranges
from 1 to 4094

Selecting“Basic Setup>DHCP >DHCP Snooping" in the navigation bar, you can set the mode,
DHCP Snooping, fast deletion, and DHCP server.

& Basic Setup

General Selup

1P Setup.

Port Setup

User Setup

DHCP

DHCP Pool Setup

DHCP Group Setup

DHCP Client

DHCP Optiong2

DHCP Relay

DHCP Option60

L2 Layer Application

L3 Layer Application

‘Security Application

‘Network Management

® DHCP Snooping

Index

[ Parameter Description]

Parameter

Mode

Mods | Global Mode ~ |

Dhep Snooping

Fast Remove

Dhcp Server

Index

loF
\

Ip Address

®
oo
Ip Address Operating

No data

L
MAC Address VLAN Port leaseSecs leaseSecsMore
No data
Description

Global Mode, VLAN Mode, and Port Mode are
available.

19
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Parameter Description

Dhcp Snooping Select Enable or disable

Fast Remove Select Enable or disable

Dhcp Server Set the IP address of the DHCP server
Trust Mode Select Enable or disable

Vian Id Vlan label

The value ranges from 0 to 9999. The default
value is 2048.

Max Learn Num

2.2.1.5 DHCP Option82

Selecting“Basic Setup>DHCP >DHCP Option82" in the navigation bar, you can configure
option82 mode, option field format, etc.

@ DHCP Option82

#  Basic Setup
IP Setup Mode |Gmnaande - ‘
Dhcp Optiong2 Dis
Port Setup @
Device ID avie (8) T
User Setup
Format | Normal(defaul) ~ ‘

DHCP
Information Format | hex{default) ‘

DHCP Pool Setup

DHCP Group Setup -

DHCP Client Dhcp Option82 Device ID Format Information Format Node Identifier

disable disable Normal HEX use-switch-mac
DHCP Snooping

n To 1 Page Sure Al1Num 10 Num/Page v

DHCP Relay

DHCP Option60

L2 Layer Application

% |3 Layer Application

Security Application

Network Management

anurin h¥® 20043077 All Binkhte Bacans: A

[ Parameter Description]

20
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Parameter

Mode

Dhcp Option82

Device ID

Format

Information Format

Strategy

2.21.6 DHCP Relay

Description

Global Mode, VLAN Mode, and Port Mode are
available.

Select Enable or disable

Select Enable or disable

Normal(default), User - defined format, and
Verbose are optional

hex (default),ascii format The two formats are
optional

Replace(default), Drop, and Keep are optional

Selecting“Basic Setup>DHCP >DHCP Relay" in the navigation bar, you can configure DHCP
Relay globally and on ports, and maximum number of hidden mode.

@ Basic Sehp # DHCP Relay
et i
IP Setup DHCP Relay ®
Hide Mode ®
Port Setup. ©
Max Hops 8 ‘
User Setup
DHCP
DHCF Pool Setup DHCPRelay  (8)
1 3 5 7 95 11 143 15 17 19 21 23 25 27 20 31 33 35 37 39 41 43 45 47 49 51 53
EEAE B jieiwinieininieinieiwinieinieiwinieiwiebelwodwinmin
LA RS LS LS B B 8 B B8 B B Il Bl i 0l Rt B8 0 8 B S B R D )
- 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 40 42 44 46 48 S0 52 54
DHCP Snooping
DHCF Optiong2

DHGP Opfion60

L2 Layer Application

L3 Layer Application

Security Application

Network Management

[ Parameter Description]

DHCP Relay
e8/e/1
e8/e/2
ce/0/3
€0/8/4
€0/8/5

€8/0/6

21
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Parameter Description

DHCP Relay Select Enable or disable

Hide Mode Select Enable or disable

Max Hops The value is an integer , ranging from 1 to 16

DHCP Relay Port DHCP Relay,select Enable or disable
2.21.7 DHCP Option60

Selecting“Basic Setup>DHCP >DHCP Option60" in the navigation bar, you can configure the
application interface, action, matching mode, gateway address, and server reply.

oDl

@  Basic Setup

General Setup

IP Setup

Port Setup.

User Setup

DHCP

DHCP Pool Setup

DHCP Group Setup

DHCP Client

DHGP Snooping

DHCF Optiong2

DHCP Relay

12 Layer Application

L3 Layer Application

®  Security Appiication

‘Network Management

HCP Option&0

Interface Name | VLAN-F1 |
Acton | equals |

Matching Form ‘ ascii | ‘
Gateway Address ‘7 |
Server | Piease select |

ServerReply | Pleases ~ | B

Name. Action Format Format Co__. Gateway Group 1D Backup Gr

[ Parameter Description]

Parameter

Interface Name

Action

Description

i

Serverreply  Reply Con._ Operating

Select the interface to which option60 is

applied from the created interface

Select equals or starts-with

22
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Parameter

Description

Matching Form

Select ascii or hex

Gateway Address Gateway IP Address
Server Select dhcp-serve or server-reply
Server Reply Select ascii or hex

2.3 L2 Layer Application

Choose L2 Layer Application, and the following page appears. There are "VLAN", "MAC Address
Forwarding",“Port Isolation",“ERPS Protocol",“LLDP Protocol",“Static Multicast",

“Multicast”, “Link Aggregation” and “Anti Dos Attack" configuration web pages.

&  Basic Setup

T L2 Layer Application

VLAN

MAC Address Forwarding

Port Isolation

ERFP'S Protocol

LLDF Protocol

Static Multicast

Multicast

Link Aggregation

Anti Dos Altack

L3 Layer Application

¥ Security Application

©  Network Management

Device Management

Spanning Tree Protocol

@ System Management
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2.3.1 VLAN

Selecting “L2 Layer Application>VLAN" in the navigation bar, you can configure Vlan Status,
Vlan Port, and IP Subnet Vlan.

@ Basic Setup

Sp—

VLAN Vian List |

Vian Port el ]

viD status TagPort UntagPort Operation
IP Subnet Vian

1 static ethl-ethsa

MAC Address Forwarding n To 1  Page  Swe Al1Num 10 Num/Page v
PortIsolation
ERPS Protocol
LLDP Protocol
Static Mutticast
Mutticast
Link Aggregation
Anti Dos Attack
& 13 Layer Application
& Sacurity Appiication

©  Network Management

Copyright® 2001-2022 All Rights Reserved

[ Instructions]

The traditional Ethernet is a data network communication technology basing on CSMA/CD (Carrier
Sense Multiple Access/Collision Detect) via shared communication medium. Through the
traditional Ethernet, the overfull hosts in LAN will result in serious collision, flooding broadcasts,
poor performance or even breakdown of the Internet. Though connecting the LANs through
switches can avoid the serious collision, the flooding broadcasts cannot be prevented, which will
occupy plenty of bandwidth resources, causing potential serious security problems.

A Virtual Local Area Network (VLAN) is a network topology configured according to a logical
scheme rather than the physical layout. The VLAN technology is developed for switches to control
broadcast in LANs. By creating VLANs in a physical LAN, you can divide the LAN into multiple
logical LANs, each of which has a broadcast domain of its own. Hosts in the same VLAN
communicate with one another as if they are in a LAN. However, hosts in different VLANs cannot
communicate with one another directly. Therefore, broadcast packets are limited in a VLAN. Hosts
in the same VLAN communicate with one another via Ethernet whereas hosts in different VLANs
communicate with one another through the Internet devices such as Router, the Layer3 switch,
etc.
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2.3.1.1 VLAN Status

Selecting “L2 Layer Application>VLAN>VLAN Status", in the navigation bar, you can set the
Vlan List and add VID.

@ Vian Status

% Basic Selup

© Liomman

VLAN Vian List: |

Vian Port Defete Al =

e —— viD status TagPort UntagPort Operation
1 static ethl-eths4
LU AR LY n To 1 Page Swe Al1Num 10Num/Page “ |
Port Isolation
ERPS Protocol
LLDP Protocol
Static Multicast
Multicast
Link Aggregation
Anti Dos Aftack’
[ Parameter Description]
Parameter Description

VLAN Status

Vlan List

2.3.1.2 VLAN Port

View all vlans configured in the device

Add VID

Selecting “L2 Layer Application>VLAN>VLAN Port ", in the navigation bar, you can set VLAN

port.
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® Vian P

% Basic Setup

o s+ [l 0o oo

VLAN

Vian Status

IP Subnet Vian

MAC Address Forwarding

Port Isolation

ERPS Protocol

LLDP Protocel

Static Multicast

Multicast

Anii Dos Attack

L3 Layer Application

Security Application

D Network Management

[ Parameter Description]

Please select port

9 11 13 15 17 19 21 23 35 X7 29 31 33 35 37 39 41 43 45 47 49 51 53

Il 1 o b e Bl el il Bt U Ml e Bl B o L e Bl ol Bl Bt e =l [=] [

1 - - I 4
o vie e i [ < 58 o [ o o o B i ol J o e o B e S v o e [ 80 oy o B o B o e o |
L

10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 45 48 50 52 54

=z 3

PVID: |

acceptFrameTypes ‘ Al

portMode: ‘ Hybrid

ingressFiter [

Action \ Tagged

vian st | |

Link Aggregation
= s
Port PVID acceptFrameT.. portMode TagVian UntagVian ingressFifter Operation
e8/a/1 1 Al Hybrid 1 enable [ Devete |
eB/8/2 1 Al Hybrid 1 enable @
e8/0/3 1 Al Hybrid 1 enable | Dt |
cB/0/4 1 All Hybrid 1 enable m
€8/0/5 1 Al Hybrid 1 enable | Dt |
Description

Parameter

PVID

acceptFrameTypes

Port Mode

ingresskFilter

The PVID of the port can be modified, the default port PVID is "1"

Choose the following kinds: All, Tagged only andUntagged only

Choose the following modes:

Hybrid: The port can be either a tag member or untag member in
a VLAN and can be a member port for multiple vians.

Trunk: The port can only be an tag member in a VLAN and can be
a member port for multiple vlans

Access: The port can only be a member of untag in VLAN and the
port can only be in a VLAN.

Open port filtering function. If the port settings only receive the
Tagged type of message, if the Ingress Check function is opened,
the Untagged type of message will be discarded when the port
receives the message of the untagged type of message,
otherwise it can be forwarded. The default port filtering function
opens.
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Parameter Description

Action There are three attributes: Remove, Tagged, and Untagged.

[ Instructions ]
Hybrid port to packet:

Receives a packet, judge whether there is a VLAN information: if there is no play in port PVID,
exchanged and forwarding, if have, whether the Hybrid port allows the VLAN data into: if can be
forwarded, or discarded (untag on port configuration is not considered, untag configuration only
work when to send it a message).

Hybrid port to send packet:

1. Determine the VLAN in this port attributes (disp interface can see the port to which VLAN untag,
which VLAN tag).

2. If it is untag stripping VLAN information, send again, if the tag is sent directly.

2.3.1.3 IP Subnet Vlan

Selecting“L2 Layer Application>VLAN>IP Subnet Vlan" in the navigation bar, you can set the IP
subnet Vlan priority, IP address/mask, Vlan, and priority.

@ Basic Sefup

L2 Layer Application

VLAN IP Subnet Vian Precede Enable (8) Disable

Vian Status

Vian Port e

1P AddressiMask | 0000 [f| o000

Vian | Range<1-4004>
MAC Address Forwarding —

Level 0

Port isolation

ERPS Protocol

LLDP Protocol

P Mask Vian Priority Status operation

Static Mullicast o

[ Parameter Description]

Parameter Description

IP Subnet Vlan Precede Select Enable or disable

27



User Manual

Parameter

IP Address/Mask

Vlan

Level

Description

Set the IP address and mask

Set Vlan ID. The value ranges from 1 to 4094.

Set the Vlan priority. The value ranges from 0 to 7

2.3.2 MAC Address Forwarding

Selecting “L2 Layer Application>MAC Address Forwarding" in the navigation bar, you can set
the MAC address, VID, MAC type, and port (non-blackhole MAC) .

® MAC Address Forwarding

& Basic Setup

p—

VLAN MAC Address |: :l ‘: :l . |: _| |: jH: :| ‘: j|

viD | |

MAC Type | Static MAC ‘
Port Isolation _—

port |

ERPS Protocol

LLDP Protocol
Static Multicast

index = enable macAddr vViD % port + status operation
hcast 1 yes 74:da:38:51:2d:2F 1 20/0/47 dynamic
Link Aggregation To 1 Page  Sue Al1Hum 10 Num/Page

Anti Dos Altack

[ Parameter Description]

Parameter Description

MAC Type:Static MAC,Dynamic MAC,Blackhole MAC,
MAC Type
Permanent MAC
[ Instructions ]

Blackhole MAC: If a PC's MAC address is configured on a switch to be a blackhole MAC, then the
PC's package will be discarded by the switch and not forwarded to the network.
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[ Configuration example ]
1. Click L2 Layer Application > MAC Address Forwarding.
2. MAC Address Forwarding

@ MAC Address Forwarding

D ez

MAG Address ‘_nn _H_m _|:|_33 _H_n _H_dc _|:|_aq _‘

viD) ‘ 1 ‘
MAC Type| | Static MAC ‘

F’on‘! ‘

2.3.3 Port Isolation

Selecting“L2 Layer Application>Port Isolation", in the navigation bar, you can set and delete the
forwarding port.

® Port isolation

@ Basic Setup

VLAN From Port ‘ 20/0/1

ToPort | eoroit

From Forward Port: ‘ e0/0/1 To Forward Port ‘ e0/0/1

MAC Address Forwarding

ERPS Protocol

Port Forwarding Domain Operating

LLDP Protocol

€8/8/1 ethl-ethsa  Deiete |
‘Static Multicast eo/82 ethi-ethsq [ Desete |

ee/e/3 ethl-eths4 [ Doiete |
Multicast

e8/8/4 ethl-ethss
Link Agoregation €0/6/5 ethl-ethsd B3

0/0/6 etnl-etnsd
Anti Dos Aftack e

e8/8/7 ethl-ethsa
L3 Layer Application ea/0/5 ethl-ethsa m
e e0/0/3 etni-etnsa [ Detete |

ee/e/1e ethl-eths4 3

Nefwork Management
-2 3..6 > To 1 Page Swe AIS4Num 10NumfPage v

Device Management

Spanning Tree Protocol

[3 System Management

[ Parameter Description]

Parameter Description

From Port, To Port Select the configured port range

From Forward Port,

To Forward Port Configure the forwarding port range for the selected port
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Parameter

Delete

Description

Restore the default configuration of the current port. Most

ports are forwarding ports

2.3.4 ERPS Protocol

Selecting “L2 Layer Application>ERPS Protocol", in the navigation bar, you can configure

Global ERPS status.

» ERFS Protocol

Basic Setup

L2 Layer Application # Pppy

VLAN Global ERPS status (9 sable

MAC Address Forwarding

Port Isolafion gt

LLDP Protocol

Static Multicast

Muiticast

Link Aggregation

Anti Dos Altack

L3 Layer Application

Security Application

Instance

Network Management

Device Management

Spanning Tree Protocol

System Management

[ Parameter Description]

Parameter

Global ERPS status

Instance

Meg Level

Ring Id

Protected-instance List | |

Instance | |
Meg Level | 0 |
Ring ld |

Ring Level  (®)

Control VLAN |

Ring PortD | Link Role ‘ common
Ring Port1 | Link Role ‘ common
Ring Active
Ring State MegLevel Ring RingLevel CIVLAN Protectedins RingPort0 RingPort1
No data

Enable or disable the ERPS function globally

Instance ID The value ranges from 0 to 15

The value ranges from 0 to 7

Value range: 1 to 239.

Operation
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Parameter

Control VLAN

Protected-instance List

Ring Port0

Ring Port1

Ring Active

[ Instructions]

Description

Ring level: Default primary ring

In the ERPS ring, the control VLAN is used to transmit
ERPS packets and must be set to a vlan not created on
the device

The service vlan to be protected is the vlan mapping in
the mstp instance. The value ranges from 0 to 15

The port number of the erps link

The port number of the erps link

The erps ring was enabled

An ERPS ring has only one RPL owner port, as determined by the user configuration, to prevent
loops in the ERPS ring by blocking the RPL owner port from forwarding user traffic. When the
device where the RPL owner port resides receives a fault message and learns that other nodes or
links on the ERPS ring are faulty, the device automatically releases the RPL owner port and
recovers the receiving and sending of traffic through the port to ensure that traffic is not

interrupted.

2.3.5 LLDP Protocol

Selecting“L2 Layer Application>LLDP Protocol", in the navigation bar, you can set global LLDP,
Trap, Hello-time, Hold-time, port, mode, and management address.
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 LLDP Protocol

3 Basic Setup

@ L2 Layer Application

VLAN

MAC Address Forwarding

Port Isolation

ERPS Proiocol

Static Multicast

Global Lidp: @®
Trap: Enaie (&)
Hello-time: |~ Default | 30 second (5-32768)

Hold-time: |, ~| Default | 4 second (2-10)

Muiticast

] -

3 05 7 9 M 13 15 17 19 21 23 25 27 28 31 33 35 I 39 41 43 45 47 49 51 53
Eieieiwiniwiwiwiwiwiniwi el v v wiwiwi el wiwiwiwim ||
BB SEEE P R WS S e
4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 33 40 42 44 46 43 S0 52 54

Link Aggregation
Anti Dos Altack

L3 Layer Application
Security Application

Network Management

Device Management

Spanning Tree Protocol

@  System Management

[ Parameter Description]

Parameter

Global Lidp

Trap

Hello-time

Hold-time

Port

Mode

Management Address

Mode: ‘ Tx ‘

Management Address: ‘ Vian Interface ‘

Vian i@ ‘7 ‘
&
Port Mode Management Address Neighbours
ea/e/1 RxTx 2
=8/9/2 RxTx ]
£8/0/3 RxTx ]
e8/0/4 RxTx ]
Description

Select Enable or disable

Select Enable or disable

The value ranges from 5 to 32768 seconds. The default value
is 30 seconds

The value ranges from 2 to 10 seconds. The default value is 4
seconds

You can select one or more ports at the same time

Four modes are available: Tx, Rx, TxRx, and Disable

Select Vlan interface or SuperVlan interface
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2.3.6 Static Multicast

Selecting “L2 Layer Application>Static Multicast", in the navigation bar, you can set the MAC

address, Vlan number, and port number.

® Static Multicast

@ Basic Setup

) L2 Layer Application m
VLAN MAC Address: | H H H H H ‘
MAC Address Forwarding Wienid ‘ |
Part Isolation
1 3 5 7 9 M 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51 53
COoOnOROOnoOoooDRoOnooOoOeooRoooo
R Tl 8 18 Tt 8 I8 Lo Bt L Bt B8 st Ut 08 I I8 L Ot B I Bt 18 I Il 2 )
2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 S0 52 54
LLDP Protocol
LA Index Mac Address Vian Port
Link Aggregation No data
‘Anti Dos Attack
L3 Layer Application
Security Application
Network Management
Device Management
Spanning Tree Protocol
L ‘System Management
[ Parameter Description]
Parameter Description
MAC Address Set the MAC address
Vian Id Set the Vlan Id
Port Select a static multicast port

2.3.7 Multicast

Operating

Selecting “L2 Layer Application>Multicast", in the navigation bar, you can configure IGMP

Snooping Profile and IGMP Snooping.
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® IGMP Snooping Profile

@ Basic Selup

R r— =

VLAN Profile d: |

Profile Limit: @ permit ) deny
MAC Address Forwarding -

Profile Description: |

Port Isolation

ERPS Protocol

Profile Id Profile Limit Description Operation

LLDP Protocol
Static Multicast

No data

Multicast

IGMP Snooping
Profile 10: |

Link Aggregation — =
Anti Dos Altack Start Address: | |

- End Address” I
L3 Layer Application - E—
VLAN: | |

Security Application -

< Network Management hd

Detete al ll Refresn i

Device Management. hd
Profile Id Start Address End Address VLAN Operation

2.3.7.1 IGMP Snooping Profile

Selecting “L2 Layer Application>Multicast>IGMP Snooping Profile", in the navigation bar, you
can set the configuration ID, configuration restriction, configuration description, and input format.

- ® IGMP Snooping Profile

L2 Layer Application = =3

v —

Profle Limt @) pemit () deny
MAC Adress Forwarding

Prote Desrion: |
Potioiion

ERPS Protocol

LLDP Frotocol

Profle ¢ Profle Limt Description Operation
Static Muticast

No data
Multicast
g Profile
2 vy [l ¢ et
1GMP Snooping
profiela: |

fa e moutromat | @ - |
Do Atack R ]
: — ]
L3 Layer Application R
wa | \

‘Security Application

Device Management
Profile Id Start Address End Address VLAN Operation

[ Parameter Description]

Parameter Description

Profile Id ID ranges from 1 to 128.
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Parameter

Profile Limit

Input Format

2.3.7.2

Description

Preview rules can be allowed or denied

The preview address can be an IP address or a MAC address

IGMP Snooping

Selecting “L2 Layer Application>Multicast>IGMP Snooping ", in the navigation bar, you can set

the enable, query, IGMP route port forwarding, host timeout, enable VLAN, fast leave, multicast
Vlan, maximum group limit, and filter setting ID.

@ Basic Setup

© L2 Layer Application

VLAN

MAC Address Forwarding

PortIsofation

ERPS Protocol

LLDP Protocol

‘Static Mutticast

Multicast

IGMP Srooping Profile

Link Aggregation

Anti Dos Attack

L3 Layer Application

‘Securty Appication

Network Management

Device Management

[ Parameter Description]

Parameter

Enable

Querier

IGMP Route Port Forward

Host Timeout

Fast leave

Enable VLAN: |

3 5 7 9 1 13 15 77 19 21 23 25 27 29 31 3 35 3 B 41 £ 45 7 w5 @
DR I I I R o 0o
HEE S NS S SR BEEEE RN E = E
46 3 8 2 % 3 3 3% % 2 3% 36 % 0 2 M

B 1 1 6 i % % 0 » =

Mutticast VLAN: |
MAX Group Limit: |

Profile ID: |

Description

Enable IGMP Snooping

Enable the IGMP Snooping timer query.

Enable the routing and forwarding function

The dynamic IPv6 multicast aging time is specified

Enable the quick port exit function.
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Multicast VLAN Configuring an IPv6 Multicast VLAN (1 to 4094)

MAX Group Limit: Configure the maximum number of IPv6 multicast
P ' packets that a port can learn (1024 by default).

2.3.8 Link Aggregation

Selecting “L2 Layer Application>Link Aggregation”, in the navigation bar, includes LACP and
link aggregation Settings.

® LACP

@ Basic Setup

VLAN System Priority: | 32768

Load-balance Mode: ‘ sre-mac

MAC Address Forwarding

Port isolation
=3

Group ID: ‘ T ‘

ERPS Prolocol

LLDP Protocal
Active:

Static Multicast
Ethirunk Mode: | Dynamic - |

Multicast

Link Aggregation

ESER L]

Groupld Active Static_status Enable port Sync port Aggregate ID

1
Link Aggregalion Selup

Anti Dos Attack
L3 Layer Application
Security Appiication

a
2 d:
3 d
4 d
5 disable
6 d
Network Management 7 d
8 d:

|0DG00B0A;

Device Management

2.3.81 LACP

Selecting “L2 Layer Application>Link Aggregation>LACP ", in the navigation bar, you can set

the system priority, load balancing policy, aggregation group number, and aggregation group
mode.
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System Priority: | 32768

Groupld Active Static_status Enable port Syne port Aggregate ID

disable

iR

disable

[ Parameter Description]

Parameter Description

Configure the system priority of the aggregation group. The

System Priority default priority is 32768 (priority range: 1 to 65535).

Configure the load balancing policy. The default value is
src-mac (including src-mac , dst-mac, src-dst-mac, src-ip,
dst-ip, and src-dst-ip).

Load-balance
Mode

Group ID Add a port to a specified aggregation group (T1 to T16).

Eth-trunk Mode = There are Dynamic and Static modes.

2.3.8.2 Link Aggregation Setup

Selecting “L2 Layer Application>Link Aggregation>Link Aggregation Setup", in the navigation
bar, you can set the aggregation group ID, port lacp mode, and port priority.
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@ Basic Setup

@ L2 Layer Application

VLAN

MAC Address Forwarding

Port Isolation

ERPS Protocol

LLDP Protocal

Static Multicast

Mulficast

Link Aggregation

LACP

Anti Dos Attack

L3 Layer Application

Security Application

Network Management

Device Management

# Link Aggregation Setup

Please select the port:

3 7 9 1 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51 53
QDDDDQDDBDDDDEDDDDEBEQDDDDE
LJUL_JLJUULJL_JL_JL_JLJUL_JL_JL_JUUULJLJL._JUL_JL_JEIEIEI

2 4 8 8 10 12 14 16 16 20 2 24 25 2% 30 D a4 % 45 S0 52 54

Groupio: | T1 |

PortLaco Mode: | passve - |

Port Priority

Port Group ID Port Lacp Mode Priority
20/8/1
28/8/2
€6/0/3
20/8/4
8/8/5
20/8/6
<0/2/7

26/8/8

o
g
g
g
g

[ Parameter Description]

Parameter

Group ID

Port LACP mode

Port Priority

Description

Add the port to the specified Aggregation Group ID

The LACP mode of a port can be active or passive
active mode: In active mode, the port initiates LACP negotiation.
passive mode: In passive mode, a port responds only to LACP

negotiation.

The priority ranges from 1 to 65535

2.3.9 Anti Dos Attack

Selecting “L2 Layer Application>Anti Dos Attack”, you can set the maximum load length of
ICMPv4, maximum load length of ICMPv6, minimum fragment size detection of iPv6, and

minimum tcp header length of the first fragment of a tcp packet.
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@ Basic Setup.

@ L2 Layer Application

VLAN

MAC Address Forwarding

Port Isoiation

ERPS Protacol

LLDP Protocol

‘Staic Multicast

Multicast

Link Aggregation

& L3 Layer Ap

2 Security Application -

Srcmac and dst mac equal

Srcip and dst ip equal
UDP with sport and dport equal
TCP with sport and dport equal

ICMPv4 payload maxinum length

ICMPV6 payload maxinum length

TCP control flags and sequence equal 0

TCP syn packets sport 0-1023, applies to unfragmented packets
Enable dos attack ip first fragments

Check minimunm size of ipv6 fragments

Fragmented icmp packets

TCP fragments with offset value of 1(°8)

TCP with SYN & FIN bits

TCP with FIN,URG and PSH bits,and sequence equal 0

TCP frist fragments with minimum tcp header length

[ Parameter Description]

Parameter

ICMPv4 payload maximum length

ICMPV6 payload maximum length

Check minimum size of ipv6 fragments

TCP first fragments with minimum tcp

header length

2.4 L3 Layer Application

Description

The value contains 0 to 16384 characters

The value contains 0 to 16384 characters

The fragment size ranges from 0 to 16384.

The value contains 0 to 255 characters

Choose L3 Layer Application, and the following page appears. There are "Static Route", "RIP
Setup "and “Arp Learning" configuration web pages.

& |3 Layer Application

RIP Setup

Arp Learning
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2.4.1 Static Route

Selecting “L3 Layer Application>Static Route", in the navigation bar, you can set the destination
IP address, IP mask, and next hop.

® Stalic Route

2 Basic Setup

I L2 Layer Applicalion (s Reset

% L3 Layer Application Destination IP Address | 0000 ‘
IP Subnet Mask | 0000 ‘

Gateway IP Address | 0.0.0.0 ‘
RIP Setup

Arp Leamning

‘Security Application
Index Destip Mask Nexthop Interface Operation

D Network Management
No data

2.4.2 RIP Setup

Selecting “L3 Layer Application>RIP Setup", you can set RIP Global Setup and RIP Interface
Setup.

Basic Setup © RIF Global Setup

@ o taye ppicaton
L3 Layer Application RIP Mode | Enable () Disable

Static Route

1P Address ‘

RIP Interface Setup

Arp Leaming

RIP Version (3) Enable Disable | 2 - |
v Security Application
Default Metric of Redistribute Routes ‘ Range<1-16>
D Network Management —_———
Redistribute Route Enable (&) Disable | Connected ~ |
Device Management = m
Metric ‘ Range<0-16+
Spanning Tree Protocol Aggregale Address () Enable (s) Disable | | (Network Address<e.9,35.0.0.0182)
S St Control Distribution of Default Route Enable Disable
‘Static Route ) Enable @ Disable ‘ ‘ (Network Address<e.g.,35.0.0.0/8>)
Distance ‘ Range<1-255=
Routing Table Update Timer ‘ ‘ Range<5-65535>
Routing Information Timeout Timer ‘ ‘ Range<5-65535>

Garbage Collection Timer ‘ Range<5-65635>

2.4.21 RIP Global Setup

Selecting “L3 Layer Application>RIP Setup>RIP Global Setup", you can configure RIP Mode,IP
Address,Default Metric of Redistribute Routes,Metric,Aggregate Address,Static
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Route,Distance,Routing Table Update Timer,Routing Information Timeout Timer,Garbage

Collection Tim,and so on.

Basic Setup RIP Version (8) Enable Disave | 2 ‘
e Default Metric of Redistribute Routes ‘ ‘ Range<i-16>
Redistribute Route Enable (3) Disable | Gomnectes - |
& 13 Layer Application —_
Metric. | | Range<o-t6-
Static Route — —
Aggregate Address Enable (#) Disable | | (Network Address<e.g.,35.0.0.0/8=)
RIP Setup Control Distribution of Default Route Enable Disable

RIP Interface Setup

Arp Leaming

Security Application

Network Management

Device Management ~ RIP Stalus Information

Spanning Tree Protocol

System Management
IP Address Version

s RIP Router Information

[ Parameter Description]

Parameter

RIP Mode

IP Address

RIP Version

Default Metric of Redistribute
Routes

Redistribute Route

Metric

Distance

Distance

Routing Table Update Timer

Routing Information Timeout Timer

Garbage Collection Timer

Static Route Enable (8) Disable | (Network Address<e.g.,35.0.0.0/8=)

‘ Range<1-255>
‘ Range<5-65535>

‘ Range<5-65535+

‘ Range<5-65535>

)
i)
Defauli Me... Redistribut... Control Dis.... Routing Ta... Routing Inf. Garbage C... Distance

No data

Description

Set RIP Mode Enable or Disable
Add IP Address

Set RIP Version Enable or Disable

Set Default Metric of Redistribute Routes ,ranges
from 1 to 16.

Set Redistribute Route Enable or Disable
Set Metric ranges from 1 to 16.

Set Distance ranges from 1 to 255.
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Set Routing Table Update Timer ,ranges from 5 to

Routing Table Update Timer
65535.

Routing Information Timeout = Set Routing Information Timeout Timer ,ranges from
Timer 5 to 65535.

Set Garbage Collection Timer ranges from 5 to

Garbage Collection Timer
65535.

2.4.2.2 RIP Interface Setup

Selecting“L3 Layer Application>RIP Setup>RIP Interface Setup", in the navigation bar, you can
you can configure RIP Interface Setup .

@ Basic Setup

& 13 Layer Application MDS Key Chain | |

MDS5 Key ID Range<0-255>
Static Route: Ll ‘ o

MDS Password | |
RIP Selup

RIF Global Setup

MD5 Key Chain:| Please select | @ =

MD5 Key ID MDS5 Passwore d
Ap Leaming

®  Security Application

@  Network Management

Interface | VLAN-IF1

2 Device Management

B Spanning Tree Prolocol

Send RIP Version Enavle (8

[ system Management

3 Diable |
Receive RIP Version Enavie (3) Disavle |
Authentication Mode Ensle (@) Disable |

Authentication Password | @

SpitHorizon () Enable Disable | NoP:

[ Parameter Description]

Parameter Description

MD5 Key ID Setting MD5 Key ID,range from 0 to 255.

Setting Authentication Password fill in the
Authentication Password password for simple authentication,fill in the
key name for MD5 authentication
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2.4.3 Arp Learning

Selecting “L3 Layer Application>Arp Learning", you can set the aging time, IP address, MAC

address, Vlan, and Port.

® Arp Learning

€ pasic Setup

& L3 Layer Application Age Time ‘ 20 (3-2880)minute

Static Route:

A C Reset
P soup

@ Security Application

©  Network Management bit ‘ ‘
&  Spanning Tree Protocol @ o
[ System Management P MAC Vian Port Type ‘Status Operation
192.168.2.1... 74:da:38:al:2d:... 1 erera7 dynamic REACHABLE m
Bl © 0 o swe miimum ommipage
[ Parameter Description]
Parameter Description
Age Time The aging time ranges from 3 to 2880 minutes

2.5 Security Application

Choose Security Application, and the following page appears. There are "Broadcast Storm
Control", "Time Range",“ACL" and “CoS Control" configuration web pages.

¢  Security Application

Broadcast Storm Control
Time Range
ACL

CoS Control

2.5.1 Broadcast Storm Control

-

Selecting “Security Application>Broadcast Storm Control", in the navigation bar, you can set
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broadcast, multicast, and unicast.

® Broadcast Storm Control

&  Basic Setup

L3 Layer Application

9 11 13 15 17 19 21 23 25 27 29 31 33 35 7 39 41 43 45 &7 49 5 53
RIS e Rl o S R B B e A S o B B o J e D Bl |
DDBDBDDDDDDDDDDBDDDDEQE

10 12 14 16 18 20 22 24 26 25 30 32 M 36 3B 40 42 44 46 43

Wl -
2] 0w
ol e
o] T~

¥ Security Application

Time Range
Broadcast (3) | | Kopsmutiptes:) | © oisavee
ACL — s
Multicast @ ‘ | kbps(multiples:) ‘ Disable
€os Control Unicast (3 ‘ | Kbps(muttiples:) ‘ Disable
Network Management
Device Management
il
Spaming TecBroiocol Port Broadeast Muticast Unicast
e8/8/1 disable disable disable
(3 System Management
e@/e/2 disable disable disable
ed/e/3 disable disable disable
ed/8/4 disable disable disable
e8/8/5 disable disable disable
e8/8/6 disable disable disable
e8/8/7 disable disable disable
e2/e/8 disable disable disable
ed/e/9 disable disable disable

[ Parameter Description]

Parameter Description

Broadcast Broadcast rate limit (pps (multiples: 1) /kbps (multiples: 16).
Multicast Multicast t rate limit (pps (multiples: 1) /kbps (multiples: 16).

Unicast Unicast t rate limit (pps (multiples: 1) /kbps (multiples: 16).

2.5.2 Time Range

Selecting “Security Application>Time Range", in the navigation bar, you can set the time range
name, time type, start period, and end period.
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& Basic Setup

L2 Layer Application C, Reset

Broadcast Storm Control  Time Range

& L3 Layer Application Time Range Name ‘ ‘ String Range=1-32=

‘Security Application

Broadcast Storm Control

ACL
Time list:| Please select

CoS Control

Network Management

Device Management

‘Spanning Tree Protocol

4 System Management

[ Parameter Description]

Parameter

Time Range Name

Time Type

2.5.3 ACL

Time Type ‘ absolute v ‘

Start Time ‘ ‘ year | ‘ hour

End Time ‘ ‘yaav| ‘hour

| EmEn

Absolute

No data

Description

Periodic

Name time range The value contains 1 to 32 characters.

Choose absolute time and periodic time.

Selecting “Security Application>ACL", in the navigation bar, you can set IP ACL, MAC ACL,

Hybrid ACL and Policy Rule.
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Basic Setup

L2 Layer Application

L3 Layer Application

Securily Application

Broadcast Storm Control

Time Range

MAC ACL
Hybrid ACL
Policy Rule
CoS Control
Network Management
Device Management
Spanning Tree Protocol

& System Management

2.5.31

Mame ‘ Range=1-999=
subitem | Range<0-127~

Time Range ‘ None - |
Active ‘ Permit |

IPVANG ‘ IPyd = |

Others Range<0-255>

IP Protocol (@) |nu||—v
Fragments
DSCP/Tos ‘ nul - |
Source IP AddressiMask | 0000 M 0.0.0.0 ]
Destination 1P AddressiMask \ 0000 ]l‘ 0.0.0.0 }
Index & Name + Active Type Rule

IPACL

Subltem

No data

Operation

Selecting “Security Application>ACL>IP ACL", in the navigation bar, you can set IP name,
subitem, time range, action, IPv4/v6, IP protocol, and DSCP/Tos.

Basic Setup

L2 Layer Application

L3 Layer Application

Security Application

Broadcast Storm Control

Time Range

IPACL

MAC ACL

Hybrid ACL

Policy Rule

CoS Control

Network Management

Device Management

Spanning Tree Protocal

System Management

» [PACL

Name ‘ Range<1-999~
Subitem ‘ Range=0-127>

Time Range ‘ None -

Aciive | Permit

IPUANG ‘ v -

Others [ Range=0-255>

IF Protocel  (8) ‘ nul -
Fragments
DSCPTos | nul - |
Source IP Address/Mask ‘ 0.0.0.0 ll‘l 0.0.0.0
Destination IP Address/Mask ‘ 0000 ‘!‘| 0000
index % Name < Active Type Rule

[ Parameter Description]

Subltem

No data

Parameter

Description
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Name The range of 1-999
Subitem The range of 0-127
Active Choose to permit or deny
IPv4/v6 Choose to IPv4 or IPv6

IPv4 protocols include null, gre. icmp. igmp. ipinip. ospf. tcp and udp
IP Protocol

IPv6 protocols include null. gre. icmpv6. ipinip. ospf. tcp and udp
DSCP/Tos The value can be null, DSCP, or Tos/Precedence.

2.5.3.2

MAC ACL

Selecting “Security Application>ACL>MAC ACL", in the navigation bar, you can set the name,
subitem, time range ,active, source MAC address, dest MAC address, priority, VLAN, and

Ethernet type.

& Basic Setup

L2 Layer Application

L3 Layer Application

Security Application

Broadcast Storm Control

Time Range

ACL

Hybrid ACL

Policy Rule

CoS Centrol

Network Management

Device Management

Spanning Tree Protocol

System Management

&« MAC ACL

Name |
Subitem |
Time Range | None - |

Active | Permit v |

Source MAC Address @ any

] Range=1000-1999=

\ Range=0-127=

-

HIN

Cos (8) any

Dest MAC Address (&)  any |
VLAN (@) any |

Ethemnet Type

® | any v

v J o

Index = Name = Active Type

| Range=1-4004>

Others ‘

Rule

No data

Range=0-FFFF>

Subltem Operation
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[ Parameter Description]

Parameter

Name

Subitem

Active

Source MAC Address

Dest MAC Address

Cos

VLAN

Ethernet Type

2.5.3.3

Hybrid ACL

Description

The range of 1000-1999

The range of 0-127

Choose to permit or deny

Set source MAC address

Set dest MAC address

The priority ranges from 0 to 7.

Set the VLAN. The value ranges from 1 to 4094.

The Ethernet type can be any, arp, ip, or rarp.

Selecting “ Security Application>ACL>Hybrid ACL", in the navigation bar, you can set name,
subitem, time range, active, IPv4/v6, source MAC address, dest MAC address, priority, and VLAN.

@ Basic Setup

© 12 Layer Application

& 13 Layer Application

@ securily Application

Broadeast Storm Control

Time Range

AcL

Policy Rule

Cos Control

Network Management

Device Management

‘Spanning Tree Protocol

Le  System Management

| Range<2000-2089-

Suntem | | Range<0-127>

TimeRange | None |

Active | Permit ‘

Pvaies | nu |

MAG Address | I I I | o |
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[ Parameter Description]

Parameter

Name

Subitem

Active

IPv4/v6

Source MAC Address

Dest MAC Address

Cos

VLAN

Description

The range of 2000-2999

The range of 0-127

Choose to permit or deny

Choose to IPv4 or IPv6

Set source MAC address

Set dest MAC address

The priority ranges from 0 to 7.

Set the VLAN. The value ranges from 1 to 4094.

2.5.3.4 Policy Rule

Selecting“ Security Application>ACL>Policy Rule", in the navigation bar, you can set global/port,
IP-ACL, MAC-ACL, Hybrid-ACL, active, DSCP, priority, redirect, mirror, rate limit, insert VLAN, and

rewrite VLAN.

®  Basic Setup
@ L2 Layer Application
& 13 Layer Application
@ security Application
Broadcast Storm Gontrol
Time Range
ACL
IPACL
MACACL

Hybrid ACL

CoS Control

©  Network Management

2 Device Management

B Spanning Tree Protocol

L system Management

Global: (3) Port ‘_‘ ‘ Ing
Ip-ACL | Please seiect - | Subltem: Flease select ~ |
MAG-ACL | Fioase seiect - | Subitem Flease select ~ |
Hybrid-Act | Ploase setect - | Subltem Please select = |
Active
DSCP: ( J<0-63
Priorty. |0 |
Redirect cPU: @ Port [
Mirror CPU: (8) Port | |
Rale Limit [ | koo
Insert Vian: [ <1004
Rewrite Viar [ i 14004
Index Ty Rul port Directi
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[ Parameter Description]

Parameter Description

Active Activate the configured policy

DSCP The range of 0-63

Priority The priority ranges from 0 to 7.

Redirect The value can be CPU or port. The default CPU is used
Mirror The value can be CPU or port. The default CPU is used
Rate Limit Set rate limit

Insert Vlan Insert Vlan ranges from 1 to 4094

Rewrite Vlan Rewrite Vlan ranges from 1 to 4094

2.5.4 CoS Control

Selecting “Security Application>CoS Control", in the navigation bar, you can set CoS MAP,
DSCP MAP, Port MAP, and Queue Method.

¥ Secrty Application =

Broadcast Storm Control

Time Range

ACL

CoS Map

DSCP Map

Port Map.

‘Queuing Method

2541 CoS MAP

Selecting “Security Application>CoS Control>CoS MAP", in the navigation bar, you can set
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groups, priorities, queue types, and so on.

@  Basic Setup
© L2 Layer Application

& 13 Layer Application

©  Security Appiication

Broadcast Storm Control

Time Range

DSCP Map

Port Map.

Queuing Method

©  Network Management 7

2 Device Management

B spanning Tree Protocol

L system Management

[ Parameter Description]

Parameter Description

Group Set the group number and select the group.
Priority The priority ranges from 0 to 7.

Queue Type Queue Type ranges from 0 to 7.

2.54.2 DSCP MAP

Selecting “Security Application>CoS Control>DSCP MAP", in the navigation bar, you can set
the DSCP status, group, DSCP value, and queue type.
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Basic Selup

L2 Layer Appiication

L3 Layer Application

®  Security Application

Broadcast Storm Control

Time Range

AcL

Cos Control

CoS Map

Port Map

Queting Method

Network Management

Device Management.

‘Spanning Tree Protocol

18 system Management

[ Parameter Description]

Parameter

DSCP Status

DSCP Value

Queue Type

2543

Port Map

DSCP Status Enable (8) Disable
Group ‘ 1 |
DSCP Value ‘7 7| Range<0-63>
QueueType | 0 |
Ll
DSGP Value Queue Typs
° [
T o
2 o
3 [
4 o
s [
6 [
7 [
Description

The DSCP status is enabled or disabled

DSCP Value ranges from 0 to 63.

Queue Type ranges from 0 to 7.

Selecting “Security Application>CoS Control>Port MAP", in the navigation bar, you can set
ports, groups, and mapping types.
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L3 Layer Application

@ Security Appiication

Broadcast Storm Control

CoS Control
CoS Map

DSCP Map

Queuing Method

D Network Management

2 Device Management
‘Spanning Tree Protocol

Lé  System Management

[ Parameter Description]

® Port Map

0 12 14 165 18 2 22 2

9 1 13 15 17 19 21 23 25 27 29 31 33 35 3 39 41 43 45 47 49 51 83
SURSTUSTR TSI ST ST AT ST ST ST ST T S T R I
5 5 . A A e A |

4 26 28 30 32 3 3 38 40 42 44 46 48 0 52 54

Group | 4 -

wep oo | uosones -

Port QueueMap Group
ee/0/1 1

ee/0/2
ee/o/3
ee/o0/a
0/8/5
€8/6/6
e0/0/7
ce/e/s

8/8/9

0/0/10

< I ———

CoSMap Group.

1

1
1
1
1
1
1
1
1
1

DSGPMap Group

1

Parameter

Description

Port

Select the port to be mapped

Map Type

There are QueueMap, CoSMap, and DSCPMap.

2544 Queuing Method

Selecting “Security Application>CoS Control>Queuing Method", in the navigation bar, you can

set groups and modes.

@ Basic Setup

@ Queuing Method

© L2 Layer Application C, Reset

% L3 Layer Application

¥ Securily Application

Broadcast Storm Control

Time Range

ACL

Cos Control

CoS Map

DSCP Map

Port Map

[ Parameter Description]

Group || ~‘

Mode | sp - ‘
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Parameter Description

Mode There are five modes: SP, WRR, SP+WRR, WFQ, and SP+WFQ.

2.6 Network Management

Choose Network Management, and the following page appears. There are "Bandwidth Control",
"Mirroring",“Remote Login" and “Http Status" configuration web pages.

© Network Management

Mirroring

Remote Login

Hiip Status

2.6.1 Bandwidth Control

Selecting “Network Management>Bandwidth Control", in the navigation bar, you can set the
port, Ingress Rate , and Egress Rate.

& Bandwidth Control

@ Basic Setup

T L2 Layer Application @ Setect al

13 Layer Application

3 5 7 9 M 1315 17 19 2 23 25 27 20 31 33 35 I} 39 41 43 45 47 49 51 53
IS e S e e e S e IR i RS S S S S R S S S R S S v o o o |
?ggDDDUDUDUDDDDDUUUUDUD%E%

10 12 14 16 18 20 22 24 26 28 30 32 34 36 36 40 42 44 46 48

w ] [=

Security Application

D MNetwork Management

E=
Ingress Rate ‘ (Set to disable when the value is 0)
Egress Rate ‘ (Set to disable when the value is 0)

Mirroring

Remote Login

Hiip Stalus

Device Management

Port Ingress Rate(unit-16kbps) Eqgress Rate(unit 16kbps)
Spanning Tree Protocol 20/8/1 disable disable
20/0/2 disable disable
[ system Management
€8/0/3 disable disable

[ Parameter Description]
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Parameter

Ingress Rate

Egress Rate

2.6.2 Mirroring

Description

Set the Ingress Rate. If the value is 0, set it to disable.

Set the Egress Rate. If the value is 0, set it to disable.

Selecting “Network Management>Mirroring", in the navigation bar, you can set the mirror group,
destination port, and direction.

@ Basic Setup

12 Layer Application

13 Layer Application

@ Mirroring

Please select the source port:

Security Application

9 11 13 15 17 18 21 23 25 27 29 31 33 35 37 33 41 43 45 47 49 51 53
eiwieieieivinieiewievieiv iniwiwiwieie i ]|
UULJLJLJLJ?J%%%UUUUM%%%%HDED

10 12 14 16 18 20 2 30 32 34 3% 38 48 50 52 54

Network Management

Bandwidth Conirol

Group: | 1 |
Remote Login Destination Port | |
Hitp Status Begcg ‘NL‘
Device Management
| =
‘Spanning Tree Protocol

@ System Management

[ Parameter Description]

Parameter

Group

Destination Port

Direction

direction operation

No data

Description

Select mirror group

Select any port other than the source port

Configure the direction of the mirrored packet. The direction can
be inbound, outbound, and bidirectional.

55



User Manual

2.6.3 Remote Login

Selecting “Network Management>Remote Login", in the navigation bar, you can set the remote

Settings and the maximum number of users.

® Remote Login

@  Basic Setup

& 13 Layer Application Telnet

<

MAX User Limit: | 5
¥  Security Application

©  Network Management
=

8SH

‘Banawidth Control

Mirroring

RSAKEY:

ECDSAKEY:

Hiip Status MAX User Limit: | 5

SSHPot | 22

2 Device Management

&  spanning Tree Protocol

L@ system Management

[ Parameter Description]

Parameter Description

Telnet
MAX User Limit

Setting Remote as maximum user (0~5)

SSH automatically disabled 24 hours later)

2.6.4 Http Status

Operation

Select whether to enable remote Settings(After Telnet is enabled
remotely, it is automatically disabled 24 hours later)

Select whether to enable SSH Settings(After ssh is enabled , it is

Selecting “Network Management>Http Status", in the navigation bar, you can set the Http

Status ,Port and Web Timeout.
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 Remote Login

@ Basic Setup -

L3 Layer Application - Htip Status: Hitps () Hip
Port ‘ 80 ‘
¥ Securty Application -

Web Timeout ‘ 1200 ‘(BD—SSUG)E
D Network Management = S

Bandwidth Control

[ Parameter Description]

Parameter Description

Http Status Select Http or Https

Port Setting port

Web Timeout Web Timeout ranges from 60 to 3600 seconds.

2.7 Device Management

Choose Device Management, and the following page appears. There are "Management &
Maintenance", "Diagnostic", “Syslog", "Alarm", “POE Setup", “‘PDM”, “MTU Setup",
"SLF",“SNMP"and “RMON" configuration web pages.

2 Device Management -

Diagnosfic

Syslog

Alarm

POE Setup

PDM

MTU Setup

SLF
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2.7.1 Management & Maintenance

Selecting “Device Management>Management & Maintenance", in the navigation bar, you can
set file update, file backup, and system restart.

© Basic Seup

@ L2 Layer Application  File Update
L Ao Firmware update Config update
@ Security Application

©  Network Management

>>>>>>>>>>>

[ Parameter Description]

Parameter Description

Update firmware and configuration files (optionally restart after

File Update successful update)

File Backup Back up configuration files and log files.

Restart System  There are two restart types: restart and factory Settings reset.

2.7.2 Diagnostic

Selecting “Device Management>Diagnostic", in the navigation bar, click the display button to
display the system log; Click the Clear button to clear system logs.
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@ Basic Setup

D L2 Layer Application System log
L3 Layer Application

Security Appiication

2.7.3 Syslog

Selecting “Device Management>Syslog", in the navigation bar, you can enable the log function
and the log function of the corresponding module globally, and set the log server address and log

level .

Basic Selup b

L3 Layer Application Active

Se—
¢ Security Appiication

SysusLovel [ tove0 <
Network Management

2 Device Management

Management & Mainten

index = active 1P Address Syelog Level operation

POE Setup

POM

MTU Selup

SLF

2.7.4 Alarm

Selecting “Device Management>Alarm", in the navigation bar, you can set CPU alarm, busy
threshold, busy threshold, activation, traffic overload threshold, and normal traffic threshold.
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& Basic Setup

Normal Threshold

@ Alarm

A6 18 20 22 24 %6 26 30 2 34 % 3/ 40

9 1 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51 53

ol o £ i i o8 v e ] e ) s o e [ e e £ o o o8 . Y e o e | o

=
0

AL LIS LI LI LI LA LI L L

[ e o |

45 50 52 54

Exceed Threshold

858

Normal Threshold

568

Whether to enable the CPU alarm function

Set the busy hour threshold

Set the unbusy hour threshold

L2 Layer Application
L3 Layer Application CPU Alarm: Vv
- Busy: | 90 | Miops %
Security Application
Ungusy: | 60 \ Mbps %
Network Management
Device Management
Management & Mainten
Please select the port:
Diagnostic 1 3 5 7
i o e | !
Sysiog e
Enable:
PDM
Exceed Threshold: | |
Normal Threshold: ‘ ‘
SLF
= ¥ EZEx
RMON > Port Stalus
B  Spanning Tree Protocol v oo e
[ Parameter Description]
Parameter Description
CPU Alarm
Busy
UnBusy
Enable Status On or off
Exceed Threshold

The threshold of a GE port ranges from 1 to 1000.

‘Opertion

The normal traffic threshold should be smaller than the

excessive traffic threshold

2.7.5 POE Setup

Selecting “Device Management>POE Setup", in the navigation bar, you can set POE relative

parameters.
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Basic Setup
s -
L3 Layer Applicaion ~ ~ Power Supply: | intemal powersupply |
PoverLimit | 450 |w Range<t-450-
Securty Application
Povier Consumption: | 0 |w
Network Management  + e
Device Management 4
Management & Mainten...
Please seloct the port
Dl T 3 5 7 9 N T 157192 22 42NN KT®ND BT 95w
edainsainiwininininiwininininiwin nininswsninind | ||
Sysiog [=isisispeisinpsinstuisispuaivisisiuuingeeiageg | 1 |
T 16 s 0 B W BN N B DB HBRDHEBEN RS

POE Enable: .

Port Powar Limi: | |w Range<t-30-
MTU Setup =

prionty: | Low |

SIF

standard: | EEEB023AT - |

POE Scheduiing Config: | None |

RMON -

8 Spanning Tree Protocol = 5

[ Parameter Description]

Parameter Description

Power Limit The POE power supply of a switch can be limited

Enable or disable the POE power supply for a port. The default
value is enable

POE Enable
Port Power Limit = Limit the port power

Priority The priority can be low, critical, or high. The default priority is low

The IEEE802.3AF and IEEE802.3AT modes can be configured.

Standard The default mode is IEEE802.3AT

2.7.6 PDM

Selecting “Device Management>PDM", in the navigation bar, you can set PDM relative
parameters.
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Basic Setup oo

L2 Layer Application @ Seectil

L3 Layer Appiication

Please select ihe port

Security Application

S 1 1315 U7 19 21 23 25 27 2 N B B T W 4D B T 49 515
i ieieiwivivinieieiwiniviwiniwiwiwiwiod | ] |
LIS LSS LIRS LS LS LIRS S LS LSRRI LS LS L S0 S L

10 12 14 16 18 20 22 24 26 2% 3 32 34 36 % 4 &

44 % 48 50 52 54

Network Management

Davice Management

Management & Mainten

PDM Enable:

v
Diagnostic PD IP Address: ‘
=phg Fol interval: |
Retry Count ‘
Alam
‘Waiting Time: ‘
POE Setup
Adion: | Both
MTU Setup
BLE: Port PDM Status
SNMP a/9/1 Disabled
8/9/2 Disabled
B Spanning Tree Protocol eB/0/4 Disabled
[ Parameter Description]
Parameter Description

‘s Range=10-300>

| Range<o-5-

‘s Range=30-300-

PD IP Address

0.0.0.0

0.0.0.0

8.0.0.0

0.0.0.0

Poll Interval

Retry Count

2

2
2
2

Waiting Time

%

%

90

%

Action

Botn

Botn

Botn

Botn

PDM Enable  Enable or disable the PDM for a port. The default value is enable

Poll Interval

Retry Count

Set Poll Interval ,range from 10 to 300

Set Retry Count ,range from 0 to 5

Waiting Time = Set Waiting Time ,range from 30 to 300

Action Available Both,Notify,Reboot-PD and Nothing.The default value is Both

2.7.7 MTU Setup

Selecting “Device Management>MTU Setup”, in the navigation bar, you can set MTU relative

parameters.
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® MTU Setup

&  Basic Selup

T L2 Layer Application

L3 Layer Application Please select the port.

1 3 5 7 0 1l 13 15 17 10 21 23 25 27 20 31 33 35 ¥ 30 41 43 45 47 49 51 53
Security Appiication ieieinieieielwivieiwiv e wiwiebnd el ol w e d o e v ) )
LEHZJLEJLEJUUUUUUUUUUUUUUUU%UUUDDD

44 46 48 S0 52 34

10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40

Network Management

Device Management

MTU Conig. ‘ (1522~12288)

Management & Mainten
Diagnostic
Sysiog

Alarm

Port MTU
e@/8/1 12288
POE Setup
ea/e/2 12288
PDM
e@/8/3 12288
ee/e/a 12288
e8/8/5 12288
SLF
e@/8/6 12288
SNMP v ee/e/7 12288
ea/e/8 12288
RMON -
e0/8/9 12288
8 Spanning Tree Protocol ¥ e0/8/18 12288

[ Parameter Description]

Parameter Description

MTU Config Set MTU value,range from 1522 t012288

2.7.8 SLF

Selecting” Device Management>SLF", in the navigation bar, you can set Enable or disable packet
discarding with unknown source mac addresses.
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Basic Setup

s SLF

s~ [l oo oo

L3 Layer Application

Security Appiication

Network Management

Device Management

Management & Mainten

Diagnostic

Please select the port

1 3 5 7 9 1 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51 53
ejeiwiwiwiwiwiwiniwiwiniwiwieiw winiwiw iwiwimimm|
L;JLEJL&JLJUULJUULJLZ%UUUUU%GJL&EJ%LEEE{UUCIDD

1012 14 16 18 20 2 26 28 30 32 3 46 48 50 52 54

2
b
2

= e

‘Source MAC unknown message discarded:

- E=E

Alam

POE Sefup

PDM

MTU Setup

B Spanning Tree Protocol  ~

[ Parameter Description]

Parameter

Source MAC unknown
message discarded

Delete

2.7.9 SNMP

Port Status
8/e/2 disable
8/8/3 disable
8/e/a disable
ere/s disable
8/8/6 disable
8re/7 disable
Description

Enable or disable this function

Opertion

Restore the default port Settings and disable the function of

discarding packets with unknown source mac addresses

Selecting “Device Management>SNMP", in the navigation bar, you can set global SNMP, SNMP
community, SNMP host, SNMP group, and SNMP user.
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Management & Mainten .

Diagnostic

Syslog
Alam

POE Selup
PDM

MTU Setup

SLF

SNMP Community
SNMF Host
SNMP Group
SNMP User

RMON

Spanning Tree Protocol

Ld  System Management

2.7.9.1

® SNMF Enable

Enabie: |/
Name: | Intelinet561969 ]
Contact | admin ]

Location:

‘sample sysLocation factory default ‘
Max-PacketLength: | 1000 ]Eytes
Local Engineid: ‘ 458550000000000000000000 l

Notify-type: ~ bridge abn gbnsavecig interfaces mon snmp

Remote Engineid

Remote Host IP:

udp-port

index Remote Engineid P udp port

No data

Copyright 2001-2022 All Rights Reserved

SNMP Enable

Operation

Selecting “Device Management>SNMP>SNMP Enable", in the navigation bar, you can set
whether to enable, switch system name, administrator information, switch location, maximum
packet length, local engine ID, remote engine ID, remote host IP address, and remote udp port.

Management & Mainten

Diagnostic

Syslog

Alam

POE Setup

PDM

MTU Setup

SNMP Community

SNMP Host

SNMP Group

SNMP User

RMON

® SNMP Enabie

zZ3 =3

Enable: v
Neme: | ntelinet561969 |
Contact: [ admin
Location: | _sample sysLocation factory default |
MaxPacketLength: | 1000 Jpvtes
Local Engineid: | 458550000000000000000000 |

Notify-type: bridge | |gbn | |gbnsavectg | |interfaces | |mon | |snmp

[Com
Remota Engineid: [

Remote Host IP: | \

udp-port: \ 182 ‘

index Remote Engineid 1P udp port

No data

[ Parameter Description]

Operation

Parameter

Description

Enable

Whether to enable the function.The default value is enable
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2.7.9.2

SNMP Community

Selecting “Device Management>SNMP>SNMP Community", in the navigation bar, you can set

the community name, read/write permission, and activation.

Management & Mainten. .

Diagnosfic

Syslog

Alarm

POE Setup

PDM

SLF

SNMP

'SNMP Enable

SNMP Host

‘SNMP Group

SNMP User

RMON

[ Parameter Description]

Parameter

Community

Access privilege

Activation

2.79.3

@ SNMP Communit

Communily.

Access privilege ‘ Read-only

Activation: ‘ permit

Community Name Access privilege

private Rea-wiite

public

m -

Read-only

1 Page Swe AI2Num 10 MNum/Page v

Description

activation Operation

permit

permit

Community character string, equivalent to the communication
password between the NMS and Snmp agent

The value can be Read-only or Read-write

The value can be Permit or deny

SNMP Host

Selecting “Device Management>SNMP>SNMP Host", in the navigation bar, you can set the host
IP address, version information, SNMP security name, udp port, and notification type.
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Management & Mainten .

Diagnostic

Syskg

Alam

POE Sefup

]

MTU Setup

® SNMP Host

2z =3

Host IP: |

Version: | vt - ‘

Security name: | |
udp-port: | 162 |

Notify-type: ~bridge || gbn || gbnsavecig || interfaces [..~|rmon [./|snmp [~

Delete al
SLF

SNMP

SNMP Enable

SNMP Community

SNMP Group

SNMP User

RMON

B spanning Tree Protocol

Ld  System Management

[ Parameter Description]

Parameter

Host IP

Version

P Security name udp-port Version Security Level Notify type

No data

Coovricht® 2001-2022 Al Riahts Reserved.

Description

Set the ip address of the trap host

he version can be v1, v2c, or v3

2.79.4 SNMP Group

Operation

Selecting “Device Management>SNMP>SNMP Group", in the navigation bar, you can set the

group name, security level, device context, notification view name, read access view name, and

write access view name .
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® SNMP Group

Z3 =

Group name: | |

Management & Mainten..

Diagnostic

Syslog

Securty level: | auth |

Alam
Context Name:

POE Setup Notify View-name-

[
[
oo Read View-name: |
[

Write View-name:
MTU Setup

SLF

SNMP.

group name Security level Context name Notify View-name Read View-name Write View-name Operation
BHEEERzD initial noauthpriv default value(N. iso iso iso
, initial auth default value(N iso iso iso Delete:
SNMP Community
Bl o« ¢ fc swe aizmm 0mmipage v

SNMP Host

SNMP User

RMON

&  Sspanning Tree Protocol

Le  system Management

Copyright® 2001-2022 All Rights Reserved

[ Parameter Description]

Parameter Description

Group name SNMP group name

Security level The security levels are noauthpriv, auth, and priv

2.7.9.5 SNMP User

Selecting “Device Management>SNMP>SNMP User", in the navigation bar, you can set the user
name, group name, authentication mode, encryption mode, password, and remote function.
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® SNMP User
Management & Mainten...
[ ¢ s
Diagnostic
User name: |
Group name: |
Authentication: |
POE Setup Prvacy: |
PDM Remote Enable:
MTU Selup
- =3 3
User name
SNMP
initialmd5
‘SNMP Enable initialsha

SNMP Community

SNMP Host

SNMP Group

RMON -

B8 Spanning Tree Frotocol  ~

Lé  system Management  ~

[ Parameter Description]

Parameter
User name
Authentication
Privacy

password

2.7.10 RMON

|
|
SHA | password: | |
Nene | password | |
Authentication privacy Group name
HDS nopri initial
Sha nopri initial
Noauth nopri initial

©  Sue AI3Num  10MNum/Page

Copyright® 2001-2022 All Rights Reserved.

Description

SNMP name

MD5 and SHA Specify the security level

DES encryption protocol

Remote id Operation
458550000000000000  Deiete |
458556000000000000
458556000000006000

Authentication password and Privacy password

Selecting “Device Management>RMON", in the navigation bar, you can set statistics group,
history group, event group, and alarm group.
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2 Device Management

Management & Mainten...

User name: ‘ l

Group name: ‘
Authentication: | SHA - password: ]
Privacy ‘ None - | password l

Remote Enable:

Diagnostic

Sysiog

User name Authentication privacy Group name Remole id Operation
initialmds MDS nopri initial 453550000000000800 [ Detete |
initialsha SHA nopri initial 458550086000000000 ... | Deete |
initialnone Noauth nopri initial 458550006000000000 ... E3

Bl © 1 foe oswe mizmm tommipage v
Statistics Group

History Group
Event Group
Alarm Group
8  spanning Tree Protocol

G systemManagement  ~

Conuriahte 2004-2022 All Rinhts Rasarvad

2.7.10.1 Statistics Group

Selecting “ Device Management>RMON>Statistics Group", in the navigation bar, you can set
ports, statistics groups, owners, and so on.

» Statistics Group

2 Device Management

Management & Mainten_..

Port ‘ 20/0/1 - ‘

Statistics Group ‘ Range<1-65535>
=

Diagnostic

Sysloq

POE Sefup
> Show Statistics Group Infarmation

PDM

MTU Setup "

SLF Statistics Group Port Owner Operation

No dala

History Group

Event Group

Alarm Group

[ Parameter Description]

Parameter Description
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Port Select any port on the switch.
Statistics Group The value ranges from 1 to 65535.

Owner The user sets the owner name.

2.7.10.2 History Group

Selecting “Device Management>RMON>History Group", in the navigation bar, you can set ports,
history groups, number of records, sampling intervals, owners, and so on.

® History Group

2 Device Management A

Management & Mainten...
Foi | eoon |
Diagnostic —_—
History Group ‘ | Range<1-65535>
Syslog —_—
Buckets ‘ | Range<1-65535>
Al Sample interval ‘ | (seconds) Range=1-3600=
FOE Setup Owner ‘ |
PDM
MTU Setup > History Group Information
SLF
m
i
History Group Port Buckets Sample Interval Owner Operation

RMON
No data

Statistics Group

Event Group

Alarm Group

[ Parameter Description]

Parameter Description

Port Select any port on the switch.

History Group Set the History Group.The value ranges from 1 to 65535.
Buckets Set the Buckets.The value ranges from 1 to 65535.
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Sample Interval Set the sampling interval. The value ranges from 1 to 3600 seconds.

Owner The user sets the owner name.

2.7.10.3 Event Group

Selecting “Device Management>RMON>Event Group", in the navigation bar, you can set event
groups, descriptions, event types, owners, and so on.

@ Eveni Group

2 Device Management -
Management & Mainten...
Event Group | | Range<1-65535>

Diagnostic
Description |

Event Type |N|]||g b |

Syslog

A Owner | |

POE Selup
PDM > RMON Event Log Information

MTU Setup

SLF il

Event Group Description Event Type Trap Community Owner Operation
SNMP

No data
RMON

Statistics Group

History Group

Alarm Group

& Spanning Tree Protocol

=} System Management

Copyright® 2001-2022 All Rights Reserved.

[ Parameter Description]

Parameter Description

Event Group Set the Event Group.The value ranges from 1 to 65535.

Event Type The Log, Trap, and log-trap events are available.
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2.710.4 Alarm Group

Selecting “Device Management>RMON>Alarm Group", in the navigation bar, you can set alarm
group, object ID, sampling interval, sampling type, rise threshold, rise event group, fall threshold,

fall event group, and owner.

® Alarm Group

2 Device Management  ~

Management & Mainten...
Alarm Group |
Diagnostic
Object ID |

Sampling Interval |

POE Setup Rising Threshold |
Rising Event Grouj |
PDM 9 B

Faling Threshold |
MTU Selup
Falling Event Group |

SLF
Owner |
RMON
Statistics Group: Alarm Group Object ID
History Group

Event Group

& Spanning Tree Pratocol

[ system Management

[ Parameter Description]

Parameter

Alarm Group

Object ID

Sampling Type

Rising Threshold

Rising Event Group

Sampling Type | absolute

Description

| Range<1-ss535-

| (89, 13612116 11.15.1)
| (seconds) Range<2-3600~

|

| Range<1-2147483047-

| Renge<i-gs535~

| Renge<i-2147483047~

| Range<1-65535=

Sample Type Rising Falling Last Value Owner

No daia

Copyright® 2001-2022 All Rights Reserved

Set the Alarm Group.The value ranges from 1 to 65535

The value ranges from 2 to 3600 seconds

There are two types: absolute and delta

The value ranges from 1 to 2147483647

The value ranges from 1 to 65535

w

Operation
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Falling Threshold

The value ranges from 1 to 2147483647

Falling Event Group | The value ranges from 1 to 65535

2.8 Spanning Tree Protocol

Choose Spanning Tree Protocol, and the following page appears. There are "STP Status",
"MSTP" and “STP Status" configuration web pages.

B Spanning Tree Protocol &

STP Status

STP/RSTFP

2.8.1 STP Status

Selecting “Spanning Tree Protocol>STP Status", in the navigation bar, you can set the

generated tree mode and global spanning tree state.

& Basic Setup

® STP Siatus

@ L2 Layer Application

% L3 Layer Application Spanning Tree Mode  Rapid Spanning Tree "
. Global Spanning Tree status | Enable (8) Disable
Security Application
@  Network Management
Global Spanning Tree ‘ Disable I Qur Bridge ID ‘ 32768-3009.6001.1260
Device Management
Root Bridge ID ‘ 32768-3009 b001.12b0 I Root Path Cost ‘ 0
Spanning Tree Protocol
Hello Time (second) l 2 l Max Age (second) ‘ 20
s 3 Forwarding Delay (second) l 15 l Topology Changed Times ‘ 0
MSTP
STP/RSTP
Port Active Role
4  System Management
e8/a/1 enabled Designated
€0/0/2 enabled Designated
€0/0/3 enabled Designated
€8/0/4 enabled Designated
e8/e/5 enabled Designated
€8/0/6 enabled Designated
€8/0/7 enabled Designated
e8/0/8 enabled Designated
e0/2/9 enabled Designated

State

Forwarding

Forwarding

Forwarding

Forwarding

Forwarding

Forwarding

Forwarding

Forwarding

Forwarding
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[ Parameter Description]

Parameter Description

IEEE compatible spanning tree, rapid spanning tree,

Spanning Tree Mode multiple spanning tree three modes.

Global Spanning Tree status Enable or disable the global spanning tree.

2.8.2 MSTP

Selecting “Spanning Tree Protocol>MSTP", in the navigation bar, you can set MSTP global,
MSTP instance, MSTP port, MSTP instance port and MSTP guard.

Basic Setup @ MSTP Global

oy

L3 Layer Application HelloTime: | 2 | c-1008

Security Appiication

)
matAge: | 20 |(e-4u)s
)

FwdDelay: | 15 |(47303

Network Management

Time Factor: | 3 1008

Device Management Max Hop: | 20 | 1255

Spanning Tree Protocol Revision ‘ 0 |(u-65535}

Region Name:

STP Status

MSTP

MSTP Instance

MSTP Port

MSTP Instance Port

MSTP Guard

STP/RSTP

ld  System Management

2.8.21 MSTP Global

Selecting “Spanning Tree Protocol>MSTP>MSTP Global", in the navigation bar, you can set the
sending period, maximum aging time, forwarding delay, timeout factor, maximum hop count, area
modification level, and area name.
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Basic Setup

L2 Layer Application

L3 Layer Application

Security Application

Network Management

Device Management

Spanning Tree Protocol

STP Status

MSTP

MSTP Instance

MSTP Port

MSTP Instance Port

MSTP Guard

STPIRSTP

Le  system Management

@ MSTP Global

=z =3

Hello Time: ‘ 2 ‘(pm)s

MaxAge: | 20 | @40

FudDelay: | 15 ‘(4730)3

Time Factor. | 3 ‘(IJD){;

MaxHop | 20 ‘(17255)

Revision ‘ 0 ‘(0765535)

Region Name: ‘

[ Parameter Description]

Parameter

Hello Time

Max Age

FwdDelay

Time Factor

Max Hop

Revision

Description

The value ranges from 1 to 10 seconds.

If the port does not receive any packet within this period (6-40 seconds),

the port initiates a topology change.

Port status switching time (4 to 30 seconds)

The value ranges from 1 to 10 seconds.

This parameter specifies the maximum number of hops supported by

BPDUs in the spanning tree. The value ranges from 1 to 255.

The range correction level ranges from 0 to 65535

2.8.2.2 MSTP Instance

Selecting “Spanning Tree Protocol>MSTP>MSTP Instancel”, in the navigation bar, you can set
the instance ID, bridge priority, and VLAN list.
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® MSTF Instance

& Basic Setup

aE—

% 13 Layer Application Instance: | 0 |

Bridge Priority |327sa |

¥ Security Appiication
vianLst | 1408 |
Network Management
Device Management
‘Spanning Tree Protocol
Instance Priority Vian list Operation
STP Status L) 32768 1-2094  Detete |
e 1 32768 E3
2 32768 E3
MSTP Glabal 3 32768 m
4 32768 Delete
5 32768 [ Delee |
MSTP Port
o & 32768  etete |
MSTP Instance Port 7 32768 m
8 32768 E=3
MSTP Guard
] 32768  etete |
STPIRSTP n 2 > T 1 Pae sSwe AI16Num  10Num/Page v
L¢  System Management
[ Parameter Description]
Parameter Description
Instance The value ranges from 0 to 15

Bridge Priority = Set the bridge priority. The default bridge instance priority is 32768

VLAN List The VLAN list ranges from 1 to 4094

2.8.2.3 MSTP Port

Selecting “ Spanning Tree Protocol>MSTP>MSTP Port", in the navigation bar, you can set
Enable, connection type, external path cost, port boundary mode, digest listening feature
compatible with Cisco and so on.
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@ MSTP Port

% Basic Sefup

? L2 Layer Application @ Select All

L3 Layer Application Please select the port:

3 5 7 9 11 13 15 17 18 21 23 25 27 20 31 33 35 37 39 41 43 45 47 49 51 &3
(RS O e S S S o S B S ol S i iy ol o v oy B e o i o f o |
LajLéJLﬁuuuuuuuuuuuuuuuuuuuumﬂlﬂ

0 12 14 16 18 20 22 24 26 25 30 32 34 36 38 40 42 44 45 43 S0 52 4

Security Application

Network Management

Device Management

3 =

PortEnable: |,/

Spanning Tree Prolocol

STF Status Link-Type: ‘ auto

MSTP External Cost. ‘ ‘ External Cost default value |~

PortFast ‘ autoedge

MSTP Global

config-digest-snooping
MSTP Instance

MSTP Instance Port

Port PortEnable Link-Type External Gost PoriFast config-digest-sno. Operation
MSTP Guard 0/8/1 enabled point-to-point 200000 disabled disabled
en/0/2 enabled point-to-point 200000 disabled disabled

STPRSTP

e8/0/3 enabled point-to-point 282000 disabled disabled
td System Management = e0/2/4 enabled point-to-point 200000 disabled disanled
eB/0/5 enabled point-to-point 200000 disabled disabled
€8/0/6 enabled point-to-point 200000 disabled disabled

[ Parameter Description]

Parameter Description

PortEnable Whether to enable the MSTP function

Link-Type There are three link types: auto, point-to-point, and shared

External Cost Configure port external path cost (default: 200000)

PortFast There are three modes: autoedge, disable, and edgeport

config-digest-snooping = Specifies whether the status is enabled

2.8.2.4 MSTP Instance Port

Selecting “Spanning Tree Protocol>MSTP>MSTP Instance Port", in the navigation bar, you can
set the instance number, port priority, internal path cost, etc.
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Basic Setup

12 Layer Application

1.3 Layer Application

‘Security Application

Network Management

Device Management

‘Spanning Tree Protocol

STP Status

MSTP

MSTP Global

MSTP Instance

MSTP Port

MSTP Guard

STPRSTP

Ld  system Management  ~

® MSTP Instance Port

Please select the port:

3 5 7 9 0 13 15 17 19 21 23 25 27 20 31 33 35 % 39 41 43 45 47 4 5 5
jmierdad wiw i wieri e arh erlw Berdord el e v S fev B e £ v Bl B e f e | el e
L‘JLI;JLEJU UUUULEUUUUU%L}?%%UUUDDD

Ish sl
10_12 14 16 18 20 22 24 26 28 30 32 M 44 45 a8 S0 52 54

nstance: | 0

Port Priority: ‘ 128

Intemal Cost. | |lntema| Cost default value |,/

Port Priority Internal Cost Operation
eo/a/1 128 200080 BE3
en/a/2 128 200200 E3
e0/0/3 128 200000 | et |
e8/8/4 128 200000 | Detete |
€0/0/5 128 200660 | Detete |
e0/0/6 128 200000 | et |

[ Parameter Description]

Parameter

Instance

Port Priority

Internal Cost

Description

The value ranges from 0 to 15

Set the port instance priority. The default value is 128

Configure the port internal path cost (default: 200000)

2.8.2.5 MSTP Guard

Selecting “ Spanning Tree Protocol>MSTP>MSTP Guard", in the navigation bar, you can set

Bpdu filtering, Bpdu protection, loop protection, and root protection for a port .
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Basic Setup

L2 Layer Application

L3 Layer Application

Security Application

Network Management

Device Management

Spanning Tree Protocol

STP Status

MSTP.

MSTP Global

MSTP Instance

MSTE Port

MSTP Instance Port

STPRSTP

L System Management

« MSTP Guard
Bpdu-Filter Root-Guard: | block-port |
Flap-Guard: TeProtection: |/
Max-flaps- ‘ 5 | “Tc-Protection-Threshold: | 6 ‘
Mas-flaps-time: | 10 |s Te-Frotection-Interval | 10 ‘s
Flap-Recovery: | 30 |s

Please select ihe port

1013 15 17 19 21 3 25

p

]

=
3

0 12 14 6 18 20 2 24 % 28

3 5 7 s 2 27 28 31 M 35 I W 41 4 45 4T 49 5183
(RS SN AN A W R A S S S B S S e i e 4 o o o o
B 8 B8 0 A 8 Bl Bl R I 8 08 1 0 8 108 8 S 0l S 18 IS =l =1 =
4 6 8 30 32 34 36 38 40 42 44 46 48

50 52 54

[ Parameter Description]

Parameter

Bpdu-Filter

Bpdu-Guard

root-Guard

loop-Guard

Bpdu-Guard: Bpdu-Filter:
loop-Guard: root-Guard:
Description

Select whether to enable

Select whether to enable

Select whether to enable

Select whether to enable

2.8.3 STP/RSTP

Selecting “Spanning Tree Protocol>STP/RSTP", in the navigation bar, you can set the bridging

priority, sending period, maximum aging time, forwarding delay, timeout factor, enable, priority,
path cost, link type, and boundary status.
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&  Basic Setup

& L2 Layer Application

& 13 Layer Application

Security Application

Network Management

Device Management

Spanning Tree Protocol

STP Status

MSTP.

(8 system Management

® STRRSTP

Briage Priorty | 32768 |
Hello Tme | 2 |seconds
Maxage | 20 ‘Secmms
Forwarding Delay | 15 ‘Secnnds
Time Factor | 3 | seconds
1 3 5 7 9 1 13 15 17 19 21 23 25 27 29 31 33 35 7 30 41 43 45 47 & 51 53
miwiniwivieiwieiwiniwieiwielwiefwieiwiwiedwieleim) mim
oo o o o B v v o o o o o o B o o s e e |
2 4 6 5 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 45 48 S0 52 54

Path Cost | ‘Pa\hCuleefau\l\/alue v
Link Type | auto ‘

Portfast Mode | autoedge ‘

[ Parameter Description]

Parameter

Bridge Priority

Hello Time

MAX Age

Forwarding Delay

Time Factor

Active

Priority

Path Cost

Link Type

Portfast Mode

Description

Set the bridge priority. The default bridge instance priority is 32768

The value ranges from 1 to 10 seconds

If the port does not receive any packet within this period (6-40 seconds),
the port initiates a topology change

Port status switching time (4 to 30 seconds)

The value ranges from 1 to 10 seconds

Whether the port function is enabled

Set the port instance priority. The default value is 128.

Configure port path cost (default: 200000)

The port link type can be auto, point-to-point, or shared

The port status can be autoedge, disable, or edgeport
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2.9 System Management

Choose System Management, and the following page appears. There are "Ping" and “CPU

Statistics" configuration web pages.

® Ping

= &3

Ping Type: | 1Pv4

Basic Setup

L2 Layer Application

L3 Layer Applicafion

- 2 Target Address: |
Security Application

Packet Number: | 5
Network Management

Time Out: | 1

Z  Device Management

‘Spanning Tree Protocol

Ping Information

System Management

CPU Statistics

2.9.1 Ping

)

1 (1-2147483647 )

1 Sec (1-60)

Selecting “System Management>Ping", in the navigation bar, you can set the Ping type,

destination address, number of packets, and timeout period.

® Ping

= &3

Ping Type: | 1Pv4

Basic Setup
7 L2 Layer Application

L3 Layer Applicafion

- 2 Target Address: |
Security Application

Packet Number: | 5
Network Management

Time Out: | 1

Device Management

‘Spanning Tree Protocol

Ping Information

System Management

CPU Statistics

[ Parameter Description]

Parameter Description

The value is IPv4 or IPv6.

Ping Type

Target Address

)

1 (1-2147483647 )

1 Sec (1-60)

The Ping destination address is specified
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Packet Number The value ranges from 1 to 2147483647.

Time Out The value ranges from 1 to 60 seconds.

2.9.2 CPU Statistics

Selecting “System Management>CPU Statistics", in the navigation bar, you can check the CPU
idle rate to learn the data packets, broadcast, multicast, unicast, and byte information of each port.

Basic Setup ® CPU Statistics
L2 Layer Application C Reset
L3 Layer Application Watch Dog Status: (@) Disable Enable

CPUBusy Threshold: | 90 [%

‘Security Application

Network Management

CPUIde: | 39% |

Device Management
Spanning Tree Protocol m il
Port. Packets Broadc. Multicasts Unicasts 648 1288 2568 5128 10248 20488 20480ver
‘System Management
Png. ©0/8/2 [ [} e ] [} ° ° e ) ° 8
€B/8/6 L] a L] e 8 ] L L] ] o ]
€8/0/8 e ] @ e -] ] @ 1] ] 1] e
Bl: -5 >% 1 Puc swe AISHNm 10Num/Page v
[ Parameter Description]
Parameter Description

Watch Dog Status Select Enable or disable

CPU Busy Threshold = Set CPU Busy Threshold

Step 7. End
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