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1 Product Introduction

The product name prefix of KPS/KGW indicates the product category. KPS series includes
industrial serial server products and KGW series includes industrial intelligent gateway products. This
document applies to the following series of products:

KPS/KGW310XA&320XA series;

KPS/KGW3224A series;

KGW3204A 4G series;

KPS/KGW320xA-232-485-422 series

1.1 Brief

1.1.1KPS/KGW310X&320XA Series
KPS/KGW 310XA-320XA series is an industrial gateway product based on Linux system

architecture and ARM9 processor, which is mainly used to connect serial devices to Ethernet, read
serial device data through the network and remotely control serial devices.

This series can be divided into RS-232 and RS-485 serial communication modes. RS-485
provides 120Q switchable terminal resistance, which is convenient to reduce signal reflection and can
effectively improve the stability and reliability of RS-485 serial communication.

Series products include the following models:

» KPS3101A-E-1T1D-232-L17 KPS3101A-E-1T1D-485-L17
» KPS3102A-E-1T2D-232-L17 KPS3102A-E-1T2D-485-L17
» KPS3204A-E-2T4D-232-L17 KPS3204A-E-2T4D-485-L17
» KPS3208A-E-2T8D-232-L17 KPS3208A-E-2T8D-485-L17
» KGW3101A-E-1T1D-232-L17 KGW3101A-E-1T1D-485-L17
» KGW3102A-E-1T2D-232-L17 KGW3102A-E-1T2D-485-L17
» KGW3204A-E-2T4D-232-L17 KGW3204A-E-2T4D-485-L17
» KGW3208A-E-2T8D-232-L17 KGW3208A-E-2T8D-485-L17



Figure 1: KPS/KGW 3102A, KPS/KGW3204A and KPS/KGW3208A RS-485 Physical Drawing
1.1.2KPS/KGW3224A Series
KPS3224A/KGW3224A series is an industrial-grade high-performance 24-port rack product

based on Linux system architecture and 4-core A53 processor, which is mainly used for the conversion
of communication protocols. Through data collection, storage and control, online real-time monitoring
and remote control can be realized, and it can be used as the terminal equipment of industrial Internet
platform. The equipment can meet the needs of communication protocol conversion in different
industrial applications, and is suitable for smart cities, smart transportation, smart power and other
fields.

It can be set to three serial communication modes: RS-232, RS-485 and RS422. The RS-485 serial
interface of this series of equipment provides a switchable terminal resistance of 120€2, which is
convenient to reduce signal reflection and can effectively improve the stability and reliability of RS-
485 serial communication.

Series products include the following models:

» KPS3224A-2T24D-HV

» KPS3224A-2T24D-HV-HV

» KGW3224A-2T24D-HV

» KGW3224A-2T24D-HV-HV



Figure 2: KPS 3224a/KGW 3224a Physical Drawing of Front Panel

Figure 3: KPS 3224a/KGW 3224a Physical Drawing of Back Panel



1.1.3KGW3204A-4G Series

KGW3204A-4G wireless gateway is an industrial-grade 4G wireless gateway based on Linux
system architecture, which is mainly used for the conversion of communication protocols. Through
data collection, storage and control, it can realize online real-time monitoring and remote control, and
can be used as the terminal equipment of industrial Internet platform.

4G wireless gateway can support RS-232, RS-485 and RS-422 serial communication modes. Two
Ethernet interfaces and one 4G are provided to meet the requirements of wired and wireless
communication. Providing a switchable terminal resistance of 120Q2 is convenient to reduce signal
reflection and can effectively improve the stability and reliability of serial communication.

Series products include the following models:

» KGW3204A-2T4D-232/485-4G-L17

Figure 4: KGW 3204a-2t4d-232/485-4g-L17 Physical Drawing
1.1.4KPS3x0xAL Series

KPS3x0xAL series is an industrial gateway product based on Linux system architecture and
ARMDO processor, which is mainly used to connect serial devices to Ethernet, read serial device data
through the network and remotely control serial devices.

This serial server supports TCP Client, TCP Server, and UDP network communication modes,
supports transparent transmission and Modbus RTU data transmission protocol, and supports SSH
Mode transparent transmission mode.

Series products include the following models:



> KPS3102AL-1T4D-485-L5
> KPS3204AL-2T4D-485-L5

Figure 5: KPS3204AL-2T4D-485-L5 Physical Drawing

1.1.5KPS/KGW320xA-232-485-422 Series

The KPS/KGW320xA-232-485-422 series is an industrial-grade gateway product based on

the Linux system architecture and ARM9 processor. It is mainly used to connect serial devi

ces to Ethernet, and can read serial device data and remotely control serial devices through t
he network.

This serial server supports TCP Client, TCP Server, and UDP network communication m
odes, supports transparent transmission and Modbus RTU data transmission protocol, and sup
ports SSH Mode transparent transmission mode.

This series of products uses a three-in-one serial interface, which can switch between R
S-232/RS-485/RS-422 through software. It provides a switchable termination resistor of 1204,

which helps to reduce signal reflection and effectively improve the stability and reliability o
f serial communication.

Series products include the following models:

> KPS3204A-2T4D-232/485/422-L17-L17

> KPS3208A-2T8D-232/485/422-L17-L17



> KGW3204A-2T4D-232/485/422-L.17-L17
> KGW3208A-2T8D-232/485/422-L.17-L17

KYPLAND

Figure 6: KPS/KGW320xA -2TxD-232/485/422-L.17-L17 Physical Drawing

1.2 Product Features

Data transmission:

Transmission protocol:

Routing:

Security function:

Device management:

Support Socket operation mode, including TCP Server, TCP Client
and UDP.

KPS series supports transparent transmission and Modbus RTU
data transmission protocol;

KGW series additionally supports Modbus, OPC UA, DNP,
IEC101, IEC103, IEC104, IEC61850, DL/T645-1997, DL/T645-
2007 and Siemens S7 data transmission protocols, and supports
advanced application-script calculation.

Support static routing.

Support SSH, MAC address binding, user classification,
AES\DES\3DES data encryption.

Support Web management (HTTP/HTTPS)

Support KyCMT integrated debugging management tools

(equipment search, IP address configuration and other functions)



Support KyPMT integrated configuration tool (EDPS protocol

engineering configuration)

Support ICMP control message

Support SNMP v2c¢

Support SNMP Trap

Support ARP, DNS, DHCP Client.
Equipment maintenance:  Support upgrading through WEB software.

Support FTP, TFTP and Syslog.

Support SMTP mail alarm

Support device alarm indicator light

Support breakpoint reconnection

Support telnet management

Clock characteristics: Support NTPv3 Client.

2 Specification Parameters and Pin Definition

2.1 Power Source Pin

Table 1 Power Information

KPS3101A: 1.0W
KGW3101A: 2.0W
KPS3102A: 1.0W
KPS/KGW3x0xA 24V DC 2-core plug-in | KGW3102A: 2.0W J
series (12-48V DC) type KPS3204A: 1.5W
KGW3204A:2.0W
KPS3208A: 1.6W
KGW3208A: 3.0W
KPS/KGW3224A 3-core plug-in
) 220V AC 15.0W AC
series type
24V DC 2-core plug-in
KGW3204A 4G series 8.0W v
(12-48V DC) type
24V DC 2-core plug-in
KPS3x0xAL series 1.5W \
(9-36V DC) type
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KPS/KGW320xA- 24V DC 2-core plug-in
232-485-422 series (12-48V DC) type
KPS/KGW3x0xA series , KGW3204A-4G series and KPS3x0XAL series and KPS/KGW320xA-

3W ~

232-485-422 series use a 2-core plug-in terminal to connect to the power supply. The equipment has
anti-reverse connection protection, and the line sequence is subject to the mask screen printing
instructions.

Table 2 Definition of Power Interface

Power | Pin Description
V+ Power suppl

PWR pply
V- Power supply

KPS/KGW3224A series rack serial server uses two 3-core plug-in terminals to connect to the
power supply.

Table 3 Definition of Power Interface

Power | Pin Description
-/N Zero curve

PWR +/L Live wire
GND Earth wire

KPS/KGW32x4A-232-485-422 series three-in- one serial port server uses a 5-core plug-in
terminal to connect to the power supply.

Table 4 Definition of Power Interface

Power | Pin Description
-/N Power supply

PWR1 +/L Power supply
GND Earth wire

PWR2 -/IN Power supply
+/L Power supply

11



2.2 Serial Interface

2.2.1 RS-485 terminal resistance

Table 5 Resistance Information

Products 120Q2 terminal resistance setting mode
KPS/KGW3x0xA series DIP switch
KPS/KGW3224A series WEB page configuration

KGW3204A 4G series DIP switch
KPS3x0xAL series WEB page configuration
KPS/KGW320xA-232-
DIP switch
485-422 series

When using RS-485 transmission mode in complex industrial environment, it may be necessary
to increase the terminal resistance to reduce the signal interference caused by serial signal reflection;

DIP switch is set with 120€Q terminal resistance: ID n of DIP switch corresponds to serial port Sn
respectively. When dip switch No. N is turned ON, the terminal resistance of Sn serial port is enabled;
When dip switch No. N is turned OFF, the terminal resistance of Sn serial port is not enabled; The
termination resistor is not enabled by default.

WEB page setting 120Q2 terminal resistance: When the serial terminal resistance of the serial
server-additional configuration page is set to ON, the terminal resistance of the serial port is enabled;
When set to OFF, the terminal resistance of the serial port is not enabled; The device does not enable
the termination resistor by default.

The KPS/KGW320xA-232-485-422 device DIP switch pull-up and pull-down resistor
definitions: each serial port contains a set of DIP switches, and each set of DIP switches contains

three sub-DIP switches, as shown in the figure below:

Figure 7 KPS/KGW3204A-2T4D-232/485/422-L17-L17 DIP switch Physical Drawing
Sub-DIP switch 1:

RS485 pull-up resistor value for A-line to isolated power supply positive pole: Pull High
ON: 5009 OFF: 1KQ
Sub-DIP switch 2:

12



RS485 pull-down resistor value for B-line to isolated power supply ground: Pull Low
ON: 500 OFF: 1KQ
Sub-DIP switch 3:

RS485 matching resistor value between A and B lines: Terminator

ON: 120Q  OFF: ---

2.2.2 Serial interface pin definition
2.2.2.1 KPS/KGW310XA&320XA
According to different product models, serial ports can be divided into RS-232 type and RS-485

type, and each type of gateway only supports one communication mode of serial interface.

Table 6 Definition of KPS/KGW 3101a Terminal

Pin | Serial | RS-232 RS-485
number

GND GND GND

Bl SI | RxD Data-(B)

Al TxD Data+(A)

Table 7 Definition of KPS/KGW 3102a Terminal

Pin | Serial | RS-232 RS-485
number

GND GND GND

Bl SI | RxD Data-(B)

Al TxD Data+(A)

GND GND GND

B2 S2 | RxD Data-(B)

A2 TxD Data+(A)
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Table 8 Definition of KPS/KGW 3204a Terminal

Pin | Serial | RS-232 RS-485
number

GND GND GND

B1 S1 | RxD Data-(B)

A1 TxD Data+(A)

GND GND GND

B2 S2 | RxD Data-(B)

A2 TxD Data+(A)

B3 RxD Data-(B)

A3 S3 | TxD Data+(A)

GND GND GND

B4 RxD Data-(B)

A4 S4 | TxD Data+(A)

GND GND GND

Table 9 Definition of KPS/KGW 3208a Terminal

Pin | Serial | RS-232 RS-485
number

GND GND GND

B1 S1 | RxD Data-(B)

A1 TxD Data+(A)

GND GND GND

B2 S2 | RxD Data-(B)

A2 TxD Data+(A)

B3 RxD Data-(B)

A3 S3 | TxD Data+(A)

GND GND GND

B4 RxD Data-(B)

A4 S4 | TxD Data+(A)

GND GND GND
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GND GND GND

B5 S5 | RxD Data-(B)

A5 TxD Data+(A)
GND GND GND

B6 S6 | RxD Data-(B)

A6 TxD Data+(A)
B7 RxD Data-(B)

A7 S7 | TxD Data+(A)
GND GND GND

B8 RxD Data-(B)

A8 S8 | TxD Data+(A)
GND GND GND

2.2.2.2 KPS/KGW3224A

The serial ports of this series can be divided into RS-232 type, RS-485 type and RS-422 type, and
each serial port only supports one communication mode of serial interface. According to the additional

configuration of page serial port-serial port mode configuration item, RS-485 terminal can be

configured as RS-422 terminal.

Table 10 Definition of KPS 3224a/KGW 3224a RS-485 Terminal

Pin Serial RS-232 RS422 RS-485
number
GND - GND GND
B1 S1 - TxD1- B1
A1 - TxD1+ A1
GND - GND GND
B2 S2 - RxD1- B2
A2 - RxD1+ A2
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GND GND GND
B3 S3 TxD2- B3
A3 TxD2+ A3

GND GND GND
B4 S4 RxD2- B4
A4 RxD2+ A4

GND GND GND
BS S5 RxD3- B5
A5 RxD3+ A5

GND GND GND
B6 S6 RxD3- B6
A6 RxD3+ A6

GND GND GND
B7 S7 RxDA4- B7
A7 RxD4+ A7

GND GND GND
B8 S8 RxD4- B8
A8 RxD4+ A8

GND GND GND
B9 S9 TxD5- B9
A9 TxD5+ A9

GND GND GND
B10 S10 TxD5- B10

A10 TxD5+ A10

GND GND GND
B11 S11 TxD6- B11

A11 TxD6+ A11

GND GND GND
B12 S12 TxD6- B12

A12 TxD6+ A12

GND GND GND
B13 S13 RxD7- B13

A13 RxD7+ A13
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GND - GND GND
B14 S14 - RxD7- B14
Al14 - RxD7+ Al14

GND - GND GND
B15 S15 - RxD8- B15
A15 - RxD8+ A15

GND - GND GND
B16 S16 - RxD8- B16
A16 - RxD8+ A16

Table 11 Definition of KPS 3224a/KGW 3224a RS-232 Terminal
Pin Serial RS-232 RS422 RS-485
number

GND GND - -
RX1 S1 Rx1 - -
™1 Tx1 - -

GND GND - -
RX2 S2 Rx2 - -
TX2 Tx2 - -

GND GND - -
RX3 S3 Rx3 - -
TX3 Tx3 - -

GND GND - -
RX4 S4 Rx4 - -
TX4 Tx4 - -

GND GND - -
RX5 S5 Rx5 - -
TX5 Tx5 - -

GND GND - -
RX6 S6 Rx6 - -
TX6 Tx6 - -

GND GND - -
RX7 S7 Rx7 - -
TX7 Tx7 - -
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GND GND - -
RX8 S8 Rx8 - -
TX8 Tx8 - -

2.2.2.3 KGW3204A-2T4D-232/485-4G-L17

The serial ports of this series can be divided into RS-232, RS-485 and RS-422, and each serial
port only supports one of the communication modes of serial interfaces. According to the settings of

serial port server-serial interface, RS-485 terminal can be configured as RS-422 terminal.

Table 12 Definition of KGW3204a-2t4d-232/485-4g-L17 Terminal

Pin Serial RS-485 RS-232 RS-422
number
GND GND - -
A1 S1 Data+(A) - -
B1 Data-(B) - -
GND GND - -
A2 S2 Data+(A) - -
B2 Data-(B) - -
GND GND GND GND
A3 S3 Data+(A) TxD TxD+
B3 Data-(B) RxD TxD-
GND GND GND GND
A4 S4 Data+(A) TxD RxD+
B4 Data-(B) RxD RxD-

2.2.2.4 KPS310XAL&320XAL

The serial port of this series is RS-485 type. According to the additional configuration of the page
serial port - serial port mode configuration item, the RS-485 type terminal block can be configured for

use as the RS-422 type terminal block.

18



Table 13 Definition of KPS3102AL Terminal

Pin Serial RS-485 RS-422
numbe
GND GND GND
A1 S1 Data+(A) TxD1+
B1 Data-(B) TxD1-
A2 Data+(A) RxD1+
B2 S2 Data-(B) RxD1-
GND GND GND

Table 14 Definition of KPS3204AL Terminal

Pin Serial RS-485 RS-422
number
GND GND GND
A1 S1 Data+(A) TxD1+
B1 Data-(B) TxD1-
A2 Data+(A) RxD1+
B2 S2 Data-(B) RxD1-
GND GND GND
GND GND GND
A3 S3 Data+(A) TxD2+
B3 Data-(B) TxD2-
A4 Data+(A) RxD2+
B4 S4 Data-(B) RxD2-
GND GND GND

2.2.2.5 KPS/KGW 3204A-2T4D-232/485/422-L17-L17

The serial ports of this series use standard DB9 male interface,which can be switched between

19




RS-232. RS-485 and RS-422 modes through software.

Table 15 Definition of KPS/KGW3204A-2T4D-232/485/422-1.17-L17 Terminal

Serial number RS-485 | RS-232| RS-422
NC NC TxD-
NC RxD TxD+
S1/S2/S3/S4| Data+(A) TxD RxD+
Data-(B) NC RxD-
GND GND GND

Al b WO N| -

2.3 Network Port

Table 16 Network Interface Information
Products Network interface

KPS/KGW310XA: 1x10/100Mbps

KPS/KGW3x0xA series
KPS/KGW320XA: 2x10/100Mbps
KPS/KGW3224A series 2 x 10/100Mbps
KGW3204A 4G series 2 x 10/100Mbps
KPS3102AL: 1x10/100Mbps
KPS3x0xAL series

KPS3204AL: 2x10/100Mbps
KPS/KGW320xA-232- | KPS/KGW3204A: 2x10/100Mbps

485-422 series KPS/KGW3208A: 2x10/100Mbps

When working normally, you can directly connect the equipment to the network by using the
network cable. When initialization and fault detection are needed, it can be directly connected to the
PC through the network cable. When the equipment is running, the network port indicator lights up,
so it can be judged whether it has been connected to the network and the rate of access to the network.

Users can change the IP address of the network port, but the MAC address cannot be changed.

If you want to connect multiple devices to the network side, the external network device must
keep the same network segment as the network port of the device, and there is no IP and MAC address
conflict.

The port pins are defined as follows:
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2.4 Light emitting diode

Table 17 Definition of Network Ports

Pin MDI-X signal | MDI signal

1 Rx+ Tx+

2 Rx- Tx-

3 Tx+ Rx+

6 Tx- Rx-

4-5 to be defined to be defined
7-8 to be defined to be defined

Table 18 LED Indicators

Reset

Green

Flashing: the Reset button is pressed for more than 3 seconds.

On: Press the Reset button for less than 3 seconds.

Off: the Reset button is not pressed.

Power

QGreen

Always on: the input power supply is connected normally and

the equipment is running normally.

Off: the input power supply is not connected or abnormal.

PWRI1

QGreen

On: power on

Off: No electricity.

PWR2

Green

On: power on

Off: No electricity.

Run

Green

Always on: the serial server is starting.

Flash: The frequency is about once every second, and the

system is running normally.

Flash (no Reset indicator):
When the reset key is pressed (for 3-10 seconds), the system

will return to the factory settings.

Off: the main state is abnormal or not powered on.

4G

Green

On: the port has established a valid network connection.

Flash: There is network activity on the port.
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Off: the port has not established a valid network connection.

Flash: The frequency is about 2 times per second, and the

system crashes or runs abnormally.

Alarm Green/Red | Off: the system is normal
Always on: KGW series non-agreement project
KPS serial port is not started.
On: the port has established a valid network connection.
Link/ACT Green Flash: There is network activity on the port.
Off: the port has not established a valid network connection.
On: 100M working state (i.e. 100Base-TX).
Speed Green
Off: 10M working state (i.e. 10Base-TX)
On: the port has established a valid network connection.
RJ45
' Green Flash: There is network activity on the port.
(Link/ACT)
Off: the port has not established a valid network connection.
RJ45 On: 100M working state (i.e. 100Base-TX).
Yellow
(10/100M) Off: 10M working state (i.e. 10Base-TX)
Flash: serial port n has data signal to send.
Tx-n Green
Off: serial port n has no data transmission.
Flash: serial port n has data signal reception.
Rx-n Green

Off: serial port n has no data transmission.

Note: The value of n in the above table is serial number of serial port, such as Tx1 for

serial port 1.
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Figure 8 Line Diagram of KPS/kg w3x0xa Series Indicator Panel (taking KPS3208A as an example)
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Figure 9 Line Diagram of KPS/kgw3224a Indicator Panel

Note: KPS/KGW3224A series equipment supports configuring RS48S5 serial port in RS422

mode. When the RS-422 serial port N is enabled, the RX 2n indicator will always be on,

indicating that the RS-422 serial port N has been turned on. At this time, RX/TX(2n-1) is the

serial port indicator of RS-422 port n.
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Figure 10 KGW3204A-4G Series Indicator Panel Line Diagram
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Figure 11 Line Diagram of KPS3204AL Indicator Panel
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Figure 12 KPS3204A-2T4D-232/485/422-1.17-L17 Series Indicator Panel Line Diagram

2.5 Console Interface

Note: Console interface is applicable to KPS/ KGW3224A. KPS/KGW320xA-232-485-422.
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Table 19 Definition of Console Port

Pin MDI-X signal MDI signal

1 to be defined to be defined
2 Tx Tx

3 Rx Rx

4 to be defined to be defined
5 GND GND

6-8 to be defined to be defined

Note: The KPS3204A-2T4D-232/485/422-L17-L17 device supports debugging serial port

identity authentication function.The default login username is “root” and the login password is

“ky.yc.18”".
2.64G Module

Note: 4G module is suitable for KGW3204A-4G. The domestic version uses EC200A-CN

module, and the global version uses EG25-G module.

2.6.1 EC200A-CN Mini Pcle

Table 20 RF Parameters of EC 200a-CN Mini PCLE

Network standard Frequency band Max downlink| Max uplink
LTE-FDD B1/ B3/ B5/ B8 150 50
LTE-TDD B34/ B38/ B39/B40/ B41 130 30
WCDMA B1/B5/ B8 384 384

Table 21 Emission Power of EC 200a-CN Mini PCLE
Network standard Maximum power value
EGSM900 33dBm+2dB
DCS1800 30dBm+2dB
WCDMA 24dBm+1/-3db
LTE-FDD 23dBm+2dB
LTE-TDD 23dBm+2dB

2.6.2 EG25-G Mini PCle

Table 22 RF Parameters of EG25-G Mini PCLE

Network standard

Frequency band

Max downlink | Max uplink

LTE-FDD

B1/ B2/ B3/ B4/ BS5/ B7/ B8/ B12/
B13/B18/ B19/ B20/ B25/ B26/ B28

150 50
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LTE-TDD B38/ B39/B40/ B41 130 30
WCDMA B1/B2/ B4/ B5/ B6/ B8/ B19 384 384
296 236.8
GSM B2/ B3/ B5/ B8
107 85.6

Table 23 Emission Power of EC 200a-CN Mini PCLE

EGSM900 33dBm+2dB
DCS1800 30dBm+2dB
WCDMA 24dBm+1/-3db
LTE-FDD 23dBm+2dB
LTE-TDD 23dBm+2dB

3 Hardware Characteristics

3.1 Network Interface

Table 24 Network Interface Parameters

KPS/KGW310X KPS3102AL: | KPS/KGW3
Number of
A:l 1 204A:2
network 2 2
. KPS/KGW320X KPS3204AL: | KPS/KGW3
interfaces
A:2. 2. 208A:2
R 10/100Mbps, 10/100Mbps, 10/100Mbps, | 10/100Mbps, | 10/100Mbp
ate
adaptive adaptive adaptive adaptive s, adaptive
Connector RJ45 RJ45 RJ45 RJ45 RJ45
4G None None 1 road None None
Air 15kV, Air 15 kV, Air 8 kV, Air 8 kV,
Air 8 kV, contact
ESD _ contact 8 kV contact 8 kV | contact 6 kV | contact 6kV
) 6 kV electrostatic ) _ _ _
protection _ electrostatic electrostatic electrostatic | electrostatic
protection ) ) ) )
protection protection protection protection
Isolation Built-in Built-in
) Built-in 1.5KV Built-in 1.5KV | Built-in 1.5KV
protection 1.5KV 1.5KV

Note: it is recommended to use shielded wire for network interface wiring to improve anti-




interference ability.

3.2 Serial Interface

Table 25 Serial Interface Parameters

KPS/KGW KPS/KGW3204
3101a: 1 A4
Number KPS/KGW KPS3102AL: | KPS/KGW3208
of serial 3202a: 2 Y A 2 A:8
orfaces KPS/KGW KPS3204AL:
3204a: 4 4.
KPS/KGW
3208a: 8.
RS-232/RS-485 8 RS-232 models | 2 RS485, | The RS-485 Switching
product models and 16 RS-485 2 model canbe | between RS-
Serial are available. models (8 RS- RS232/RS | configured as | 232. RS-485
port type 422 models can 485 or 1 RS-422 and RS-422
be configured). RS422. through
software
Connector Terminal Terminal Terminal Terminal Terminal
DIP Enable/disable No DIP switch, | Enable/dis No DIP DIP switch,
switch the 120Q2 controlled by able the switch, Enable/disable
terminal software 120Q controlled by the 120Q2
resistance of RS- terminal software terminal
485 equipment. resistance resistance of
of RS-485 RS-485
equipment equipment.
EMC Emc level 3 b Emc level 4 b Emc level | Emclevel 3b | Emclevel 3 b
4b
Isolation Built-in 3KV Built-in 3KV Built-in None Built-in 2KV
protection 3KV

26



Note: Shielded wires are recommended for serial interface wiring to improve anti-interference
ability.

3.3 Serial Communication Parameters

Table 26 Serial Communication Parameters

data bit 5. 6. 7+ 8
Sto
> 1. 2
position
Check
None. Even. Odd

Digit

50, 75, 110, 134, 150, 200, 300, 600, 1200, 1800, 2400, 4800, 9600, 19200, 38400,
57600, 115200, 230400, Customize (nonstandard baud rate)

Baud rate Note: The KPS/KGW3224A series does not support baud rates of 50. 75.

134, 150 or 200.A baud rate of 230400 is only applicable to RS-485 13-16 and
RS-422 7-8
3.4 Button

Reset: Within 3S of short press, the equipment will be restarted without restoring the factory
settings; Long press 3S-10S to restore the factory settings; For more than 10S, do nothing.
3.5 Environmental Conditions
Working temperature:-40°C ~ 75°C
Storage temperature:-40°C ~ 85°C
Relative humidity: 5 ~ 95% without condensation.

Cooling mode: natural cooling, no fan.

3.6 Micro SD
KPS\KGW3224A and KGW3204A-2T4D-232/485-4G-LL17 series support Micro SD card

expansion.

Support SDIO3.0 standard
3.7SIM card
KGW3204A-2T4D-232/485-4G-L17 series supports SIM cards.

Micro card: Size 12mm*15mm
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Domestic version support: Mobile, Telecom and Unicom.

Global version:

Operator certification: Deutsche Telekom (Europe), Verizon/AT&T/U.S. Cellular (USA),

Telus/Rogers* (Canada)
Compulsory/conformity certification: GCF (global), CE (Europe), UKCA (United
Kingdom), PTCRB (North America), FCC (United States), IC (Canada), Anatel (Brazil),
IFETEL (Mexico), KC (Korea), NCC (China), JATE/TELEC (Japan), RCM (Australia &
New Zealand), ICASA (South Africa).

4 Software Function
The device has a Web management configuration page, which can be opened by browsers such
as Chrome and Firefox to set the device.

Note: The following general functional modules are exemplified by KGW3204A, and the

specific functional modules are illustrated by corresponding models.
4.1 WEB Login and Password

Connect to the Web console: open a browser and enter the IP address of the device. Default IP

address: network port-eth0: 192.168.0.249; Network port-eth1: 192.168.1.249.

KGW3204A-E-2T4D-232-L17

Authorization Required

Please enter your username and password

Username: | |

Password : | |

| LOGIN || RESET |

Figure 13 Login Page
Default login user name: admin and login password: pwd$4$Kyland. Enter the user name and
password and click "Login" to enter the Web console. After logging in to the homepage, you can
choose the page display language, and the page text can be switched between English and Simplified

Chinese.
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4.2 Home Page

The homepage interface is used to display equipment information, including serial number,

host name, software version, hardware version and equipment time.

| English{USA)
O Path: Home
+Network
Home
+Application
-
: Serial Number K10A0023A220300180
+Serial Servers o ; -
T Host Name KGW3204A-E-2T4D-232-117
+Data Acquisition
Fireware Version RO009_Build 0.0.0.3 2302241114
+System
Hardwars Version 1.1
Device Time 2023-02-24 11:22:18 +0800

Copyright (C) 2004-2022 by Kyland Technology Limited

Figure 14 Home Page

4.3 Network
4.3.1 Interface

The network-interface page is used to display the relevant network parameters of the serial server

device, including the running time of the device, MAC address, data received/sent, IP address, etc.

English{USA)

O Path: Home > Network > > Interface

==
* Interface
—
+Application LAN Uptime:0 Day{s) 0 Hour(s) 2 Minute(s} 35 Second(s)
oo MAC Address:08:00:27:00:07:a3
FUser RO RX: 110.59 KB (573 Pkts) Edit
T i TX: 767.79 KB (792 Pkts)
: IPV4:192.168.0.249
Htibaka Aequsation R Uptime:0 Day(s) 0 Hour(s) 2 Minute(s) 34 Second(s)
+5System o5k MAC Address:08:00:27:00:01:a4
éi:(éiﬁ) RX: 0 B (0 Phts)
eth1 TX: 0B (0 Pkts)
IPV4:192.168.1.249

Figure 15 Network Page
After clicking the Network-Interface menu, the "Edit" button appears on the network interface
page. Click the "Edit" button to enter the network interface editing interface, where the user can set
the IP address, subnet mask, gateway, customized DNS and multi-IP address of the gateway -LAN
(ethO) and gateway -LANI (ethl). When all parameters are set, click "Apply" and the network

function will take effect after automatic restart.
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English{LSA)

O Path: Home >» Network > > Interface -> Interface Settings

Interface Settings

® Interface
Interface Bridge
+Application

Interfaces -lan

Network changes will applied to applications after a device reboot.

+User

+Serial Servers

Protocol

!an

+Data Acquisition

IS_latic address v

+5System

|Pv4 gateway

|
|
|

|
|
|

[t

Apply Back

Figure 16 Website Editing Page

Table 27 Editing Parameters of Network Port

Protocol Static address, DHCP client

Select static IP or DHCP.

eth0:192.168.0.249
eth1:192.168.1.249

Ip address

Ip address

Identifies whether the server belongs to a, b or ¢

Subnet mask 255.255.255.0
network.
Default 0.0.0.0 The IP address of the router that provides
gateway o network access outside the LAN of the device.
Custom DNS IP address domain name system
'Y ou must be in the same network segment as
Multiple IP the current network port to add successfully,
IP address ]
addresses and you can access the device through the added

multi-IP address.

4.3.2 Network port bridging

The network-gateway bridge page is used to display the network parameters related to gateway

bridge, including enabling bridge, IPv4 address, IPv4 subnet mask, using customized DNS server,

multiple IP addresses, etc.

Network interface bridging is divided into LAN-LAN and LAN-WAN.

LAN-LAN bridging mode. Tick Enable Bridging, tick "Ethernet Adapter ethl", turn on the
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bridging function, set the IP address and subnet mask, and click "Apply". The bridge function between
the network port -LAN(ethO) and the network port -LANI1(eth1) has been successfully enabled, and

both networks can access this equipment or transmit data with this equipment with the set [IPv4 address.

f English{USA)

0 Path: Home >3 Network >> Interface Bridge

EETE o |

Interface
® Interface Bridge
+Application
+User

Enable Bridge
192.168.0.249
255.255.255.0

|Pvd address

1Pv4 netmask

+Serial Servers

Use customn DNS servers

+Data Acquisition

1Pvd gateway |

Multi IP address | | &
% Ethernet Adapter: "eth0"

= Ethernet Adapter: "eth1”

+System

Cover the following interface

Network changes will applied to applications after a device reboot.

s

Ply

Figure 17 LAN-LAN Gateway Bridge Page

Table 28 LAN-LAN Interface Bridging Parameters

IPv4 address IP address Ip address

[Pv4 subnet mask 255.255.255.0 Identifies that the server belongs to a class, b

or ¢ network.

Use a custom

IP address Domain name system
DNS server
Multiple IP 'You must be in the same network segment as
addresses the current network port to add successfully,
IP address

and you can access the device through the

added multi-IP address.

Bridge mode of LAN-WAN. Check Enable Bridging, uncheck “Ethernet Adapter ethl”, select
the protocol (WAN), set the IP address and subnet mask of the gateway -LAN(eth0) and gateway -
WAN (ethl) respectively, and click Apply. The routing function is enabled, and the IP of different
network segments can be accessed through the WAN port of this device.
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M Y14 AN English(LISA) (=

O Path: Home >> Network > > Interface Brndge

]nterface-
® Interface Bridge

+Application
+User

|
|
|
|

+Serial Servers

|2

- Ethernet Adapter: "eth0"

14" Ethernet Adapter; "sth1®
1Pvd address{(\WAN) 192 1658.1.249

| |
| |
| |
|

Use custom DNS servers

Cover the following interface

+Data Acquisition

+System

1Pvd gateway(WAN)

Use custom DNS servers{WAN]

Multi IP address{WAN)

Metwork changes will applied to applications after a device reboot.

g

Figure 18 LAN-WAN Interface Bridge Page

Table 29 LAN-WAN Interface Bridging Parameters

Protocol Static address, DHCP client|Select static IP or DHCP.

[Pv4 address IP address Ip address
IPv4 subnet mask 255.255.255.0 Identifies that the server belongs to a class, b or ¢
network.
IPv4 gateway IP address Default gateway
Use a custom
DNS server IP address Domain name system
Multiple IP The LAN port has multiple IPS, and it must be in
addresses the same network segment as the current network
IP address port to be added successfully, and the device can
be accessed through the added multiple IP
addresses.
Multi-IP address 'WAN port has multiple IPS, and it must be in the
(WAN) same network segment as the current network port

IP address
to be added successfully, and the device can be

accessed through the added multiple IP addresses.
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Note: A single network port device does not support bridging.
4.4 Mobile Network Settings
Note: KGW3204A-2T4D-232/485-4G-L.17 unique function module.
4.4.1 Mobile network enabling

The mobile network enabling page is used to display and set relevant parameters of mobile
network settings, including enabling mobile network, access point name, user name, password and
Ping address.

When the mobile network function is enabled, the device will communicate with the 4G network
to realize the function of wireless communication. When the access point name, user name and
password are correctly filled in, the system will register with the correct access point name, user name
and password. When the access point name, user name and password are not filled in, the system will

register with the default access point name, user name and password.

O Path: Home »> Mobile Network Settings > > Mabile Network Enable

*+Network Mobile Network Enable l
— Mobile Network Settings

o i e
[ Niobfié Netiwoik Endble Enable Mohbile Network v}
APM Setti
IMSI e

+Application
+User

Note: APN is not required for non-private network.

English{USA)

Account

+Serial Servers

Ping Address kyland.com.cn

+Data Acquisition

+5System

:

Apply

Figure 19 Mobile Network Enabling Page
Table 30 Enabling Parameters of Mobile Network

Access point name Access point name or empty APN
User name User name or empty. User name
Password Password or empty. Password

Ping address is used to judge whether]
) ' the current network communication

Ping address Ping address
is normal. If the address filled in

cannot be pinged, the 4G module




will be restarted. If this function is
not enabled, fill in 127.0.0.1.

4.4.2 IMSI
The IMSI page is used to display basic information of IMSI, including IMEIL IMSI and firmware

information.

When the mobile network function is enabled, IMEI information, IMSI information and firmware
information will be displayed on the IMSI page. Turn off the mobile network function, and the basic
information of IMSI page will not be displayed. When the mobile network function is enabled but the
SIM card is not inserted, IMSI page displays IMEI information and firmware information, and IMSI

is displayed as no sim card.

English{USA)

L Path: Home >> Mobile Network Settings >> IMS|

IMSI |

+Network
— Mobile Network Settings

. IMSI IMEI
IMSI

Firmware Information

csQ

+Data Acquisition

+System

Figure 20 IMSI Page
Table 31 IMSI Parameters

IMEI IMEI information is empty. Information of 4G module
IMSI information is either empty or
IMSI _ SIM card information
no sim card.
Firmware information | Firmware information is empty. 4G module firmware
Signal strength Signal strength and bit error rate 4G signal strength in * *, # #

* * It should be between 0
and 31 (99 indicates no signal),
and the larger the value, the better
the signal quality.

# # is the error rate, and the
value is between 0 and 99.
Otherwise, check whether the
antenna or SIM card is installed




correctly.

4.5 Application

4.5.1 Time synchronization

The time synchronization page is used to display and set time, including enabling time zone
selection application, device time synchronization and setting time application.

Time zone setting: Select the corresponding time zone from the drop-down box and click Apply.

Device time: manually synchronize the local time to the device, and the synchronized gateway
device time is consistent with the local time.

Setting time: manually set the time parameter by year, month, day, hour and minute, and the time
of gateway equipment after application is the set time.

Relevant parameters of time synchronization, including NTP client, calibration interval and
candidate NTP servers. When the time synchronization function is enabled, the equipment will
regularly check the time with NTP server with the time checking interval as the time checking cycle.
When multiple NTP servers are set up, if the device fails to correct the time with the first candidate
NTP server, the device will automatically correct the time with the second candidate NTP server, and

SO on.

+Network Time Synchronization l
—Application

O Path: Home >> Application > > Time Synchronization

* Time Synchronization | v|  [LApely)
F Semtinga 2023-02.02 14:12:11
Email Settings BEVTERIEE  2023-02-24 11:31:46 Sync
T e | e |

MAC Address Filter Settings PT_B—i (3] [2[[][2] [1] (Ansid

Basic Alarm
Power Down Alarm Settings Enable NTP Client | Apply |
+Serial Servers | J el

+Data Acquisition
+5System

Figure 21 Time Synchronization Page

Table 32 Time Synchronization Parameters

Time interval Imin, Smin, 20min Time correction request interval
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Candidate NTP The device sends a time correction request to the
Target NTP server
server NTP server.

Time zone UTC-12:00~UTC+12:00 World time zone time

_ ) _ After synchronization, the device time is consistent
Equipment time Local time _ )
with the local time.

Month: 1-12, day: 1-31,
Set-up time hour: 0-23, minute: 0-59, Set the time manually

and second: 0-59.

4.5.2 FTP settings

The FTP Settings page is used to display the relevant parameters of this device as an FTP server,
including enabling FTP server, FTP account and FTP account password.

Enable the FTP server function, and you can use the device as an FTP server to store and
download files.

Note: The file storage space of FTP function of KPS\KGW3224A and KGW3204A-2T4D-
232/485-4G-L.17 models is the built-in SD card of the device, and the FTP function is not available
when the SD card is not inserted. The KPS/KGW3204A-2T4D-232/485/422-L17-L17 does not have
a built-in SD card.

§ English{USA)

O Path: Home >> Application >> FTP Settings

*Network FTP Settings |
—Application

- Fu )
Time Synchronization EICEIE ey G

- LT )
- T | |

Email Settings

SNMP Settings Apply.

MAC Address Filter Settings
Basic Alarm

Power Down Alarm Settings
+User

+5Serial Servers

+Data Acquisition

+System

Figure 22 FTP Settings Page

Table 33 FTP Settings Parameters

FTP account Custom (non-root) User login FTP server account
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FTP account Customize Password of user login FTP server

password

4.5.3 Mail alert settings

The e-mail alarm setting page is used to display the relevant parameters of e-mail alarm setting,
including enabling e-mail alarm client, address of e-mail sending server, e-mail account and password
of e-mail account, etc.

E-mail alarm setting can regularly send alarm information to the mailbox designated by the user,

and the alarm content includes equipment IP, CPU and memory information.

| English{LUSA)

O Path: Home >> Application *> Email Settings

Hlataark Email Settings
—Application
- P . ¥ = J
Time Synchronization Enable Email Warning ]
- i} |
— [ vt} |
Email Settings
| BT |
SNMP Settings
C Address Filter Settings
= B s Email Wamning Cycle 1day v|
Basic Alarm T
Power Down Alarm Settings Rl Worninly Costexit [ epu/Mem
+User | |@
+Serial Servers @J

+Data Acquisition

+5System

Figure 23 Email Alarm Settings

Table 34 Email Alarm Settings

Mail delivery address

Server IP address

Mail alert server address

Mail account

Mailbox account

The login account of the sender of the mail.

Mail account

password

Email password

Password of the login account of the mail

sender.

Mail theme

Customize

Mail theme

E-mail alert period

1day, 20hour, 20min, Smin, Imin

The interval between mail sending.

Email alert content

Checked/Unchecked

Email alarm content can be checked with IP,

CPU/Mem.

Alarm mail receiver

Mailbox account

Mail recipient's mailbox account
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4.5.4 SNMP settings

Note: The KPS/KGW3204A-2T4D-232/485/422-L17-L17 model device does support SNMP
Trap function.
The SNMP Settings page is used to display the related parameters of SNMP settings, including

enabling SNMP, service port, community, Trap IP and Trap port.
After successful SNMP setting, you can get the device information, including device time,
network information, memory information, etc. At the same time, the device can regularly specify the

IP to upload the device information to the user.

English{USA)

O Path: Home >> Application >> SNMP Settings

+Network | SNMP Settings |
—Application
3 L
oA Enable SNMP /]
Server Port
FTP Settings | |
i [ |
i [ wr |
Trap IP
® SNMP Settings = | |
& |
MAC Address Filter Settings
Basic Alarm Apply

Power Diown Alarm Settings
+User
+3Serial Servers

+Data Acquisition

+System

Figure 24 SNMP Settings

Table 35 SNMP Settings

Service port Port number Port number of the SNMP service of the device.
community Customize Community of communication between devices and
SNMP protocol
Trap IP Ip address The destination IP address of the information
uploaded by the device.
Trap port Port number The destination port number of information uploaded
by the device.

4.5.5 Address filtering settings
The MAC address setting page is used to display relevant parameters of MAC address filtering
settings, including enabling MAC address filtering, MAC address filtering mode and MAC address.
The MAC address filtering setting function is used to set the firewall. By setting the white list,
only MAC addresses added to the white list are allowed to access this device. By setting the blacklist,
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the MAC address added to the blacklist will not be able to access this device.
Note: Please use black/white list carefully. When the wrong setting of black/white list makes
it impossible to access this device, press and hold the Reset button to restore the factory settings

to reset the black/white list.

*+Network MAC Address Filter Settings |
—Application

Enable Mac FireWall

Engiish{USA)

O Path: Home >> Application >> MAC Address Filter Settings

Time Synchronization
= . 1 -
i o
Email Settings | | | @
SNMP Settings :
* MAC Address Filter Settings
Basic Alarm
Power Down Alarm Settings

+User
+Serial Servers

+Data Acquisition

+System

Figure 25 MAC Address Filtering Settings Page

Table 36 MAC Address Filtering Setting Parameters

Mac address filtering

q White list, blacklist Select white list or black list for filtering mode.
mode

Mac address Mac address MAC address to add to the list.

4.5.6 Basic alarm

The basic alarm page is used to display relevant parameters of basic alarm, including enabling
basic alarm, external alarm server and port, external alarm server protocol, alarm threshold, etc.

The basic alarm function can be used for users to manage equipment, monitor equipment status
and set alarm conditions. When the utilization rate of CPU or memory is higher than the threshold set

by users, alarm information will be sent to the designated external server.

39



+Network
—Application

Time Synchronization

FTP Settings
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D Path: Home »> Application > > Basic Alarm

Basic Alarm

English{USA)
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External Alarm Server 0.0 |

External Alarm Server Port |

External Alarm Server Protocol

Alarm Type m Threshold

CPU Availability Alarm

e

Memory Availability Alarm

i

Figure 26 Basic Alarm Settings Page

Table 37 Basic Alarm Setting Parameters

External alarm server Ip address External server IP address
External alarm server Port number External address port number
port
External alarm server TCP, UDP The receiver uses the protocols TCP and UDP.
protocol
Alarm type Checked/Unchecked Alarm trigger content and conditions

4.5.7 Power failure alarm setting

The power failure alarm page is used to display the relevant parameters of power failure alarm,

including enabling power failure alarm, external alarm protocol, external alarm server and port, and

alarm content.

Power failure alarm is used to send the prompt information of power failure to the designated

external server when the equipment is powered down.

Note: Power failure alarm needs to be correctly connected to the power supply.
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O Path: Home == Application »> Power Down Alarm Settings

Power Down Alarm Settings |

English{USA)
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[ Gt e} |
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Alarm Content

Figure 27 Power Failure Alarm Settings

Table 38 Power Failure Alarm Settings

Alarm protocol UDP, SNMP Alarm protocol UDP or SNMP

External alarm server Ip address External server IP address

port

External alarm server

Port number External server port number

Alarm content

Customize Alarm information content

4.6 User

4.6.1 User management

The user management page is used to display and manage related parameters of user accounts,

including user name, password, permission level, etc.

Using the admin user login page, you can add or delete users, modify user passwords, and modify
users' read and write permissions on the user management page. Read-only users can only browse Web
page information, and cannot modify device configuration parameters and manage users. Read-write

users can browse and modify the device configuration parameters of Web pages, but they cannot

manage users.
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O Path: Home >3 User »> User Management

User Management
1 i | Read __v] @®mA

ReadWrite

+Network

+Application

—User

® User Management
Modify Password

+Serial Servers

+Data Acquisition

+System

Figure 28 User Management Page
4.6.2 Modify password

User-Modify Password page is used to display relevant parameters of user password, including
user name, current password, new password, etc.

On the User-Modify Password page, you can modify the user password. The default user name is
admin and the password is pwd$4$Kyland.

Modify password: enter the current password, enter the new password, enter the new password
again for confirmation, and click "Apply" to show that the password is successfully modified. If you
forget the administrator password, press and hold the Reset button to restore the factory settings, you

can log in to the page with the initial user name admin and password pwd$4$Kyland.

§ English{USA)

O Path: Home >> User »> Madify Password
+Network

Modify Password

|
|Current Password |
|NewPassward |
| Confirm New Password |

Apply

+Application

—User

User Management
* Modify Password

+Serial Servers

+Data Acquisition

§

+System

Figure 29 Modify Password Page
4.7 Serial server

4.7.1 Serial interface settings

The serial port setting page can set the relevant parameters of the device, which is used to set baud
rate, data bit, parity bit, stop bit, serial port mode, etc. Standard and nonstandard baud rates are
supported. Select the existing standard baud rate from the Baud Rate drop-down box. If you need to
Customize the nonstandard baud rate, select Customize from the drop-down box or double-click the

baud rate input box, and then manually enter the required baud rate. Transparent transmission mode
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supports encrypted transmission, and the modes are DES, 3DES and AES. Select the mode to be
encrypted in the drop-down box corresponding to Encrypted Transmission, or select Disabled without
encryption.

When the parameters are set, click "Apply" and the parameters will take effect immediately. The
configuration of serial communication parameters needs to be consistent with the lower computer; The
serial port mode can be selected from four modes: TCP Server, TCP Client, UDP Server and UDP
Client. Refer to Chapter 4 for the specific configuration method of serial port parameters.

The local port should be configured above 1024 as far as possible to avoid occupying the system
port. If the local port number is not filled in in TCP Client and UDP Client modes, the system will
automatically assign the port number. The maximum number of sessions represents the maximum
number of allowed upper computers to connect to the serial server. Only 8 links are allowed to be
established in TCP Server mode, and only 8 newly established session connections are maintained in
UDP Server mode.

Note: Serial interface page and protocol project cannot use the same Serial number at the
same time. For example, if serial port 1 is set to TCP Server mode, it is necessary to avoid using
COM1 port in protocol project.

Transmission modes are Transparent and Modbus RTU.

D Path: Home >> Serial Servers >> Serial Interface

Serial Interface

SerialPort1 SerialPort2 SerialPort3 SerialPortd

= " T S SE——————
Serial Interface

|s600 MIE ~| [Nane MIE ~|o | oo
Network Mode
- B

v

Status Info

Data Acquisition

-System

|Transparent

Encrypt Transmission | Disabled

Serial Heartbeat Packst [HI] \ \
Serial Hoartheat Time(s) * ) |
Channel Check [}

Connect Information | Disable

Bind IP address  [[RlREILs v/

|

|

et

Local Tep Port L |
|

|

|

Apply Refresh

Figure 30 Transparent Transmission Mode TCP Server mode

43



0 Path: Home >3> Serial Servers > > Serial Interface

Serial Interface

SerialPartl SerialPort2 SerialPort3 SerialPortd

| Stop Bits Used ‘Serial Frame by r Interval{100~-500m
| i

Network Mode Tcp/Client v
Encrypt Transmi Disabled v

Serial Heartbeat Packet

Serial Heartbeat Time(s)

Channel Check

Connect Information

Keepalive Time(s)

Max No data Time(s)

Reconnect Time(s)

Target Ip Target Port Local Tep Port

ted
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Figure 31 Transparent Transmission Mode TCP Client Mode
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Figure 32 Transparent Transmission Mode UDP Server Mode
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Figure 33 Transparent Transmission Mode UDP Client Mode

Table 39 Transparent Setting Parameters

50, 75, 110, 134, 150, 200, 300,
600, 1200, 1800, 2400, 4800, 9600,
19200, 38400, 57600, 115200,
230400,

Configuration of baud rate of serial port:
After selecting Customize, manually
enter the baud rate in the input box,
ranging from 50 to 250000.

Note: When KPS/ KGW3224A and
KGW3204A-4G models are
configured with nonstandard baud

rate, use the following calculation

Baud rate  |Customize(nonstandard baud rate) formula to check the error rate. If the
Note: KPS/ KGW3224A model error rate is less than 0.003,
does not support 50, 75, 134, 200 (configuration is allowed.
and 1800, and only RS-485 13-16 |Calculation formula:
port supports 230400. If the baud rate is n, the error rate error
is:
M=INT(33333333/16/n)
N=INT(33333333/M/16)
error=abs((N-n)/n)
Data bit 5,6,7,8 Configuration of serial data bits
Check Digit |[None, Odd, Even Configuration of serial port parity bit
Stop position |1, 2 Configuration of serial port stop bit
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Serial data frame

Unit bytes, the default is 0.
Setting range 0-1460 bytes

INot enabled when set to 0; When the
setting value is not 0, the maximum
length of data sent by the serial port at a
time, and when the data received by the
network port of the equipment does not
exceed this length, wait for the character
interval time until the serial port data
frame length is reached or exceeds the
waiting character interval, and directly
send the data; When it exceeds this
length, the serial port will split the data

and send it in packets.

'When the serial port data frame is not 0,
if the data length received by the
network port at one time is less than the

set value of the serial port data frame,

Character  |[Unit ms, the default is 500.
_ ‘ ' the device waits for the character
spacing Setting range is 100-500ms. ) ) )
interval until the serial port data frame
length is reached or exceeds the waiting
character interval, and the serial port
sends data to the outside.
TCP/Server, TCP/Client, Select the network mode of serial port
Network mode ) .
UDP/Server, UDP/Client operation.
Transmission Communication mode and transparent
Transparent o )
mode transmission mode of serial port data.
Checked: Only the serial port is allowed
to send data to the network port.
Unidirectional '
Checked/Unchecked Unchecked: the data of serial port and

data transmission

network port can be transmitted in both

directions.

Encrypted

transmission

DES, 3DES, AES

Select the encryption method for

encrypted transmission.

Encryption mode

ECB, CBC

Select the encryption mode for
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encrypted transmission.

Encrypted filling

PKCS7, Zero

Select the filling form of encrypted

transmission.

Key length

128, 192, 256

IAES encryption method can choose the key
length.

The key length is between 1 and 32

Encryption key |Custom fill-in key
characters.
) Encryption IV requires input only when
Encrypted IV  |Custom filling ) '
encryption mode is CBC.
. [Enable the serial port heartbeat packet, and
Serial port  |Checked/Unchecked P P
] ) ) the serial port will regularly send
heartbeat packet [Customizable information content o .
customized information content.
Heartbeat packet [Enable serial port heartbeat packet and send

interval of serial

Unit s, the default is 60.

the time period of serial port heartbeat

port packet.
Before the device communicates, the
network side needs to check the information
Channel check [Not enabled by default once. Establish communication connection
(optional)  [Information content is empty. when receiving correct check information;
Disconnect as soon as you receive the error
check information.
Connection  [The default is empty. /After the communication connection is
information |[P information and Device established, the device network actively
(optional)  [information are optional. sends the device IP address or device name.
Local port numbers of TCP and UDP
Local port ) .
' Port number Client mode can be automatically
(optional) .
assigned by the system by default.
Maximum
Maximum number of sessions in Server
number of  |1~8
. mode.
sessions
'When the device has no data
Keep-alive ] . communication, the network sends Keep
Unit: S, the default is 10 s. o ) .
interval Alive information frames regularly until the

device judges that there is no data
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disconnection.

If the set time is exceeded, the

No data ) communication connection will be
Unit: S, 200 s by default. ' . )
disconnection disconnected actively when the device has
no data communication.
In TCP Client mode, the time period for
. reconnecting devices can reduce the network
Reconnection . )
_ Unit: S, default is 60s. connection time of TCP Client. If channel
time
check is set, it needs to be checked again
after reconnection.
Target [P [Ip address Target IP address
In UDP Client mode, the set destination end
Destination end [P address of the destination IP segment can
. Ip address ) _ _
IP (optional) be used to send serial port information to
multiple consecutive UDP Server servers.
Target port  [Port number Target port number
'When setting the local port, a fixed port
number will be used for communication;
Local port
) Port number 'When the port is empty, the system will
(optional)

allocate an idle port number for

communication.

Binding network

Select the bound network port (effective

only when two network ports belong to the

eth0, ethl
port same network segment and have different
[P).
) Select the IP to bind, and multiple different
Bind an IP . .
Primary IP, multi-IP IPS can bind the same port (only in
address

Tcp/Server and Udp/Server modes).
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Figure 34 Modbus RTU Transmission Mode TCP Server Mode
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Figure 37 Modbus RTU Transmission Mode UDP Client Mode
Table 40 Modbus RTU Setting Parameters

50, 75, 110, 134, 150, 200, 300,
600, 1200, 1800, 2400, 4800, 9600,
19200, 38400, 57600, 115200,
230400,

Configuration of baud rate of serial port:
After selecting Customize, manually
enter the baud rate in the input box,
ranging from 50 to 250000.

Note: When KPS/ KGW3224A and
KGW3204A-4G models are
configured with nonstandard baud

rate, use the following calculation

Baud rate Customize (nonstandard baud rate) formula to check the error rate. If the
Note: KPS/ KGW3224A model |error rate is less than 0.003,
does not support 50, 75, 134, 200 (configuration is allowed.
and 1800, and only RS-485 13-16 |Calculation formula:
port supports 230400. If the baud rate is n, the error rate error
is:
M=INT(33333333/16/n)
N=INT(33333333/M/16)
error=abs((N-n)/n)
Data bit 8 Not configurable
Check Digit [None, Odd, Even Configuration of serial port parity bit
Stop position |1, 2 Configuration of serial port stop bit

Serial data frame

Unit bytes, the default is 0.

Not configurable
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Character spacing

Unit ms, the default is 500.

Setting range is 100-500ms.

Not effective

Network mode

TCP/Server, TCP/Client,

Select the network mode of serial port

UDP/Server, UDP/Client operation.
Transmission Communication mode of serial port data,
Modbus RTU
mode Modbus RTU mode.
Local port numbers of TCP and UDP
Local port ' '
' Port number Client mode can be automatically
(optional) .
assigned by the system by default.
Maximum
Maximum number of sessions in Server
number of  |1~8
' mode.
sessions
'When the device has no data
_ communication, the network sends Keep
Keep-alive ' ‘ o ' ‘
' Unit: S, the default is 10 s. Alive information frames regularly until
interval o '
the device judges that there is no data
disconnection.
In TCP Client mode, the time period for
_ reconnecting devices can reduce the
Reconnection
. Unit: S, default is 60s. network connection time of TCP Client.
time
If channel check is set, it needs to be
checked again after reconnection.
Target IP Ip address Target [P address
Target port  |Port number Target port number
'When setting the local port, a fixed port
number will be used for communication;
Local port _ '
. Port number 'When the port is empty, the system will
(optional)

allocate an idle port number for

communication.

Binding network

port

eth0, ethl

Select the bound network port (effective
only when two network ports belong to

the same network segment and have
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different IP).

Slave Id

1-255

Slave Id value of TCP and UDP Client,

that is, slave station address.

Polling interval

10-1000ms

TCP/UDP Server network mode, when
the request time of the upper computer is
less than the set value, the time interval
for the device to send continuous
requests to the lower computer is the
sum of the set value and the request
processing time; When the time
requested by the upper computer is
greater than the set value, the value

setting is invalid.

RTU timeout

100-9000ms

The upper computer sends a request
message, and if the lower computer fails
to reply after the set time, the serial
server will send a timeout message to the
upper computer. This value needs to be
less than the timeout set by the upper

computer.

Bind an IP

address

Primary IP, multi-IP

Select the IP to bind, and multiple
different IPS can bind the same port
(only in Tcp/Server and Udp/Server

modes).
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Figure 38 KGW3204A-2T4D-232/485-4G-L17 serial Ports 3 and 4 Configured as RS-422.
Note: Serial ports 1-2 of KGW3204A-2T4D-232/485-4G-L17 series products are fixed as RS-

485, and serial ports 3-4 are fixed as RS-232 or RS-485 when they leave the factory, and cannot
be changed after leaving the factory. If the serial port 3-4 is set as RS-485 in the factory, two

RS-48S5s can be configured as one RS-422 on the serial port server-serial interface setting page.

SerisiPortZ

Serialparts

|Charscter iteriatittte S20me)

| [s0e

Sarial | rame bytestl D

Satusinfo. ~|p
Serial Data Statistic

tystem

I
Figure 39 Switch configuration to RS232/RS485/RS422 for KPS/KGW3204A-2T4D-232/485/422-1L.17-L17
Note: The KPS/ KGW3204A-2T4D-232/485/422-1.17-L.17 series products can switch between
RS232/RS485/RS422 configuration on the Serial Interface Settings page of the serial port

server.

Table 41 Serial Port Type Parameters

If the hardware is set to RS-232, the type
Type RS-232\RS-485\RS-422 )
should be RS-232, and the other two options
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will not take effect;

If the hardware is set to RS-485, the serial port
mode is 485 when the type is RS-485, 422
when the type is RS-422, and it will not take
effect when the type is RS-232.

KPS/KGW3204A-2T4D-232/485/422-1.17-
L17 series products:configure RS-232. RS-
485. RS-422 on the page.

4.7.2 Status messages

The status information page is used to record the running information of the serial port of the
equipment, including the sending and receiving information of the serial port and the connection
information of the TCP transmission mode, and can be used to observe the connection status of the

serial port of the equipment.

BIe

O Path: Home >> Serial Servers >> Status Info

Network
Application

Statusinfo |

e ke
Rx; 0.00 MB (0 Byte)

erial Servers et Tx: 0.00 MB (0 Byte)

Rx: 0.00 MB (0 Byte)

Serial Interface fdev/ttys2 Tx: 0.00 MB (0 Byte)

.
Status Info Jdev/ttyss Rx: 0.00 M8 {0 Byte)

D = Tx: 0.00 MB (0 Byte)
Sy Jdev/ttyss Rox: 0.00 MB {0 Byte)
ystem i Tx: 0.00 MB (0 Byte)

Figure 40 Status Information Mode

4.7.3 Extra configuration
Note: KPS/ KGW3224A. KPS3x0xAL unique function module.

The additional configuration page is used to set the running configuration of the device serial
port, including enabling/disabling the 120Q resistor in RS-485 mode and enabling/disabling the
configuration of the RS422 port, which can be used to set additional configuration items of the

device serial port.

RS-485 12022 configuration

By default, the 120Q resistor is not enabled for RS-485 serial port. When port N and port n+1 are
set to on on the page, the 120€ resistor is enabled for two consecutive 485 ports. When the page setting

port n and port n+1 are off, the 120Q resistor is disabled for two consecutive 485 ports.
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Figure 41 RS-485 120Q Configuration

Serial port mode configuration
By default, the RS-485 serial port is RS485 mode. When the page sets port n as enabled, two
consecutive RS485 ports 2n-1 and 2n are enabled as RS422 mode. When the page setting port n is not

enabled, two consecutive ports 2n-1 and 2n are in RS485 mode.
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Figure 42 Serial Port Mode Configuration
4.7.4 Serial port data statistics

Note: KPS/ KGW320xA-232-485-422 unique function module.
The serial data statistics page is used to view the receiving and transmitting data of the device’s

serial ports. Taking /dev/ttyS1 as an example: Rx is the data received by serial port 1. Tx is the data
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sent out by serial port 1; AlIRx is all the data received by serial port 1, and AlITx is all the data sent
out by serial port 1.

The difference between AllIRx and Rx/AllTx and Tx : After clicking “Apply” in the web serial
port settings, the data of Rx/Tx will be cleared, while the data of AIIRx/AlITx will not be cleared. The
“Reset” button next to Rx, Tx, AlIRx, and AlITx will clear the corresponding data. Clicking the “Reset”
button at the bottom will clear the data of all serial ports. After restarting the device, all serial port data

will be cleared.

’——
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sOfEmt |
T
Rx; 0.00 ME (0 Byte) =6z |
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Rx: 0.00 M8 (0 Byte) | a6 |
Tx: 0.00 MB (0 Byte) [ =t
{devittysa AllRx: 0.00 MB (0 Byte) B
AlTx: 0.00 MB (0 Byte) =@ |
Rx: 0.00 ME (0 Byts) =t
Ti: 0.00 MB (0 Byte) [E=ra|
FeuAy= AllRx: 0.00 ME {0 Byte) =
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Figure 43 Serial port data statistics

4.8 Data acquisition

The data collection page is used to display and set the relevant configuration information of the
protocol gateway. You can view the general situation of the protocol configuration through the Web
page, enable, delete, download and import the protocol project, and upgrade the EDPS file and
authorize the EDPS.
Note: this page will only be displayed for KGW310XA, KGW320XA, KGW3224A , KGW3204A-
4G and KGW320xA-232-485-422 series products.
4.8.1 Overview of protocol configuration

The protocol configuration overview page is mainly used to display and set the configuration
information related to device communication protocols, including three parts: running project
configuration, protocol engineering list and protocol driver list.

Run project configuration

In the running project configuration, click the configuration items of collection service and
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forwarding service to view the project configuration parameters of equipment currently running,
including port information, protocol parameters and equipment information of engineering

configuration.
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Figure

Protocol engineering list

In the list of protocol projects, you can view and manage protocol projects, and enable, download,
delete and import them.

The project displayed in the protocol project list is called the downloaded protocol project in the
equipment.

After downloading the protocol project, click the "Enable" button, and the page shows that the
operation is successful. The enabling box of the protocol project is in a checked state, and the current
protocol project is activated and immediately runs. Only one protocol project can be enabled, and
multiple protocol projects cannot be enabled at the same time.

In the protocol project list, click the "Download" button of the protocol project, and the protocol
project will be saved to the local computer.

In the list of protocol projects, click the "Delete" button of the inactive protocol project, and click
"Confirm" to delete the project. The page shows that the operation is successful and the protocol project
will be deleted from the equipment. In order to ensure the normal operation of equipment functions, it

is not allowed to delete the enabled protocol projects in the equipment.

Click "Browse" button, select the path of the protocol project file stored in the local computer,
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and then click "Import" button to import the selected protocol project into the protocol gateway and

start running immediately.

& Path: Home »> Data Acquisition >> Protocol Config QverView

Current Project Detail | Protocol Project List l Protocol Driver List

Protocol Project List

+Network
+Application
+User

+Serial Servers

(Bt o | i

—Data Acquisition

O "
Ero ool BOuno v ek 10170101 | start | |Downoad| | Delete
EDPS Upgrade
EDPS Authorization 16110103 Delste.
modbus Delte

Protocol Project Import

Choose File |No file chosen Import

Figure 45 Protocol Engineering List
Protocol driver list
In the protocol driver list, you can view the communication protocol driver information supported

by this device, including driver name, driver description, driver file name, driver version and

authorization status.

O Path: Home >> Data Acquisition >> Protocol Config OverView

Current Project Detail | Pratocol Project List | Protacal Driver List
Protocol Driver List

* Protocol Config OverView Madbus Client Driver Madbus Client Driver For KGW3000 modbusclientso  R0005_Build_0.0.0.1_2302211000 No Autharize
EDPS Upgrade Modbus Server Driver Madbus Server Driver For KGW3000 modbusserverso  R0006_Build_0.0.0.1_2302211000 No Autharize
e Auﬁ.,omﬁcn OPC UA Client Driver OPC UA Client Driver For KGW3000 opcuaclientse  R0006_Build_0.0.0.1_2302211000 No Autharize
OPC UA Server Driver OPC UA Server Driver For KGW3000 opcuaserverso  RO006_Build_0,0.0.1_2302211000 No Autharize
EDPS Cal driver EDPS Cal driver For KGW3000 ‘edpscal.sa RO008_Build_0.0.0.1_2202211000 No Authorize
EDPS Cal Script EDPS Cal Script For KGW3000 edpsscript.so RO00&_Build_0.0.0.1_2302211000 No Authorize
DNP Client Driver DNP Client Driver For KGW3000 dnpclient.so RO006_Build_0.0.0.1_2302211000 No Autherize
DNP Server Driver DNP Server Driver For KGW3000 dnpserver.so. RO008_Build_0.0.0.1_23022711000 No Authorize
IEC101 Client Driver IEC101 Client Driver For KGW3000 ieciOiclientso  ROD0G Build_0.0.0.1_2302211000 No Authorize
IEC101 Server Driver IEC101 Server Driver For KGW3000 iec101serverso RO00&_Build_0.0.0.1_2302211000 No Authorize
IEC103 Client Driver IEC103 Client Driver For KGW3000 iec103clientso  RO00G Build 0.0.0.1_2302211000 No Authorize
IEC103 Server Driver IEC103 Server Driver For KGW3000 iec103serverso RO00E_Build_0.0.0.1_2302211000 No Authorize
IEC104 Client Driver IEC104 Client Driver For KGW3000 ieclO4clientso  RO00G Build 0.0.0.1 2302211000 No Authorize
IEC104 Server Driver |EC104 Server Driver For KGW3000 ieciDdserverso RO00E_Build_0.0.0.1 2302211000 Mo Authorize
DL/T 645-2007 Client Driver  DL/T 645-2007 Client Driver For KGW3000 gb614clientso RO00& Build 0.0.0.1 2302211000 No Authorize
DL/T 645-1997 Client Driver  DL/T 645-1997 Client Driver For KGW3000  gbmeterclientso  R0006 Build 0.0.0.1 2302211000 No Authorize
SIEMENS S7 Client Driver SIEMENS S7 Client Driver For KGW3000 s7client.so RO006 Build_0.0.0.1 2302211000 No Autharize
MQTT Data Collect Driver MQTT Data Collect Driver For KGW3000 mgqttsc.so RO00S Build 0.0.0.1.2302211000 Mo Authorize

Copvright (€] 2004-2022 bv K

i Technoloav Limited

Figure 46 Protocol Driver List
4.8.2 EDPS upgrade
The EDPS upgrade page is mainly used for updating and upgrading EDPS functions.
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Click the "Browse" button, select the upgrade file path, and then click the "Upgrade EDPS" button
to upgrade the EDPS of the webpage. When the page shows that the upgrade is successful, the device
EDPS function is successfully updated and upgraded.

The EDPS upgrade function does not affect the existing protocol engineering files in the

equipment and the authorization of EDPS.

| English(USA)

O Path: Home >> Data Acquisition >> EDPS Upgrade

+Network EDPS Upgrade |

EDPS Upgrade

+Application

+User

+Serial Servers )

—Data Acquisition Mo file chosen
Protocol Config OverView

* EDPS Upgrade

EDPS Authorization

Upgrads EDPS

Figure 47 EDPS Upgrade
4.8.3 EDPS authorization

EDPS authorization page is mainly used for EDPS authorization authentication, and it can only
run normally and stably after authorization authentication.

Click the "Export" button to export the machine code file to the local computer. Then, submit the
machine code file to the manufacturer to generate the authorization file.

Click the "Browse" button, select the path of the authorization file, and click the "Import" button

to import the authorization file into the device. When the page display operation is successful, the

EDPS authorization of the device is successful.

English(USA

O Path: Home >3> Data Acquisition »> EDPS Authorization
+Network

+Application

EDPS Authorization ‘

+User
—Data Acquisition ; _ i
Protocol Config OverView

EDPS Upgrade Authorization File Import Choose File | No file chosen Import J

* EDPS Authorization

Figure 48 EDPS Authorization
4.9 System

4.9.1 Log

The system log page is used to record the running information of equipment, and the log can be

downloaded, which is convenient for daily maintenance and fault detection of equipment.
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+Network
+Application
+User

+Serial Servers

+Data Acquisition

—System

. Log
Backup/Restory
Upgrade
Reset
Reboot

O Path: Home >> System >> Log

System Log ] Logging Settings l

English{USA)

Feb 3 45 KGW3284A-E-2T4D-232-L17

Feb
it

daemon.info kytools[2521]: receive request eth index: 3 {thr_ip search->56}

daemon.info kyserial[2547]:
daemon.info kyserial[2547]:
daemon.info kyserial[2547]:
daemon.info kyserial[2547]:
daemon.info kyserial[2547]:
daemon.info kyserial[2547]:
daemon.info kyserial[2547]:

reuseaddr:1 {create listen_tcp->134}
hDstnamE:KGNBZBM—E-2T4-D-232-L17,10(alip:192.168.B.Z4Q {p
first init param seriald {param_init with_serial num->59}
first init param serial3 {psram_init_with_serial num-359}
first init psram serial2 {param_init _with_serial num->59}
first init param seriall {psram_init with_serial num-359}
kyserial start {main->997}

authpriv.info dropbear[2453]: Not backgrounding
daemon.err block: fdev/ubiB 1 is already mounted on foverlay
daemon.err block: /dev/mtdblock1? is slready mounted on /rom
syslog.info syslogd started: BusyBox v1.27.2

Feb KGW3284A-E-2T4D-232-117

Feb KGW3284A-E-2T4D-232-117

Feb KGW3284A-F-2T4D-232-117

Feb KGW3284A-E-2T4D-232-L17

Feb KGW3204A-E-2T4D-232-117

Feb KGW3204A-E-2T4D-232-117

Feb KGW32@4A-E-2T4D-232-117

Feb KGW3204A-E-2T4D-232-117

Feb KGW3284A-E-2T4D-232-117

Feb KGW3284A-E-2T4D-232-117

Feb KGW3284A-F-2T4D-232-117

Feb SerialServer syslog.info syslogd exiting

Feb

Feb

Feb

Feb SerialServer daemon.notice procd: /etc/rc.d/K76ftp:
Feb SerialServer daemon.notice procd: /fetc/rc.d/K7&ftp:
Feb SerialServer daemon.notice procd: /etc/rc.d/K76ftp:
Feb SerialServer daemon.notice procd: /etc/rc.d/K76ftp:
Feb SerialServer daemon.notice procd: /etc/rc.d/K76ftp:
Feb SerialServer daemon.notice procd: /etc/rc.d/K76ftp:
Feb SerialServer daemon.notice procd: /etec/rc.d/K76ftp:
Feb SerialServer daemon.notice procd: /etc/rc.d/K76ftp:
Feb SerialServer daemon.notice procd: /etc/rc.d/K76ftp:
Feb SerialServer daemon.notice procd: /fetc/rc.d/K7&ftp:
Feb SerizlServer daemon.notice procd: /etc/rc.d/K76ftp:
Feb

Feb SerislServer authpriv.info

Feb SeriazlServer daemon.notice

Feb SerialServer daemon.notice

Feb SerialServer daemon.info procd: - shutdown -

Feb SerialServer authpriv.

Feb SerialServer authpriv

SerialServer daemon.notice procd: /etc/rc.d/K8@timing: stop timing service
SerialServer daemon.notice procd: fetc/rc.d/K8@macfilter: stop macfilter service
SerialServer daemon.notice procd: /etc/rc.d/K78edpsmain: stop edpsmain service

Delete USER from the system

Usage: deluser [--remove-home] USER
BusyBox v1.27.2 () multi-call binary.
stop vsftpd service

Delete USER from the system

Usage: deluser [--remove-home] USER

BusyBox v1.27.2 () multi-call binary.

SerialServer daemon.notice procd: fetc/rc.d/K75basealarm: stop base alarm service
dropbear[2855]: Early exit: Terminated by signal

procd: [etc/rc.d/K1@@poweralarm: stop poweralarm service
procd: [etc/rc.d/Kl@@poweralarm: uci: Entry not found

notice dropbear[3443]: Password auth succeeded for ‘reoot' from 192.16%.2.250:491632
info dropbear[3443]:
SerialServer authpriv.info dropbear[2855

Child connection from 192.168.9.250:49163
Mot backgrounding

Refresh | | Download

Log settings are used to send log information to the designated external server, and can be used

2 by Kyland T

Figure 49 System Log

to remotely monitor equipment operation information.

+Serial Servers
=+Data Acquisition
—System
Log
Backup/Restory
Upgrade
Reset
Reboot

External log server

O Path: Home »* System >* Log

System Log Logging Settings |

Enable Log Client

External System Log Server

External System Log Server Port  [MEREY
External System Log Server Protocol [IEjsl

Apply.

Figure 50 Log Settings
Table 42 Log Settings

Ip address

External server IP address

External log server port Port

number

External server port number

External log server protocol

UDP

Only UDP protocol is supported.

4.9.2 Backup/recovery

The backup and recovery page can be used for configuration backup and upload.
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Click "Generate Backup" to download the current configuration file and archive the backup to the
local area. Click "Browse" button, select the path of the local configuration file, and click "Upload

Backup" to import the local configuration file, and use the local configuration file to restore the device

configuration information.

English{USA)

O Path: Home >> System >> Backup/Restory

Backup/Restory ‘

+User
Gensrate Archive

+Serial Servers.

+Data Acquisition

—System

Choose File | No file chosen Upload Archive

S Backup/Restory
Upgrade
Resat
Reboot

Figure 51 Backup and Recovery Page
4.9.3 Upgrade

The upgrade page can be used for firmware upgrade and update.

Click the "Select File" button, select the upgrade file path, and then click the "Upgrade" button to
upgrade the webpage firmware. After the upgrade is successful, the gateway device automatically
restarts and the system is updated successfully.

Check the "Keep Configuration" button, and the configuration will be kept after the upgrade. If
"Keep Configuration" is not checked, the configuration will not be kept after upgrading, and the
configuration information will be restored to the factory default configuration status.

Note: When upgrading the firmware of KPS/ KGW3x0xA series, the EDPS firmware will be
upgraded at the same time.

Note: The upgrade will stop the related business procedures. If the related business is used

after the upgrade fails, the machine needs to be restarted.

English{USA)

O Path: Home >> System >> Upgrads
+Network

+Application
+User

Upgrade ‘

Flash new firmware image

+Serial Servers

+Data Acquisition

Keep Settings

Choose Files | No file chosen Flash Image

—System
Leg
Backup/Restory

S Upgrade
Reset
Reboot

Figure 52 Upgrade page
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4.9.4 System reset

The system reset page is used to restore this equipment to the factory setting state.

When all the setting information on the device needs to be cleared, click the "Perform Reset"

button to restore the new generation gateway to the factory default settings.

English(LSA)

O Path: Home »> System >> Reset

+Network FE ‘

+Application

+Data Acquisition

—System

Backup/Restory
Upgrade

® Reset
Reboot

Figure 53 System Reset Page

Note: Restoring the factory settings will completely reset the equipment, and the equipment
configuration parameters will be restored to the factory default configuration state. Please back
up the important configuration information of the equipment before using to restore the factory
settings.

4.9.5 Restart

The restart page is used to restart this device.

When it is necessary to restart the equipment, click the "Execute Restart" button to restart the

equipment.

English{USA)

O Path: Home >> System >> Reboot

Reboot |

Reboot the operating system of your device

+Serial Servers Perform Reboot

~+Data Acquisition

—System

Backup/Restory
Upgrade
Reset

® Reboot

Figure 54 Restart the Page
4.10 Help

There is a "Help" button in the upper right corner of the Web interface. Click "Help" to jump to
the official page of Kyland Technology.
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FNetwork

+Application

+User

= Serial Number K10AD023A220300180
+Serial Servers
T Host Name 'KGW3204A-E-2T4D-232-L17
+Data Acquisition . 5
Fireware Version RO009_Build 0.0.0.3_2302241114
—System
Hardware Version 11
. Device Time 2023-02-24 11:57:48 +0800
Backup/Restory
Upgrade
= Hoset Copyright (C) 2004-2022 by Kyland Technology Limited
Reboot
Figure 55 Help Page

O Path: Home

Home |

English(USA)

After logging in to the Web page and completing the page configuration, click the exit button to

exit the Web login state, so as to prevent the abnormal function of the device caused by wrong

operation. The Exit button is located in the upper right corner of the interface.

+Network
+Application
+User

+Serial Servers

+Data Acquisition

—System

O Path: Home

Home

=
English(USA) @I 3

Serial Number
Host Name:

Fireware Yersion

K10A0023A220300180
KGW3204A-E-2T4D-232-117
R0009 Build 0.0.0.3 2302241114

Hardware Versian 1.1
Device Time 2023-02-24 11:58:11 +0800
Backup/Restory
Upgrade
Reset
. i Copyright (C) 2004-2022 by Kyland Technology Limited
Reboot

Figure 56 Exit the Page
5 Operational Use Case

5.1 Network Port Bridging Operation Case

Bridge function is not enabled

A. Network port 0 and network port 1 are different network segments

Without configuring a gateway, you cannot communicate with each other. When two network
ports need to be able to communicate with each other, you need to configure one of the network ports
as the gateway of the other network port (for example, configure the gateway of network port
0:192.168.0.249 to network port 1:192.168.1.249)
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— e D
The network cable is connected The network cable is connected
to 0 network ports. to 1 network ports

Close the bridge, the two network ports have

different IP network segments.

ip0:192. 168. 0. 249 -
ip:192. 168. 0. 250 ipOgateway:192. 168. 1. 249 ip:192.168. 1. 111
Gateway: 192.168.0.249 ipl:192. 168. 0. 249 Gateway: 192.168. 1.249

B. Network port 0 and network port 1 are the same CIDR segments

The two network ports cannot access each other to communicate, and network port 0 and network
port 1 are in an independent working mode.

Bridge function is enabled

When the network mode is to enable the bridging function, the serial server can work in LAN-
LAN or LAN-WAN mode.

When two devices need to be able to access and communicate with each other on the same
network segment, choose LAN-LAN mode. Check Enable Bridging, and check "Ethernet Adapter
eth1". At this time, the ports 0 and 1 are LAN ports.

When different network segments need to be able to access each other for communication, choose
LAN-WAN mode. Check enable bridging, and uncheck "Ethernet adapter eth1". At this time, Ethernet
port O(eth0) is LAN port and Ethernet port 1(ethl) is WAN port.

A. bridging with the same network segment

Physical connection:

- cable | - cable m

Open the bridge, two network ports
have the same IP.

ip:192. 168. 0. 242 ip:192.168.0. 111
ip:192.168. 0. 249

On the Web page, check Enable Bridging, turn on the bridging function, check "Ethernet Adapter
eth1", set the IP address and subnet mask, and click "Apply" to enable two devices on the same network

segment to communicate with each other.
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English(USA)

O Path: Home >> Network >> Interface Bridge

Ve s

Interface
' )
e o
—
+Serial Servers
ata Acquisition
T —
System Ie =
Cover the following interface. [V z:z::““"m: i‘ﬁ"

Network changes will applied to applications after a devica reboot.

Apply

Figure 57 Bridging the network ports of the same network segment
Ping another device (IP: 192.168.0.111) on a PC with an IP of 192.168.0.242, and you can ping.
B. Bridging different network segments

Physical connection:

The network cable is =
| connected to 10 | The network cable is
network ports. connected to 192
network ports.

Open the bridge, the two network ports have
ip:10.12. 2. 233 different IP network segments. in:192.168.0. 111
Gateway:  10.12.2.249 ip0:10. 12. 2. 249 Gateway  192. 168. 0. 249
ipl:192. 168. 0. 249

Leave "Ethernet adapter eth1" unchecked on the Web page, select the protocol, set the IP address

and subnet mask, and click "Apply" to enable two devices with different network segments to

communicate with each other.

Note: the gateway must be configured correctly, otherwise communication cannot be

carried out.

English{USA)

O Path: Home > > Network >> Interface Bridge

rarfcs B

Interface
= 7 Enable Brid

* iteric Bis
1Pv4 address

e
I1Pv4 netmask

+User
1Pvd gateway

Use custorn DNS servers.

192.168.0.249
255255 255.0

+Serial Servers

]

[

“+Data Acquisition

Multi IP address

OF oo e
—
]

+System

Multi IP address(WAN)

Network changes will applied to applications after a device reboot.

H

§

|

Figure 58 Bridge of Network Ports of Different Network Segments
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Ping another device (IP:192.168.0.111) on a PC with an IP of 10.12.2.233, and you can ping.

5.2 Transparent Transfer Operation Cases

A KGW3204A and a computer are used, and the serial interface type of the gateway is RS-232.
As a TCP Server, the gateway uses a USB-to-RS-232 serial communication line at the USB end of the
computer, and the DB9 port of the USB-to-RS-232 serial communication line is connected to the serial
port S1 of the terminal of this equipment.

Note: This operation case is that the serial port uses transparent transmission
communication protocol, RS-232 serial port connection mode, and the network port uses TCP
Server and TCPClient network communication mode. If the serial port is an RS-485 cable or the
network mode adopts other modes, the configuration item can be changed to the corresponding

mode, and the operation method is similar.
5.2.1 TCP Server mode

A. Configuring the Web console
Start KGW3204A, enter the IP address in the browser, and enter the user name and password to
log in to the Web page.

nn

Click "serial server"-"serial interface settings" in the navigation bar, select serial port 1, TCP
Server for network mode, Transparent for transmission mode, fill in the local port with more than 1024,

and the maximum number of connections is 4, set the serial port baud rate, data bits, parity bits, stop

bits and other configuration applications, and click "Apply" to save.

English(USA}

O Path: Home »> Serial Servers >> Serial Interface

Serial Interface |

SerialPortl SerialPort2 SerialPort3 SerialPortd

Date Bits Used Stop Bits Used Serial Frame bytes(0~1460) (Character Interval(100~500ms)

v||Ncne Mk | [500

B
C—
Eim—
oo |
o [
s [
o [

I Appiy_‘ ‘ Refresh

Figure 59 Web Configuration TCP Server Page

* Serial Interface

Status Info

+Data Acquisition
+System
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B. Configure PC-side parameters

The PC end uses USB to RS-232 serial communication line, and the serial end of the serial

communication line connects the terminal of KGW3204A to connect the PC with the device S1.

Open the integrated debugging management tool "KyCMT", right-click the serial network
debugging assistant column to create a new debugging assistant, select TCP Client as the
communication port, fill in the local host address, fill in the KGW3204A device IP and port number
for the remote address, and click Connect. Right-click to create a new debugging assistant, select COM
as the communication port, and configure the parameters related to the serial port to be the same as

those of the serial port S1 of KGW3204A equipment. Click Open after the configuration is completed.

After the above operations are completed, enter the numerical value in the data sending area of
KyCMT, and you can see that the data receiving area of the integrated debugging management tool
can receive the corresponding data, and the two-way communication of data is successful, as shown

in the following figure.

©

ToolsView L

S IF Manager

28 VOON-ETE Connestion

© KyCMT
System  Language Windwos Help
ToolsView EE e

SE TF Manager N
N\

8 VOOM-ETH Connestion

2 Client 192.168,0.249:7011

show in hex ool shon in hex Date Send

cleag hellothellothello! Cles hellothellothello!

clear Send: 126 Recv: 108 Reset Count

Figure 60 Configuration of Integrated Debugging Management Tool Parameters
5.2.2 TCP Client mode

A. Configure PC-side parameters

The PC end uses USB to RS-232 serial communication line, and the serial end of the serial
communication line connects the terminal of KGW3204A to connect the PC with the device S1.

Open the integrated debugging management tool "KyCMT", right-click the serial network
debugging assistant column to create a new debugging assistant, select TCP Server as the
communication port, fill in the local host address, and click Connect if the local port is above 1024.
Right-click to create a new debugging assistant, select COM as the communication port, and configure
the parameters related to the serial port to be the same as those of the serial port S1 of KGW3204A

equipment. Click Open after the configuration is completed.
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B. Configuring the Web console
Start KGW3204A, enter the IP address in the browser, and enter the user name and password to
log in to the Web page.

Click "serial server"-"serial interface settings" in the navigation bar, select serial port 1, TCP
Client for network mode, Transparent for transmission mode, and fill in the IP and port configured in
step a for the destination IP and port. The local port can be left blank (KGW3204A uses the filled-in
port to establish connection), and up to four non-repetitive links can be added, and configuration

applications such as serial port baud rate, data bits, parity bits and stop bits can be set.

DI Path: Home >> Serial Servers >> Serial Interface.

Serial Inerface
Operate successull
SerialPort1 SerialPort2 el SerialPort3 SerialPorta

MIE vlo | lsoo

Status Info

seﬂn v‘ | None

Protocol Config OverView = —_— ——————————— e e
e Ao T
EDPS Authorization |Disabled v

+System Serial Heartbeat Packet

:l

—

[ s

[ e

I S I = S I

192.168.0 150 I 9001 Il ] [+] ]

Figure 61 Web Configuration TCP Client Page

After the above operations are completed, enter the numerical value in the data sending area of
KyCMT, and you can see that the data receiving area of the integrated debugging management tool
can receive the corresponding data, and the two-way communication of data is successful, as shown

in the following figure.

- O x| & kyomT - o X
Windiwos. Help System Lsnguage Windwos Help
e L el Connimdation-Port Data Received

SE TP Manager

[Beceive £ AR 261 <Ll
e Tl Satiid ella!hellothell E hello'hellothell
B ermestion 5 w}. -1. 11 ello
I Parans Setting Parans Setting
52 Uart Net Assist X 55 Vart Net hasist S
[ Looal Host Addr [ o |
< Server 192.168.0.150:0007 192, 1690, 150 - = coma4
e Beud Rate 9600 - | Parity Bit WINE
Jono1 | Data Bit |6 - | Stop Bit ||

Client 192, 188.0.243: 1180 ~ || di

show in hex et S
| Data Send
[ e data || clear | hellothellothellor
hello!hellothello!
Send Setting
ate i file data sour clean sfter send 4
d hex d hex
clredlurizind|  send geie) 100 | sirodler cend  sond gaplas) 00|
— | laifile || clear | send:1s0 Reov:l62 | Bezet Count | [ losd file M olear | send:tez Reov:180 [ Beset Count
55 Messace Debuz R ——mease N T L S Message Debue 2 ot

Figure 62 Configuration of Integrated Debugging Management Tool Parameters
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5.3 ModbusRTU operation case

A KGW3204A and a computer are used, and the serial interface type of the device is RS-232.
KGW3204A is a TCP Server. The USB end of the computer uses a USB-to-RS-232 serial
communication line, and the DB9 port of the USB-to-RS-232 serial communication line is connected
to the serial port S1 of the terminal of this equipment.

Note: In this operation case, Modbus RTU communication protocol and RS-232 serial
connection mode are used at the serial port, and TCP Server and TCP Client network
communication mode are used at the network port. If the serial port is an RS-485 cable, or the
network mode adopts other modes, the configuration item can be changed to the corresponding

mode, and the operation method is similar.
5.3.1 TCP Server mode
A. Configuring the Web console

Start KGW3204A, enter the IP address of the serial server in the browser, and enter the user name
and password to log in to the Web page.

Click "Serial Server"-"Serial Interface Settings" in the navigation bar, select serial port 1, TCP
Server for network mode, Modbus RTU for transmission mode, and fill in the local port with more
than 1024, and the maximum number of connections is 4. Set the serial port baud rate, data bits, parity

bits, stop bits and other configuration applications, and click "Apply" to save.

SerialPort! SerialPort2 SerialPort3 SerialPortd

s

pere P pr———
rface

Status Info Ll |18 ¥ || None ~It ) 500

~Data Acquisition Network Mode Tepl/Server

Protocol Config OverView s Modbus RTU
EDPS Upgrade
EDPS Authorization

+System

Bind IP address | Defauit
Local Tep Port 7001
Max Client Num - 4

Keepalive Time(s) 10

Polling Interval(10~1000ms) 1100

RTU Timeout(100~9000ms) 1000

[ eely | | Befesh |

Figure 63 Configuring a Web Page

B. Configure PC-side parameters

The PC end uses USB to RS-232 serial communication line, and the serial end of the serial
communication line is connected to the terminal of KGW3204A, which connects the PC with the

device S1.

Open the software "Modbus Slave", create a new Mbslave window, click the menu bar

Connection-Connection Setup, select Serial Port as the communication port, and configure the

69



parameters related to the serial port to be the same as those of the device serial port S1, and click OK

after configuration.

Then click the menu bar Setup-Slave Definition to configure the device Address (Slave ID),

Function code (function), starting address (address) and Quantity.
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Figure 64 Configure Modbus Slave Tool Parameters
Open the software "Modbus Poll", create a new Mbpoll window, click the menu bar Connection-
Connection Setup, select Modbus TCP/IP as the communication port, fill in the device IP of
KGW3204A and the port number set in step a for the remote address, and the Response Timeout setting
value of the upper computer needs to be greater than the timeout set in the WEB page, and click OK.

Then click the menu bar Setup-Read/Write Definition to configure the device Address (Slave ID),
Function code (function), starting address (address) and Quantity (quantity). Modbus Poll

configuration parameters need to be consistent with Modbus Slave configuration parameters.

70



= = Y Modbus Po bpall1] = IE|
_ File Edit Connection Setup Functions Display View Window Help EER Fle Edit Connection Setup Functions Display View Window Help |2
D& |X|M | =8| 0506151617 22 23[TC | B W 5%
Tx=1:Err=1:1D = 1: F = D4: SR = 1000ms D@ & x|5 |5 5|1 0506151617 22 23| TCkEL| B W2
No connection Tx=246: Err=116:ID =1: F = 03: 3R = 1000ms
| T L 7 ‘
Connection Setup x| Alias | | e
0 - Read/Write Definition X
Connection
— Modbus TEP/IP ~ Rl Slave ID oK.
2 ] = B e —
? Serial Settings I | Furiction: 03 Read Hu\dngglslels [{1?]7‘-'; Cancel
— CoMa Mods &l Addess |0 | Protocol addess E.q 40011 5 10
4 4
2] RTU ASCH — 1
5 115200 Gaud : Qusniiy
] Response Timeout ; Sean Rate: [ms] Apply
[ B Diata bits fd) e
B 2000 [ms] = [ ]
7 o = [] ReadAwite Disabled
More Parity S
—] Delay Between Polls 8 [ Disable on errar ead/wiite Once:
a Ed
= 1 Stop Bit Advatived 1000 [rnis] 9 iew
9 — Riows
— B e @10 Q20 050 Q100 O Fitlo Quantily
IF Address ar Node Mame ] Hide Alias Columns [JPLC Addresses [Base 1]
[1921680 243 < [ Addiess in Cel ] Enon/Daniel Mods
Server Port Connect Timeout @ IPva
Fom 1000 [ms] OIFvE
< >

FgﬁrﬁHe\Q‘ press F1. o !19@1681249] EC:BET

. For Help, press F1. 119216802491 7001

Figure 65 Configuring Modbus Poll Tool Parameters

After the above operations are completed, enter the numerical value in the data sending area of

Modbus Slave tool to send, and you can see that the corresponding data can be received in the data

receiving area of Modbus Poll tool, and the two-way communication of data is successful, as shown

in the figure below.
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Figure 66 Successful Communication between Modbus slave and Modbus Poll Tool
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5.3.2 TCP Client mode

A. Configure PC-side parameters

The PC end uses USB to RS-232 serial communication line, and the serial end of the serial
communication line is connected to the terminal of KGW3204A, which connects the PC with the

device S1.

Open the software "Modbus Slave", create a new Mbslave window, click the menu bar
Connection-Connection Setup, select Modbus TCP/IP as the communication port, [P Adress as the IP

of the network port connected with KGW3204Al, and click OK after the configuration.

Then click the menu bar Setup-Slave Definition to configure the device Address (Slave ID),

Function code (function), starting address (address) and Quantity.
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Figure 67 Configure Modbus Slave Tool Parameters

Open the software "Modbus Poll", create a new Mbpoll window, click the menu bar Connection-
Connection Setup, and select Serial Port as the communication port. The parameters related to the
serial port are configured to be the same as those of the device serial port S1. The Response Timeout
setting value of the upper computer needs to be greater than the timeout set by the WEB page, and
click OK.

Then click the menu bar Setup-Read/Write Definition to configure the device Address (Slave ID),
Function code (function), starting address (address) and Quantity (quantity). Modbus Poll

configuration parameters need to be consistent with Modbus Slave configuration parameters.

72



# Modbus Poll - Mbpoll1 A Modbus Poll - Mbpoll1

Flle Edit Connection Setup Functions Display View Window Help

D& x|™[= & /[05061516172223[TCk, [T

Fle Edit Connection Setup Functions Display View Window Help

DEE&|(%|™ = S| 0506151617 2223(Tckh | 2 W2

I Mbpalli [E2Mbpolin o &=
Tx = 216: Err =|[ ornection Setup Tx= 217: Err = 0: D,
N i Read/Write Definition X
0 connection || ¢onnestion | .
‘ [Setal Pott <l | Alias || stave
Cancel .
0 | seriaisetings | Gonoel 0 l Functior; |03 Resd Holdng Registers (4] | | Cancel |
1 || [Prolfic PL2303GT USE Serlsl COM Port(COM1" ~ Moade i | addess [0 | Protocol adress £ 40017 5 10
RTU ASCI
2 | [oco0Bad  ~ @ & c - Quanity
3 3
— Response Timeout —
1 || |8Databits T | ScanRate: 1000 [ms] Apply
4 A 2000 i) 4 Wl
s B ([ s Delay Between Palls S| | OIResdiwiite Disabled
o) || rsteEe | Advanced.. | [100 Jims] s | Clvsstieonens Fiead/Wits Once
7 T View
| Remote Modbus Server Rows
a Lkl 8 @10 Q20 050 O100 O Fitto Quantty
132.168.0.111 [ Hide &lias Columns [JPLC Addresses [Base 1]
Server Part Cornect Timeout ] Address in Cell ] Enton/Daniel Mode
23000 1000

[ms]

|_1IPuB

For Help, press F1. Port 11: 9600-8-N-1 For Help, press F1. Port 11: 9600-8-N-1

Figure 68 Configuring Modbus Poll Tool Parameters
B. Configuring the Web console
Start KGW3204A, enter the IP address of the serial server in the browser, and enter the user name
and password to log in to the Web page.

Click "serial server"-"serial interface settings" in the navigation bar, select serial port 1, TCP
Client for network mode and Modbus RTU for transmission mode, add a link, and the Slave Id, target

IP and target port settings in the link are consistent with those in Modbus Slave tool settings, set serial

port baud rate, data bits, check bits and stop bits, and click "Apply" to save.
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Figure 69 Configuring a Web Page

After the above operations are completed, enter the numerical value in the data sending area of
Modbus Slave tool to send, and you can see that the corresponding data can be received in the data
receiving area of Modbus Poll tool, and the two-way communication of data is successful, as shown

in the figure below.
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Figure 70 Communication between Modbus slave and Modbus Poll tool is successful.

5.4 SSH Mode Operation Case

Using a KGW3204A and a computer, the serial interface type of the device is RS-232. As
an SSH server, KGW3204A uses a USB to RS-232 serial communication cable on the USB end
of the computer. The DB9 port of the USB to RS-232 serial communication cable is connected

to the serial port S1 of the wiring terminal of this device.

Note: This operation example uses the communication protocol of Modbus RTU and
RS-232 serial port wiring on the serial port end, and the network communication mode of
TCP Server and TCP Client on the network port end. If the serial port is connected to an
RS-485 cable, or if the network mode adopts another mode, the configuration item can be

changed to the corresponding mode, and the operation method is similar.

A. Configure Web Console

Start KGW3204A, enter the serial server IP address in the browser, and enter the username

and password to log in to the web page.

Click "Serial port server" - "Serial interface setting" in the navigation bar, select serial port
1, select SSH Mode for network mode, fill in local ports above 1024, set serial port baud rate,

data bits, check bits, stop bits and other configuration applications, and click "Application" to

save.
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Figure 72 Configure web pages

B. Configure PC side parameters

Use a USB to RS-232 serial communication cable on the PC end, and connect the serial
port of the serial communication cable to the KGW3204A wiring terminal to connect the PC and

device S1.

Open the software MobaXterm, create a new SSH connection, fill in the device IP for the

remote host IP, and the port number is the same as the configuration on the device WEB page.

Open the integrated debugging management tool "KyCMT", right-click to create a new
debugging assistant in the serial network debugging assistant bar, right-click to create a new
debugging assistant, select COM for the communication port, and configure the serial port
related parameters to the same parameters as the KGW3204A device serial port S1. After the

configuration is completed, click Open.

After completing the above operations, input data into the data sending area of KyCMT
software and send it. You can see that MobaXterm software can receive the corresponding data,

and the data bidirectional communication is successful.
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A.KyPMT configuration protocol project

The configuration protocol project needs to be carried out in the integrated software
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KyPMT. Taking the Modbus protocol project as an example, the Modbus RTU acquisition
service and Modbus RTU forwarding service are configured, and the specific operations are as
follows:

1. New construction

a. New engineering and engineering space;
b. Click the project name, right-click to create a new project, and select the running
platform NUC980 KPS3000.
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(" Add to current workspace

DK Cancel

| % ProjectView | & PluginView |

“Figure 75 Creating a Project
2. New acquisition service

a. In the blank area of acquisition service, right-click to create a new one;

b. The new Modbus running port of the port group is a serial port, which needs to be
consistent with the setting of the lower computer;

c. Set the frame type in the protocol parameters, and select RTU here;

d. Click on the device bus, right-click New, and set the device address, which needs to be
consistent with the address of the lower computer;

e. New analog input;

f. Create a new status input.
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Figure 76 Modbus Acquisition Service
3. New forwarding service

The setting steps of forwarding service are the same as those of collecting service.
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Figure 77 Modbus Forwarding Service
4. Download project

Click, download the project, and enter the user name edps and password yckyedps.

Note: For the specific configuration methods of Modbus, DNP, IEC101, IEC103, IEC104,
DL/T654-1997, DL/T654-2007, Siemens S7, OPCUA and IEC61850, please refer to the protocol
configuration manual under the help menu of KyPMT tools.

Note: Before this device is connected to a PC and communicates, please ensure that the

firewall and security protection software on the PC are closed, otherwise the communication
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connection may be abnormal.
B.Web page enables engineering

Enter the device IP in the browser, enter the device Web page, click the data acquisition-protocol
project list, select the project named Modbus project, and click Enable to activate and run the protocol

project;
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Figure 78 Enabling Project

C. Software simulates the lower computer and the upper computer.

The PC end uses USB to RS-485 serial communication line, and the serial end of the serial
communication line is connected with the terminal of the new generation gateway, which connects the

PC with the serial port 1 of gateway equipment, that is, S1.

Open the software "Modbus Slave", create a new Mbslave window, click the menu bar
Connection-Connection Setup, and select Serial Port as the communication port. The configuration
parameters of serial port should be consistent with those of Modbus acquisition service, and click OK

after configuration.

Then click the menu bar Setup-Slave Definition to configure the device Address (Slave ID),
Function code (function), starting address (address) and Quantity. The configuration parameters of

Modbus Slave need to be consistent with those of Modbus acquisition service.
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Figure 79 Configure Modbus Slave Tool Parameters

The PC end uses USB to RS-485 serial communication line, and the serial end of the serial
communication line is connected with the terminal of the gateway, which connects the PC with the

serial port 2 of the gateway equipment, that is, S2.

Open the software "Modbus Poll", create a new Mbpoll window, click the menu bar Connection-
Connection Setup, and select Serial Port as the communication port. The configuration parameters of

serial port should be consistent with those of Modbus forwarding service, and click OK after

configuration.

Then click the menu bar Setup-Read/Write Definition to configure the device Address (Slave ID),
Function code (function), starting address (address) and Quantity (quantity). Modbus Poll

configuration parameters need to be consistent with those of Modbus forwarding service.
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Figure 80 Configuring Modbus Poll Tool Parameters

After the above operations are completed, enter the numerical value in the data sending area of
Modbus Slave tool to send, and you can see that the corresponding data can be received in the data

receiving area of Modbus Poll tool, and the two-way communication of data is successful, as shown
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in the following figure.
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Figure 81 Communication between Modbus slave and Modbus Poll tool is successful
D.KyPMT observation information point
After the project is activated on the Web page, click the link on the KyPMT tool, enter the user

name admin, and click OK to view the information such as the value, quality and update time of the

information points in the collection service and forwarding service.
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0 cHacom] a Al3 0 Online 2023-0224  [12:35:09.924
7@ Brotocol Rarameter 5 Al4 0 Online 2023-02-24 12:35:00.924
= % Device Bus
£ % ModbusGather{Kyland] 6 Al5 0 Online 2023-02-24 | 12:35:00.924
B Analog Input z AlG 0 Online 2023-02-24  [12:35:09.925
J Digital lipit 8 A7 0 Online 2023-02-24  [12:35:09.925
~ ] Counter
D Analog Output g A8 0 Online 2023-02-24  [12:35:09.925
U Digital Outout 10 Al 0 Online 2023-02-24  [12:35:00.925
D Event
|} Setting
[25] Server
[33] Task
[33] IEC51850 Client
[22] IEC61850 Server
[38] 1ECB1850
) ProjectView [ PluginView
Event x
Type Date Time Name Value Description
1| Event 2023-02-24  [12:34:48.528 Service <DNS Service» start successfully.
2| Event 2023-02-24  [12:34:48.543 Application <Modbus01> start successfully.
3| Event 2023-02-24  [12:34:48.589 Application <ModbusForward > start successfully.
4|Event 2023-02-24  [12:34:48.605 Switch to port [/dev/ttyS1]

Figure 82 KyPMT Acquisition Service
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Project System Management Windows Setting Devices Help
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IRE o

Workspace F X Basic | 10 Value
23] system Bay Name | Device Name | Point Name Description Value Quality Date Time
&) Client 1 Alo 123 Online 2023-02-24  |12:35:00.923
2 Al 0 Online 2023-02-24 | 12:35:00.923
[23] Server
3 A2 0 Online 2023-0224  |12:35:00.924
B b ModbusForward[modbusserver] =
L 4 Al3 0 Online 2023-02-24 12:35:09.924
& % Port Group
L[] cHIcom2] 5 Al4 0 Online 2023-02-24 | 12:35:00.024
i~ % Protocol Parameter 6 Al5 0 Online 2023-02-24 12:35:09.924
L% Dencaibue 7 AlS o Online 2023-02-24  [12:35:00.925
E- & Modbus02[Kyland]
f 7 8 A7 0 Online 20230224 | 12:35:09.925
a Alg 0 Online 2023-02-24  |12:35:00.925
T
B Porivard Courier 10 AlD 0 Online 2023-02-24 _ |12:35:09.925
) Forward Analag Output =
[ Forward Digital Output
[38) Task
IEC61850 Client
[32] 1EC61850 Server
[38] IECE1850
% ProjectView  [# PluginView
Event x
Type Date Time Name Value Description
1| Event 2023-02-24  |12:34:48528 Service <DNS Service> start successfully.
2|Event 2023-0224 | 12:3448.543 Application <Modbus01> start successfully.
3|Event 20230224 | 12:34:48589 Application <ModbusForward = start successfully.
4|Event 2023-02-24 | 12:3448.605 Switch to port [/dev/ttyS1]

Figure 83 KyPMT Forwarding Service

6 Mechanical Dimensions and Packaging

6.1 Mechanical Structure

Table 43 Mechanical Structure Parameters

Shell

SECC
electrolytic
galvanized

steel sheet

SECC
electrolytic
galvanized

steel sheet

SECC
electrolytic
galvanized

steel sheet and

AL5052

SECC electrolytic
galvanized steel
sheet and 6063

aluminum

SECC
electrolytic
galvanized

steel plate and

aluminum

shell

Protect

grade

P40

1P40

IP30 and

above

IP30 and above

IP30 and

above

Installation

mode

DIN rail or
wall-

mounted

DIN rail or

wall-mounted

DIN rail or

wall-mounted

Use four screws
to fix the device
to the vertical

rails on both sides

DIN rail or

wall-mounted
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of the cabinet,
and ensure that
the grounding
terminal of the
device is in good
contact with the
cabinet grounding
wire. The
installation
method is shown
in the following

figure:
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-
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6.2 Dimensional Drawing

6.2.1 KPS/KGW310XA&320XA
Overall dimensions: KPS/KGW3101A: 123x90x30 mm

KPS/KGW3102A: 123x90x30 mm
KPS/KGW3204A: 150x92x30 mm
KPS/KGW3208A: 177x100x44 mm
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Figure 84 Dimensions of KPS/KGW 3101a/3102a
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Figure 85 KPS/KGW3204A Dimension Drawing
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Figure 86 KPS/KGW3208A Dimension Drawing
6.2.2 KPS3224A/KGW3224A

Overall dimensions: 482.6x200x44 mm
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Unit: mm

Figure 87 KPS3224A/KGW3224A Dimension Drawing
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6.2.3 KGW3204A-2T4D-232/485-4G-L17

Overall dimensions: 160x103x31 mm
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Unit: mm
Figure 88 KGW3204A-2T4D-232/485-4G-117 Dimension Drawing
6.2.4 KPS3102AL&KPS3204AL

Overall dimensions:

KPS3102AL: 123x90x30 mm ,KPS3204AL: 150x92x30 mm
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Figure 83 KPS3102AL Dimension Drawing

Unit: mm
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Figure 89 KPS3204AL Dimension Drawing

Unit: mm

6.2.5 KPS/KGW3204A-2T4D-232/485/422-L17-L17

Overall dimensions:137x86x41 mm
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Figure 90 KPS/KGW3204A-2T4D-232/485/422-1.17-L17 Dimension Drawing

6.3 Packing List

Product packaging includes the following accessories:

» 1 device (4G gateway device includes 4G antenna)

» Packing list

» Certificate

Note: The user manual can be obtained by QR code. If any of the above items are lost or

damaged, please contact a sales representative.
6.4 Quality Assurance

Warranty period: 5 years
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